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The Situation: California is the first state to specifically regulate the security of connective devices,
which are commonly referred to as internet of things ("IoT") devices.
The Result: The new law mandates that manufacturers that sell or offer to sell a connected device in
California equip the device with reasonable security features as quantified in the law.
Looking Ahead: The new law takes effect on January 1, 2020.

On September 28, 2018, California Governor Jerry Brown signed legislation making California the first
state to expressly regulate the security of connective devices, which are commonly referred to as
internet of things ("IoT") devices. The new law takes effect on January 1, 2020. In contrast to existing
California data privacy laws protecting only personal information, the new law aims to protect the
security of both IoT devices and any information contained on IoT devices.
The law requires a manufacturer that sells or offers to sell a
connected device in California to equip the device with a
reasonable security feature or features that are all of the
following: "(1) Appropriate to the nature and function of the
device. (2) Appropriate to the information it may collect, contain,
or transmit. (3) Designed to protect the device and any
information contained therein from unauthorized access,
destruction, use, modification, or disclosure." 2018 Cal. Legis.
Serv. Ch. 886 (S.B. 327) (to be codified at Cal. Civ. Code
§ 1798.91.04(a)).
While the law only vaguely defines the term "security feature," it
provides that, subject to the preceding requirements, a
connected device equipped with a means for authentication
outside a local area network will be deemed a reasonable
security feature if either of the following requirements are met:
"(1) The preprogrammed password is unique to each device
manufactured" and "(2) The device contains a security feature
that requires a user to generate a new means of authentication
before access is granted to the device for the first time." S.B.
327 (to be codified at Cal. Civ. Code § 1798.91.04(b)).
The law also has a broad definition of "connected device," which
is defined as "any device, or other physical object that is capable
of connecting to the Internet, directly or indirectly, and that is
assigned an Internet Protocol address or Bluetooth address."
S.B. 327 (to be codified at Cal. Civ. Code § 1798.91.05(b)). As
such, the law is not limited to mere consumer devices, but
potentially includes, to the extent a device is not subject to other
federal law or regulations, industrial IoT devices, retail pointof
sale devices, and healthrelated devices that connect to the
internet and that receive an IP address or Bluetooth address.
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The new IoT law does not provide for any private right of action, and it can be enforced only by the
attorney general, a city attorney, a county counsel, or a district attorney. Along with other limitations and
exclusions to its applicability, the law specifically does not apply to connected devices subject to security
requirements under federal law, it does not limit law enforcement from obtaining information from
connected devices (as authorized by law or pursuant to court orders), and it does not apply to anyone
subject to the federal Health Insurance Portability and Accountability Act of 1996 (known as HIPAA)
(Public Law 104191) or California's Confidentiality of Medical Information Act (Part 2.6 (commencing
with Section 56) of Division 1).
California remains active in 2018 with privacy, cybersecurity, and internet issues. In June, the governor
signed the new California Consumer Privacy Act of 2018 (effective on January 1, 2020) into law, which
includes detailed restrictions on the collection and sale of personal data. On September 30, the governor
signed the California Internet Consumer Protection and Net Neutrality Act of 2018 into law, which aims to
restore net neutrality. However, within hours of its signing, the Department of Justice filed a lawsuit
against California, alleging that the new net neutrality law is an illegal attempt to frustrate federal policy,

which may delay the rollout of the new law.
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1. The new law was designed to protect the security of IoT
devices and the information those devices hold.
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2. The law can be enforced only by the attorney general,
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a city attorney, a county counsel, or a district attorney,
and does not provide for any right of private action.

3. The law does not apply to connected devices already
subject to federal security standards.
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