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Corporate Internal Investigations: Keys to
an Effective Work Plan, Data and Document
Management, and Budget

As described in the first White Paper in this series on internal investigations, “Conducting an Effective
Internal Investigation—An Overview,” corporations are under increased scrutiny by regulators across the
globe, and as a result, it is more important than ever for companies to conduct an effective, defensible inter-
nal investigation when allegations of misconduct arise. An effective internal investigation allows companies
to proactively examine the facts and assess any associated legal, financial, and reputational risks, whether
or not a related government investigation or civil litigation is underway or anticipated.

But investigation costs can escalate quickly, especially with investigations that cover a significant period of
time and/or territory, or that involve conduct that may potentially expose the entity or individuals to criminal
penalties or significant civil liability. A work plan and budget are key to both ensuring a thorough investiga-
tion and managing investigation costs.

This White Paper summarizes considerations for creating an effective work plan for an internal investigation,
successfully managing the collection and production of data and documents, and planning for the catego-
ries of expenses that typically arise in an internal investigation. We also offer guidance on how to budget for
each line-item. Although each work plan and budget will necessarily vary in its components and costs, the
categories described below should be considered when setting the work plan and budget in virtually every
corporate internal investigation.! We conclude by offering a “checklist” of issues and tasks to consider in
preparing an effective work plan, managing data and documents, and formulating an investigation budget.
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INVESTIGATION WORK PLANS

A detailed investigation work plan is a key initial step for
conducting a thorough and efficient internal investigation. At
inception, an investigation work plan should cast a sufficiently
wide net, identifying all known avenues for fact development.
The work plan should identify the scope and objectives of the
investigation, including the issues and types of conduct to be
investigated and the persons understood to be involved in
the conduct. The principal components of a comprehensive
work plan include: (i) objectives of the investigation; (ii) antici-
pated scope (i.e., allegations and issues to be investigated);
(iii) identification of team members; (iv) tasks to be completed,
including the data and documents to be reviewed, witnesses
to be interviewed, any financial analysis to be conducted, and
any required legal research; and (v) responsibility among team

members for such tasks.

The work plan should include whether the investigation will
be structured to be protected by attorney-client privilege or
work product protections. It should address any interim or
final reporting that is expected, even if the form of any final
report is not certain. Additionally, the work plan should identify
any required engagement with third parties, such as company
auditors, the board of directors or the audit committee, gov-
ernment regulators, employees’ counsel or representatives,
contractors or vendors, and the company’s insurance carri-
ers (to the extent that any portion of the investigation, or any
loss resulting from the conduct being investigated, may be
covered by the company’s insurance policies). A checklist of
suggested items to include in a work plan can be found at the

end of this section.

After a work plan is developed, it should be reevaluated on a
regular basis and modified as appropriate while the investiga-
tion progresses to incorporate new information and develop-
ments in the investigation strategy. Periodic communication
about the work plan is vital since the urgency of an investiga-
tion often means the various components of the work plan
occur simultaneously, and adjustments to one component may
require corresponding adjustments to other areas of the work
plan (e.g. the addition of a witness to the interview list may
require changes to the document collection and review por-

tion of the work plan). The work plan should track the budget.
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DATA AND DOCUMENT MANAGEMENT

Document preservation, collection, review, and management
are key components of conducting an internal investigation.
Even if a government regulator or plaintiff's counsel has not
sought documents by subpoena or via document requests,
reviewing documentary evidence related to the alleged con-
duct is crucial to gathering relevant facts and analyzing poten-
tial outcomes. Managing data and documents as part of an
investigation may involve a large number of tasks, including
identifying custodians and other potential sources of material
(e.g., company servers, shared drives, documents stored in the
cloud); conducting custodial interviews; coordinating with in-
house IT teams to collect documents; arranging for document
preservation; determining a method to store, host, and review
data; processing data and running search terms; reviewing
the documents themselves; and identifying key documents
related to the conduct at issue. In addition, documents may
need to be produced to regulators or summarized for inter-
nal client stakeholders. A checklist of items to keep in mind
related to data and document management can be found at
the end of this White Paper.

Document Preservation

The first step in managing documents in an investigation is
identifying where relevant documents are located and pre-
serving those documents. Particularly at the outset of an inves-
tigation, it is important to consider the confidentiality of the
investigation. The investigation team should work with corpo-
rate IT to identify back-end mechanisms for preserving and
collecting electronically stored information (“ESI”), including
disabling automatic deletions and preserving all relevant infor-
mation that can be accessed by IT personnel remotely (e.g.,
emails or other documents stored in the cloud). The investi-
gation team might also review organizational charts for the
time period at issue, corporate document storage and reten-
tion policies, and other corporate records, such as personnel
files, in order to identify relevant custodians and categories

of information.

Corporate employees with potentially relevant docu-

ments should receive a litigation hold notice as early in the



investigation as advisable, typically in conjunction with, or
soon after, back-end mechanisms for ESI preservation have
been deployed. An effective litigation hold should be com-
prehensive and easily understood by employees and should
instruct recipients not to delete any documents relevant to
the investigation. A litigation hold notice should provide gen-
eral background on the reason for document preservation and
give broad, but clearly defined, categories of information to be
preserved. If a subpoena, government request, or discovery
request is involved, the hold notice should ensure that all cat-
egories of the subpoena or requests are fully covered by the
hold notice. Companies should be mindful that issuing a hold

notice may trigger insurance coverage notification obligations.

Before collecting documents, the attorneys leading the inves-
tigation should consider whether an external discovery vendor
is needed to capture, host, and, if necessary, produce the col-
lected data and documents. In deciding whether to engage an
external vendor, in addition to the costs of the vendor, compa-
nies should consider in-house capacity for document hosting,
review, and processing; whether vendors have the necessary
expertise to handle all necessary tasks; the complexity of the
investigation and the underlying collection; and whether pro-
duction of documents to third parties is anticipated. In cir-
cumstances where the volume of documents is substantial,
there are particular technology issues or needs, or the col-
lection is especially complex, an external vendor can often
streamline the collection, review, and production process and
allow for scoping changes, if necessary, as the investigation
develops. The vendor should work at the direction of out-
side counsel to preserve attorney-client privilege and work-

product protections.

Document Collection and Custodian Interviews

Once data on company systems has been preserved, the next
step is usually to preserve and collect devices and documents
that cannot be collected remotely. Such collection should be
done as early in the investigation as practicable but may not
be executed until: (i) any related requirements under applica-
ble labor and/or data privacy laws have been met; and (ii) the
company is ready to disclose to witnesses that an investiga-

tion is ongoing.

Depending on the nature and complexity of the misconduct
alleged, custodian interviews with individuals identified as
potentially having relevant documents may be an important
step in document collection. Many companies have a form
used for custodian interviews, but it should be reviewed prior
to use in particular instances to ensure it is tailored to the
needs and objectives of the investigation. During the interview,
custodians should be asked about their document and record-
keeping practices, the types and locations of devices utilized,
and where relevant data and documents are located. Consider

asking the custodian about the following topics:

» Use of work or personal computers or other devices (mobile
phone, tablet, etc.);

* Foldering, archiving, and deletion practices;

* Location of relevant documents used or created by the
custodian (My Documents, shared drive, cloud storage,
hard copy);

* Use of work or personal email addresses;

* Use of work or personal calendars; and

* Use of text messages, chats, or other instant messag-

ing programs.
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For investigations where mobile data may be relevant, it is
particularly important to understand whether the custodian
uses a personal mobile device or a company-owned mobile
device for work purposes. Investigators should consider cor-
porate policies concerning mobile devices (e.g., Bring Your
Own Device (“BYOD”) policies), as well as any data privacy laws
in the relevant jurisdictions, to determine whether there are
prohibitions or limitations on the collection of personal mobile
data. Another White Paper in this series will address the com-
plex issue of data privacy and cross-border transfers of data

in the context of investigations.

As the investigation continues and additional information is
learned, investigators should consider whether to add addi-
tional custodians or other sources of documents. Testing
search terms or collecting a sample of a custodian’s files can
help determine the cost-effectiveness and substantive value

of adding the individual as a custodian before doing so.

After relevant documents and data are collected, they will
need to be processed and loaded to the agreed-upon data-

base or review platform.

Tools for Efficient Document Review

Once data is collected, the process of narrowing the universe
of documents for review can begin. An important consider-
ation in determining the scope of the document review uni-
verse is the purpose of the review (e.g., whether the review is
being conducted in response to a government subpoena or a
document request or as a fact-finding exercise in an internal
investigation). If documents are being reviewed in response to
a government subpoena, for example, investigators will gen-
erally have less discretion in determining the scope of the
review. In internal investigations, outside counsel should work
with company contacts to determine the most cost-efficient

means of obtaining the salient facts through document review.

Some of the methods used to make a document review more
efficient include use of search terms and/or date ranges, de-
duplication, and use of technology-assisted review (“TAR”).

Search terms and date-range limitations are the most common
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methods for culling data before review. Both can be critical
for narrowing the scope of a document review and should be
developed with input from the company, including in-house
counsel and, where appropriate, key employees. If government
regulators are involved in the investigation, consider discuss-
ing and negotiating search terms and date ranges to be used
with government attorneys. Doing so can be useful to obtain-
ing cooperation credit and ensures that the government and
company are aligned with respect to the scope of document
collection and review. In some instances, the government will
also ask to review the hit report to understand which terms
were most productive in yielding documents. Developing and
running search terms can often be an iterative process, as
terms that yield a large number of irrelevant documents, or

“false hits,” may be removed or fine-tuned.

Another method to decrease the volume for review is de-
duplication, which involves cross-referencing documents that
appear in multiple custodians’ data sets and removing those
documents that appear more than once. This process can
significantly reduce the number of documents that must be

reviewed and produced.

Finally, in some investigations, TAR may allow the investiga-
tion team to find and review the most significant documents
early in the investigation, without conducting a front-to-back
review. TAR technology uses machine-based processes and
algorithms to identify potentially relevant documents. TAR is
most effective in investigations involving a core set of highly
relevant documents, which can then be used to “teach” the

technology what to look for in potentially relevant documents.

Document Review Procedures

Prior to beginning document review, it is important to deter-
mine: (i) the protocol for reviewing the documents; (i) who will
review the documents; and (iii) the goal of the review, whether
it is investigative fact-finding, preparation for witness inter-

views, or production to regulators.

A review protocol is a written set of procedures to provide an

overview of the subject matter and clear, detailed instructions



for how to review and code documents based on their rel-
evance, significance, and any other necessary categories.
Investigators should consider adding issue tags or codes
that track with themes of the investigation in order to keep
documents organized and to help prepare for witness inter-
views, government presentations, or responding to production
requests. If production to third parties is anticipated, privilege
and work product tags should be utilized in order to ensure
privileged material is identified and protected. Investigators
should obtain a list of in-house and external counsel, as well
as other company-specific privilege terms, to assist in con-
ducting any required privilege review. Confidentiality tags may
be useful for certain documents, such as sensitive financial
records. A “significant” or “key” tag will also be helpful for iden-

tifying the most important documents.

Any attorneys that are participating in the review should be
trained in order to ensure they have sufficient background on
the investigation and can spot relevant and significant doc-
uments. The investigation team should ensure that there is
a clear process for escalating questions and ensuring con-
sistency among reviewers. Outside counsel should provide
training consistent with the review protocol and to maintain

privilege, and outside counsel should also lead quality control.

Many investigations call for consideration of whether to utilize
contract attorneys or outside counsel associates to review the
documents. Contract attorneys are generally less expensive
than outside counsel, may possess foreign language capabili-
ties that go beyond those of outside counsel associates, and
are often available to mobilize quickly on a large scale, allow-
ing for the review to proceed quickly and efficiently. Contract
attorneys frequently conduct a first-level review, with outside
counsel performing a second-level review of relevant and sig-
nificant documents and quality-control checks. This ensures
that the lowest billing rates are assigned the higher volume
of document review work, increasing cost efficiencies. It also
ensures that outside counsel, who will be most familiar with the

underlying facts and issues, have substantial oversight.
Reviewers should be monitored on a regular basis to ensure

that the review is proceeding on pace and that questions are

addressed promptly.
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CONSIDERATIONS FOR MOBILE DATA AND INSTANT
MESSAGES

Data contained on mobile devices or in temporary mediums,
such as instant messages, present unique challenges to the
investigative process. However, it is increasingly common
for government regulators and plaintiffs’ counsel to include
mobile data and instant messages in subpoenas and docu-
ment requests. Further, recent DOJ guidance suggests that
collection and production of all relevant, nonprivileged docu-
ments, including text messages and instant messages, will be
a factor in assessing a company’s cooperation.? Additionally,
such data may be key to developing the facts in an internal

investigation.

Mobile Data

A company’s corporate use or BYOD policies can impact
whether mobile data may be relevant or accessible in an inter-
nal investigation, as does local law. As noted above, potential
document custodians should be asked about whether they
use a mobile device for work purposes and, if so, whether the
device is personally owned or employer-provided. Investigators
should review the company’s corporate use policies and local
data privacy law to determine whether there are any limitations

on the collection and review of mobile device data.
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Additional factors to consider in determining whether to col-
lect a particular custodian’s mobile data include the cus-
todian’s role in the investigation; the custodian’s use of the
mobile device for work purposes, particularly with respect to
text messages or messaging apps; and whether the mobile
device syncs with the custodian’s work email or computer,
which may impact the availability of data. Investigators should
balance these considerations in determining whether to col-
lect mobile data. If a custodian utilizes text messages for work-
related purposes, it may be appropriate to collect and review
those. However, where a custodian utilizes a mobile device in
a limited capacity, it may not be cost-effective to collect and
review the data. Management or employees implicated in the
allegations being investigated may be good candidates for

mobile data collection.

Instant Messages

For instant messages or chats, attorneys should work with in-
house IT to determine the applicable retention process and
policies. If instant messages are regularly retained by the com-
pany, potentially relevant messages should be preserved, as
they are frequently included in subpoenas issued by regula-
tors. In determining whether to collect and review instant mes-
sages, consider what type of content is available in instant
messages and whether that content is likely relevant to the
investigation. Employees may speak more informally in instant
messages than in email, and therefore instant messages may
be an important source of relevant information, depending on

the subject of the investigation.

INVESTIGATION BUDGETS

To control costs without compromising the fundamental objec-
tives of the investigation, it is frequently beneficial to develop
a budget at the outset of the investigation. Based on the best
available information at the time, the initial budget should
make appropriate assumptions about factors that will influ-
ence costs and assign reasonable and realistic cost projec-
tions to the tasks that are expected to comprise the overall
work plan. As such, counsel should consider a number of

issues when preparing the budget, including:
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* The scope and objectives of the investigation, as outlined
in the work plan;

* The complexity of the investigation, including whether there
is an international component; whether government regula-
tors are involved; whether third-parties, such as vendors, are
implicated; and any novel legal issues presented;

* The number of document custodians and witness inter-
views (both of which may expand during the course of the
investigation);

* The magnitude of the data preservation and collection effort
and associated storage costs, including costs for an e-dis-
covery vendor, if applicable;

» Document review costs, including for the document review
platform, the potential use of TAR or contract reviewers, and
whether foreign language reviewers or translations will be
required;

* Witness interview preparation and execution costs, including
whether interviews will be conducted in person or remotely
and whether foreign language translators will be required;

* The time associated with preparing investigative materials
and coordination among investigation team members and
with the client;

» Any need for subject-matter experts (e.g., forensic accoun-
tants, computer forensic experts, local counsel, etc.);

* Any anticipated reporting obligations to the board of direc-
tors, regulators, external auditors, or other stakeholders; and

* The costs of identifying and implementing any remedial

measures or resolving personnel issues.

While developing a budget necessarily involves at least some
measure of estimation, and may not be appropriate for every
situation, investigators and clients frequently find budgeting
helpful for understanding how certain variables inherent in the
investigative process, such as scope, timing, and resources,
might influence the overall cost of the investigation. Budgeting
also facilitates communication between counsel and client
about the client’s specific objectives. A checklist of proposed
budget items, as well as tips for containing costs, are con-

tained at the end of this White Paper.

Once developed, the budget should be reviewed and updated
regularly throughout the investigation. As the investigation pro-

ceeds, the initial assumptions and corresponding budgeted



amounts for each task can be re-evaluated and modified as
appropriate based on any changes to the work plan or any

unforeseen developments.®

Witness Interviews

Witness interviews are critical to fact-finding in almost all inter-
nal investigations, and an effective budget accounts for the
costs of preparing for, attending, and memorializing the inter-
views. Scoping interviews typically occur early and are primar-
ily intended to discover basic facts, other sources of relevant
information, and the nature and extent of the witness’s own
knowledge. These interviews typically require less prepara-
tion than substantive interviews, which are often completed
after document review and may involve asking the witnesses
about particular documents. Intensive preparation is typically
required for key substantive interviews because such inter-

views are critical to developing a comprehensive understand-

ing of the conduct under investigation.

The budget should reflect: (i) the anticipated number of scop-
ing and substantive interviews; (i) the total time expected to
be devoted to preparation for, participation in, and memori-
alization of the interviews; and (iii) whether the interviews will
take place via a web-conference platform or in-person. The
use of web-conference platforms for witness interviews—
which has increased substantially in the wake of COVID-19 and

the corresponding increase in remote work—has the potential
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to save clients thousands of dollars and a significant amount
of time. Nevertheless, it may be more effective to interview
some witnesses—including subjects of the investigation or

witnesses requiring the use of a translator—in person.

Forensic Accounting Support and Subject-Matter Experts

The budget should account for potential costs of involving
other professionals and subject-matter experts in the inves-
tigation, such as forensic accountants and computer forensic
experts. Forensic accountants assist in reviewing accounting
or financial information, identifying potentially problematic
transactions, analyzing the accounting treatment accorded
thereto, and in reviewing internal controls. Forensic accoun-
tants may also assist with witness interviews, particularly where
the witness is an accountant or the interview involves technical
accounting issues. Forensic accountants and subject-matter
experts should be asked to prepare their own budgets in con-
sultation with other members of the investigative team, consis-
tent with the same principles and approach used in setting the

overall investigation budget.*

Reports and Recommendations

Preparing reports and recommendations and meeting with
key stakeholders, including regulators, the board of directors,
outside auditors, or other outside counsel (e.g., the compa-
ny’s securities disclosure counsel and counsel for individual
employees), are often key elements to conducting and con-
cluding an internal investigation. An effective budget should
account for costs associated with these activities. Key bud-
geting considerations include: (i) the frequency and nature of
the reporting; (i) the time and resources required to prepare
expected work product; and (i) any potential follow-up items,
including considerations related to self-reporting to regulatory

authorities, if applicable.

Remediation and Personnel Matters

To the extent the investigative team is expected to be involved,

the budget should also account for the costs of identifying,

analyzing, and implementing remediation measures related to



any wrongdoing uncovered, including enhancements to the
corporate ethics and compliance program, if applicable. In
addition, personnel-related costs should also be included in
the budget. These may consist of, for instance, time devoted
by the investigative team: (i) in connection with the discipline,
coaching, or retraining of employees; and (ii) to work with any
counsel for or representatives of individual directors, officers,

or employees.

TIPS FOR CONTAINING COSTS

Through some basic steps, those managing internal investiga-
tions can instill appropriate discipline on the investigative pro-
cess, and the organization as a whole can expect reasonable
certainty as to budget projections. Below are suggested tips

to consider for containing investigative costs.

» Consider the potential advantages and disadvantages of
engaging outside resources such as outside counsel, foren-
sic accountants, and computer forensic experts. Depending
on the circumstances, and assuming the availability of
sufficiently capable internal resources, cost-savings may
be achieved by foregoing some or all outside resources.
However, cost-savings should not be dispositive in pre-
paring a budget for an internal investigation. The analysis
should also involve a careful assessment of the nature
and scope of the issues under investigation, the benefits
of independent work product from outside resources, and
privilege issues.

* Have in place, and enforce, clear billing guidelines that
cover, among other things, the manner in which outside pro-
fessionals are to record time and expenses and the items
for which billing is (and is not) permitted.

* Investigate in phases—identify priorities and key tasks at
the outset of each phase, and ensure that the learning from
one phase is considered when planning and budgeting for
successive phases.

» Conduct scoping interviews early to understand the location
of potentially relevant documents, data, and witnesses, and
to protect against chasing what could be readily identified
as false leads.

* Set priorities for ESI collection and review, and, if possible,

stagger the review such that decisions about whether to
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collect and review additional ESI can be made on a rolling
basis and unnecessary ESI work can be avoided.

» Similarly, leverage scoping interviews and information
learned from ESI review to prioritize and carefully sequence
witness interviews to avoid unnecessary or duplicative
interviews.

* Use targeted search terms for ESI review and consider a
database vendor that offers “predictive coding.”

» Consider using contract attorneys—with appropriate train-
ing and supervision—for first-level ESI review.

+ Obtain periodic budget reports (e.g., time incurred ver-
sus budget).

+ Frequently (re)evaluate the scope and breadth of the inves-
tigation (e.g., performing a “sampling” approach, instead of
reviewing all potentially relevant events or transactions, is
often sufficient, as not all allegations of a possible violation
of law or company policy necessarily merit the devotion of
significant investigative time and effort).

* Consider the nature and extent of periodic substantive
reporting on interviews and investigative findings or obser-
vations, balancing the need for information flow with the
costs involved.

» Consider options on final substantive reporting from a cost
perspective® (e.g., a narrative summary or slide deck, in lieu

of the typically more expensive narrative report).

CONCLUSION

A thorough work plan, which includes all of the anticipated
tasks and deliverables, is an essential tool for conducting
an effective investigation. Preserving, collecting, and review-
ing data and documents can be one of the most time-con-
suming and expensive aspects of an investigation; however,
investigators and companies can more efficiently manage
even large volumes of documents and data with early plan-
ning and thoughtful consideration of the issues discussed
in this White Paper. Finally, preparation of a detailed budget,
which includes line items for all of the tasks and deliverables
identified in the work plan, allows investigators and compa-
nies to more accurately project and manage costs as the

investigation progresses.



CHECKLISTS

Items to Include in a Work Plan

+ Goal(s) of the investigation
+ Anticipated scope of the investigation

¢ Team members involved and roles

Outside counsel

In-house counsel and staff

Third parties (if/as necessary), including e-discovery
vendor, forensic accountants, and contract attorneys

+ Communication protocols

Means and frequency of communication between
outside counsel and client points of contact

+ Division of responsibilities and determination of whether
the investigation will be structured to be protected by

attorney-client privilege or work product protections

* Key categories of investigation tasks

Document preservation and collection

Document review and production

Legal research

Fact development

Witness interviews

Meetings and communications regulators and
investigators

Expert analysis

Third-party work, including forensic accountant review
and analysis, document collection and production
Reporting to client and other stakeholders
Insurance coverage, claims, and recovery
Remediation

* Deliverables

Investigation presentation and client report on findings
Witness interview materials, including outlines

and documents

Witness interview memoranda and/or summaries
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White papers or presentations to regulators
Document productions

Potential outcomes

Internal remedial measures related to employees or
vendors, such as termination (of employment or of the
vendor’s contract); disciplinary measures; additional
compliance training or retraining of employees, etc.
Enhancements to the company’s ethics and compli-
ance program

Internal or external audits

Self-reporting to regulators

Further investigation by regulators

Settlement with regulators, including payment of fine or

ongoing monitoring

Data and Document Management Checklist

Document preservation

Coordinate with corporate IT personnel to preserve
documents and suspend deletion practices

Review organizational charts and corporate policies
related to mobile device usage and retention
Conduct scoping interviews to determine potential
custodians and record sources

Decide on engaging external discovery vendor
Distribute litigation hold

Document collection

Conduct custodian interviews

Capture and process data from identified custodians
and document sources (e.g., ESI, hard drives, mobile
devices, hard-copy files)

* Document review and production

Assess methods for narrowing data set

- Search terms and date ranges (in coordination with
client and regulators)

= De-duplication

= Technology-assisted review



Determine who will review documents

- In-house attorneys
- Contract attorneys
- Outside counsel

Draft review protocol
Train first-level document reviewers and establish

Witness interviews

Preparation (outline, exhibits, etc.)

Foreign language translators

Web-conference vs. in-person

Travel expenses

Memorandum or summary memorializing interview

processes to answer questions promptly and quality

control checks
Conduct first- and second-level review and quality * Subject-matter experts
control checks )

Forensic accountants

Identify and track key documents .
Computer forensic experts

Identify privileged documents and log on privilege lo
ye 9 ) gonp ] 9 i 9 Industry experts

Produce documents to regulators in connection with a

request or subpoena, if applicable

Summarize documents for client or for presentation to * Reporting to the client and other stakeholders

stakeholders, if applicable
Analysis and reporting to client and other stakeholders,
including outside auditors
Budget Checklist Potential government disclosure analysis

» Scoping and planning
* Insurance

Initial fact gathering (including scoping interviews)
Coverage analysis
Legal research

Developing work plan Claims and recovery

. . * Remediation
» Data preservation and collection

Litigation hold notice Compliance program and training

ESI, hard drives, mobile devices, and servers Personnel changes
Hard-copy documents

* Personnel matters

* Document review -
Individual or pool counsel for personnel

) . Potential employee severance negotiations and parallel
First- and second-level reviews, as well as any

. . litigation
necessary quality control reviews

Training and monitoring

Review platform
Technology-assisted review
Foreign language reviewers

Translations

11
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ENDNOTES

1 Alternative fee arrangements (e.g,, flat fees or “success” fees) should be evaluated with great care in the context of corporate internal investiga-
tions and should generally be avoided if they may be reasonably viewed as inducing corner-cutting in the fact-gathering process or otherwise
creating incentives inconsistent with the basic, truth-seeking objective of the investigation.

2  For more about the DOJ’s recent guidance on mobile data and instant messages, see Jones Day Commentary, “DOJ Announces Major Changes
to Corporate Criminal Enforcement Policies” (Sep. 2022).

3 To ensure protection under the attorney-client privilege and work-product doctrine, the investigation budget and supporting materials should
clearly state that they have been prepared in anticipation of potential litigation and that the purpose of the investigation is to provide legal ser-

vices and advice.

In attorney-client privileged investigations, external experts should be retained by counsel so as to maintain the privilege.

5  Note that other considerations may also influence the format of final substantive reporting (e.g., privilege concerns and concerns over maintain-

ing confidentiality generally).
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