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Data Breach Class Actions in Australia

Australia has started to observe a rise in the number of data breach class actions being
investigated and filed, although there has not yet been a successful data breach class
action there. A range of factors are at play which support the increasing prevalence of
claims relating to data breaches, and conversely there are also issues which will likely
pose obstacles for claimants bringing successful data breach class actions in Australia.

This Jones Day White Paper explores the potential for data breach claims to be com-
menced, and ultimately to succeed in Australia, in addition to recent developments and
trends that will likely influence the prevalence and prospects of data breach class actions
in Australia. It also discusses steps businesses might take in response to the increased
risk of activity in the data breach class actions space in Australia.
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A rise in the mass collection and commercial use of personal
data, along with the growing potential for such data to be eas-
ily extracted, disseminated and potentially misused via new
technologies, has resulted in an increasing number of data
breaches. Such events have the potential to affect millions of
individuals in a similar way, and raise serious concerns around
privacy and data security that are often heavily publicised.
These developments have resulted in the emergence of a
new breed of class action, where individuals affected by data
breaches, such as customers, employees and shareholders,
bring group proceedings seeking remedies against the busi-

ness involved in the data breach.

So-called data breach class actions have been filed in various
jurisdictions, including in the United States, the United Kingdom
and Canada. These claims can have a number of legal bases,
depending on the nature of the relationship between the claim-
ants and the business and the jurisdiction in which proceed-
ings are filed. A number of data breach class actions outside of
Australia have resulted in the businesses targeted agreeing to

pay significant financial settlements to claimants.

In Australia, we have started to observe a rise in the num-
ber of data breach class actions being investigated and filed.
However, we have not yet seen a successful data breach class
action in Australia. There are a range of factors at play which
are supporting the increasing prevalence of claims relating to
data breaches, and conversely there are also issues which will
likely pose obstacles for claimants bringing successful data

breach class actions in Australia.

This Jones Day White Paper explores the potential for data
breach claims to be commenced, and ultimately to succeed
in Australia, in addition to recent developments and trends
that will likely influence the prevalence and prospects of data
breach class actions in Australia. It also discusses steps busi-
nesses might take in response to the increased risk of activity

in the data breach class actions space in Australia.

BACKGROUND

Advancements in technology have improved businesses’ abil-

ity to collect, record, store, analyse and share personal data,
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and deploy that data for valuable commercial purposes. Almost
everyone uses products and services which record personal
data, and the vast majority of this data has been created in
the last 10 years. Personal data now represents a significant
information asset, but it also poses new risks for businesses.
In particular, the widespread prevalence of personal data has
resulted in increasing concerns over data security and privacy,

compliance costs and the potential for data breach.

In addition to an increase in the volume of recorded personal
data and concerns around individual privacy, two other fac-
tors are working to foster an environment where data breach
class actions are likely to be brought in Australia, following
precedent in other jurisdictions. First, we have seen a gen-
eral increase in the number of class actions commenced in
Australia, and this trend is likely to continue as initiatives have
been proposed that will promote the funding of such actions.
Secondly, a data breach notification regime has recently been
implemented in Australia which may provide a source of infor-
mation that plaintiff law firms and litigation funders may seek

to interrogate to identify and investigate potential claims.

Conversely, there are a number of complexities that may pose
obstacles for claimants seeking to pursue data breach class
actions under Australian law. Australian courts have not yet
definitely recognised a right to privacy and corresponding
cause of action for breach of privacy, meaning the legal basis
for such actions remains unclear. Even if a legal breach can
be established, losses incurred by particular individuals as a
result of data breaches may be difficult to prove and quan-
tify. This difficulty is compounded by the relative infancy of
methodologies used to value personal data. Additionally, to
the extent that potential claimants have entered into arbitra-
tion agreements with potential defendants to data breach
class actions, those agreements might prevent claimants from

bringing group action in courts.

For businesses that might be targeted by claimants, a fur-
ther issue arises in relation to insurance coverage for data
breaches. Practices for quantifying and pricing the insurance
of data breach risk are not yet well-established, meaning the

extent of a business’s coverage may be contentious.

These developments are discussed further below.



INCREASING PREVALENCE OF CLASS ACTIONS IN
AUSTRALIA

In recent years, there has been a rise in the number of plain-
tiff law firms and litigation funders investigating and pursuing
class actions in Australia, as the law and practice around class

actions becomes more systematised and developed.'

Recent developments in litigation funding more generally
in the class action space will likely provide great financial
backing to incentivise the filing of such class actions.2 This
includes the Australian Law Reform Commission’s recommen-
dation of the legalisation of contingency fees for lawyers in
class actions, subject to court approval and supervision (dis-
cussed in a previous Jones Day White Paper3). Other more
specific developments include the Supreme Court of New
South Wales relaxing requirements for the commencement of
multi-defendant class actions, which we have discussed in a

previous article.t

This expansion and commercialisation of class actions has
encouraged plaintiffs to pursue class actions outside more
traditional areas such as product liability, disaster and finan-
cial services claims. We will comment on some of these class
actions in our Review of Class Actions in Australia for 2018. One

such emerging area is class actions based on data breaches.

DATA BREACHES IN AUSTRALIA

Recent data breaches involving Australian companies and
companies based outside Australia have affected Australian
citizens in various capacities, including as customers, users,
employees and shareholders. As a result of such events, the
Australian Government has introduced the Privacy Amendment
(Notifiable Data Breaches) Act 2017 (Cth), which established a
mandatory data breach notification scheme in Australia (‘NDB
Scheme”). The NDB Scheme was implemented in February
2018, and it has already resulted in hundreds of notifica-
tions involving significant data breaches. Further information
regarding the NDB Scheme and its implications for businesses

is available in our recent publication.®

The NDB Scheme requires agencies and organisations reg-

ulated by the Privacy Act 1988 (Cth) to notify any affected
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individuals, and the Office of the Australian Information
Commissioner (“OAIC”), when a data breach has occurred that
is likely to result in serious harm to individuals whose personal
information is involved in the breach.® Entities required to com-
ply with the NBD Scheme include businesses and not-for-profit

organisations with an annual turnover of $3 million or more.”

The OAIC publishes quarterly statistical reports about notifica-
tions received pursuant to the NDB Scheme. The most recent
report relating to the period October to December 2018 was
published by the OAIC on 31 December 20188 The December
2018 report records that 262 data breaches involving personal
information were notified during the last quarter of 2018, com-

pared to 245 and 242 in the preceding two quarters.®

The leading cause of those breaches was malicious or crimi-
nal attack (168 notifications), followed by human error (85 noti-
fications). Approximately 60 percent of notifications involved
personal information of less than 100 individuals. The four
industries that reported the greatest number of data breaches,
in descending order, were the private health insurance sector,
finance sector, legal, accounting and management services

sector and private education sector.

Whilst the companies that have made notifications under the
NDB Scheme are not specifically identified in the Government’s
quarterly reporting, we still expect that NDB Scheme may
accelerate the development of data breach class actions. The
NDB Scheme’s requirement that affected individuals be noti-
fied of data breaches will provide a source of information that
plaintiff law firms and litigation funders may seek to interro-

gate to identify and investigate potential claims.

General media interest in data breaches and individual pri-
vacy will likely have a similar effect in providing material for
potential class actions. This year alone, Australian media
reports have disclosed a significant number of potential
data breaches involving entities such as Australia Post, retail
provider Kathmandu, software company Citrix, Melbourne
Hospital, online dating site Coffee Meets Bagel, property val-
uation firm LandMark White and hardware retailer Bunnings
Warehouse. These recent data breaches involved a range of
conduct, including recording of customers’ credit card infor-
mation, unauthorised downloading of personal medical data,

accessing of personal identity documents, monitoring and


https://www.jonesday.com/australian-law-reform-commission-releases-class-action-and-litigation-funding-report-03-07-2019/
https://www.jonesday.com/supreme-court-of-new-south-wales-relaxes-requirements-for-class-actions-04-08-2019/
https://www.jonesday.com/Key-Lessons-From-Australias-Notifiable-Data-Breach-Scheme-04-25-2019/

release of employee performance information and publica-

tion of personal contact information.

POTENTIAL LEGAL BASES FOR DATA BREACH
CLASS ACTIONS IN AUSTRALIA

In Australia, there is currently no specific personal statutory right
or cause of action for a claimant to make a claim in respect of
a data breach. Rather, it is likely that claimants will rely upon
a number of causes of action in Australian data breach class
actions, depending on the nature of the claim and the char-
acter of the relationship between the claimants and the busi-
ness targeted. This has been the case in the New South Wales
Ambulance class action which is discussed further below, where

the claimants are relying on four key causes of action.

An obvious choice for claimants lies in the common law tort
for breach or invasion of privacy. However, the High Court
of Australia in Australian Broadcasting Corporation v Lenah
Game Meats Pty Ltd (“Lenah”) declined to recognise a gen-
eral right to privacy in Australia and corresponding tort for
breach or invasion of privacy.® The High Court decided that
an individual’s privacy could be defended by reference to
other laws, and that there was no reason to depart from the
traditional position established by the High Court’s 1937 deci-
sion in Victoria Park Racing and Recreation Grounds Co Ltd
v Taylor that there is no specific right to privacy in Australia.
This stands in contrast to other similar jurisdictions such as the
United States and New Zealand, which do recognise a more

general right to privacy.

However, the High Court in Lenah indicated that it may be
receptive to arguments that a right to privacy should be rec-
ognised in the future, if such protection was limited to the pri-
vacy of a natural person (as opposed to a company). Indeed,
a cause of action based on invasion of privacy has since been
recognised by two lower Court decisions. In 2003, the District
Court of Queensland in Grosse v Purvis allowed damages
for breach of privacy.'? Similarly, the Victorian County Court
awarded damages for conduct that amounted to a breach of
an individual's personal privacy in the 2007 decision of Doe
v Australian Broadcasting Corporation.’® Both cases settled
before appeals could be heard, such that no appellate court

has confirmed the existence of a tort for breach of privacy.
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Further, other courts have shown greater caution in noting that
the weight of authority is against the proposition that the tort is
recognised at common law, or explaining that the position is at
least unclear.* As such, the question of whether a common law
action for breach of privacy exists in Australia remains open.
Until the existence of a tort for breach or invasion of privacy
in Australia is authoritatively ruled out, any class actions in
Australia involving a data breach will likely include a claim for
breach of privacy. This was the approach taken by the claim-

ants in the NSW Ambulance class action.

There are at least two other potential common law causes
of action that might be raised by claimants. First, an alleged
breach of contract may arise if the conduct constituting the
data breach could be interpreted as a breach of the terms of an
agreement between the business involved in the data breach
and the party that supplied personal data. Various class actions
in the United States have involved claims for breach of contract,
including those filed against Target. Secondly, claimants may
also rely on negligence, if there is evidence to suggest that the
company responsible for the data has not taken reasonable
steps to protect it from being compromised. According to the
Bryan Cave 2017 Data Breach Litigation Report, negligence is
claimed in nearly 95 percent of all data breach class actions

filed in United States district courts.!®

In addition to common law causes of action, equitable causes
of action available in Australia may prove a popular option
for claimants. The most obvious choice here is breach of
confidence, which involves three essential elements that are
satisfied when the information has a necessary quality of con-
fidence, information was imported in circumstances importing
an obligation of confidence and there was unauthorised use
of the information.'® Claims for breach of confidence, being an
equitable wrong, have an additional advantage for claimants,
in that equitable gains-based remedies, such as an account
of the defendant’s profits, may be available.” In contrast, com-
mon law causes of action, and most statutory claims, give rise
to compensatory damages based only on the loss suffered by
the claimant.”® In this way, equitable claims may pose a greater
risk for defendants. If the company defending the class action
has made a profit from the breach, for example by selling
users’ data, claimants might elect to recover those profits
instead of compensation. That said, if the defendant has made
no profit from the data breach, remedies for breach of con-
fidence will likely involve equitable compensation, which will

generally provide for no additional recovery beyond ordinary



common law damages. As such, the causes of action relied
upon by claimants will likely depend on the circumstances

surrounding the data breach.

Aside from general law bases, claims based on general statu-
tory provisions may also provide a legal foundation for data
breach class actions. This may include, for example, an allega-
tion of misleading or deceptive conduct or breach of a compa-
ny’s continuous disclosure obligations. Such claims could arise,
for example, in shareholder class actions based on the drop in
share price caused by a major data breach involving the com-
pany, if there was evidence to suggest that the company mis-

represented its ability to prevent and manage data breaches.

If a major data breach class action proceeds to judgment in
Australia, claimants and potential defendants will have greater
clarity regarding the causes of action upon which such claims
might be based, and corresponding remedies available

to claimants.

COMMENCEMENT AND INVESTIGATION OF DATA
BREACH CLASS ACTIONS IN AUSTRALIA

At least three data breach class actions have been filed or

investigated in Australia in the past five years.

In December 2017, a class action was filed against the New
South Wales Ambulance service in the Supreme Court of New
South Wales on behalf of ambulance employees and con-
tractors whose sensitive health and personal information was
the subject of a mass data breach in 2013. The data breach
involved a NSW Ambulance contractor unlawfully accessing
and selling the workers’ compensation files of 130 former and
current employees to personal injury law firms. The claimants
have alleged that NSW Ambulance is liable for breach of confi-
dence, breach of contract, misleading and deceptive conduct
and invasion of privacy, as a result of its failure to adequately
protect the personal records of its employees.® Solicitors acting
for the class have suggested that damages could reach “mil-
lions of dollars”, with class members seeking compensation for

pain and suffering, psychological injuries and economic loss.2°
NSW Ambulance filed a Defence to the action on 8 May 2018.

Part of NSW Ambulance’s Defence involves a denial that the

claimants have any relevant right to privacy, or that a cause
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of action exists in respect of a tort of privacy.? Given the
apparent disagreement as to whether such a tort exists, the
NSW Ambulance class action, if it proceeds to judgment, may
provide an opportunity for judicial consideration of whether

Australian law recognises a general right to privacy.

The same firm representing the claimants in the NSW
Ambulance class action is currently investigating a potential
class action for breach of privacy in relation to the PageUp
data breach that took place in May 2018.22 PageUp is a
software provider used by various organisations, including
Australian companies, for managing job applications. Recently
PageUp notified their customers that their software had been
hacked and personal details of thousands of job applications
may have been compromised. Proceedings against PageUp

have not yet been filed.

In 2018, litigation funder IMF Bentham and compensation
law firm Shine Lawyers investigated a potential class action
against a social media company in relation to breaches of the
Privacy Act 1988 (Cth), and lodged a representative complaint
with the OAIC.2® The alleged breaches related to unauthorised
access to users’ profiles and information by political consult-
ing firm Cambridge Analytica when personal data was col-
lected through a software application downloaded by social
media users. After conducting the investigation, Shine Lawyers
stated that they had formed the view that consumers would
not benefit from the commencement of a class action, and so
proceedings were not filed.?* The company is currently fac-
ing a number of large-scale class actions outside of Australia,

however, some of which are discussed further below.

PRECEDENT OUTSIDE AUSTRALIA

Unauthorised disclosure of personal data has given rise to suc-
cessful data breach class actions in the United States, the United
Kingdom and Canada. Claimants have included consumers
whose personal information was the subject of the breach, and
financial institutions and credit card providers that have incurred
losses relating to the breach. Such losses have included the risk
of identity theft and fraud, restitution for fraudulent transactions
and costs associated with monitoring for potential fraud. As with
most class actions, ordinarily such claims are resolved out of
court and entail a significant financial settlement paid by the

company associated with the data breach.


https://www.centenniallawyers.com.au/nsw-ambulance-class-action/
https://www.centenniallawyers.com.au/nsw-ambulance-class-action/

The success of claimants in bringing data breach class
actions in other jurisdictions will likely prompt similar activ-
ity in Australia. That said, recognition of invasion of privacy as
an actionable legal wrong is generally broader in the United
States compared with Australia, and the right to privacy is pro-
tected by hundreds of state laws relating to particular types of
information. As such, claimants in any Australian proceedings
may experience greater difficulty in successfully establishing

an entitlement to remedies as a result of a mass data breach.

United States

Some of the most significant data breach class actions in the
United States have involved claims against Target, a company
that provides web services, a consumer reporting agency

company and a social media company.

Multiple class actions were filed in the United States against
retail company Target by consumers, financial institutions and
shareholders after a 2013 cyberattack resulted in the credit
card and personal contact information of millions of custom-
ers being compromised. The class actions resulted in sig-
nificant financial settlements of US$10 million with affected
consumers, US$39 million with claims brought by banks,
$67 million with Visa and $39 million with Mastercard.?® The
shareholder class action, in which the claimants alleged that
Target’s directors had breached their fiduciary duties, was

eventually dismissed.?8

A company that provides web services has been the subject
of class actions relating to three data breaches that occurred
between 2013 and 2016, which ultimately settled. The breaches
were varied in nature but generally involved the hacking of
users’ account login details and contact information, some of
which was eventually published on the internet, and led to
the compromise of billions of user accounts. The company’s
shareholders brought derivative litigation against the com-
pany’s directors and officers, alleging that the company had
made false and misleading statements to the market about
its policies to prevent data breaches. This action resulted in a
settlement of US$29 million earlier this year that was approved

by the Superior Court of California.
Class actions were also brought by consumers from a range

of jurisdictions on numerous legal bases. The company origi-

nally attempted to settle the consumer class actions for
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approximately US$50 million. However, on a recent application
for approval of the settlement, the judge criticised and ulti-
mately rejected the settlement, stating that the terms were not
“fundamentally fair, adequate, or reasonable”. The company
has since revised its settlement figure to US$117.5 million, which

is still subject to judicial approval.

More than 200 lawsuits have been filed against a consumer
reporting agency company as a result of a mass data breach
involving cybercrime identify theft that took place in 2017,
including by individuals, payment card issuers and small busi-
nesses. Those lawsuits have predominately been consolidated
into one case that will be heard by the U.S. District Court for
the Northern District of Georgia, where the company is based.
Information accessed by the hackers included personal iden-
tity information and credit card information. One class action
relating to the breach seeks US$70 billion in damages, which
if successful would make it the largest class action in United
States history. The claimants alleged that the company knew
of severe deficiencies in their data security systems but failed

to take reasonable measures to prevent a data breach.

A class action has been filed by various companies registered
in the United States and the United Kingdom against the social
media company referred to above in relation to the Cambridge
Analytica breach.?” The complaint alleges that various U.S.-
and UK-based defendants are guilty of fraud, negligence and
statutory violations in relation to the personal information of
approximately 87 million social media users, 70.6 million of
whom were in the United States and 1 million of whom were in
the United Kingdom. It claims that the users’ personal informa-
tion was improperly accessed by a number of entities without
users’ knowledge, consent or authorisation. Such information
included users’ names, contact details, demographic informa-

tion and political and religious affiliations.

Further, and separately from the Cambridge Analytica breach,
a class action has been filed against the same social media
company in the U.S. District Court for the Northern District of
California in relation to the hacking of account credentials of

millions of users in 2018.28

Other targets in the United States include, among many others:
a fast food chain in relation to a 2015 and 2016 data breach

that affected the company’s point-of-sale systems, which was



also eventually settled; health insurance provider AvMed in
relation to stolen data of more than one million customers;
and a hotel chain in relation to a data breach which exposed

the personal information of more than 300 million guests.

United Kingdom

Companies in the United Kingdom, like Australia, are subject
to a mandatory data breach notification regime. Article 33 the
EU General Protection Regulation 2016/679 (“GDPR”) imposes
an obligation on companies to notify supervisory authorities of
any personal data breach without undue delay. It also includes
rights which may make it easier for claimants to bring com-
pensation claims and provides sanctions for non-compliance
including revenue-based fines. Article 82(1) of the GDPR pro-
vides: “Any person who has suffered material or non-material
damage as a result of an infringement of this regulation shall
have the right to receive compensation from the controller or
processor for the damage suffered”. It is generally thought that
the implementation of the GDPR, and particularly the express
right to compensation in Article 82, will increase the likelihood

of successful data breach class actions in the United Kingdom.

The Court of Appeal upheld the United Kingdom'’s first success-
ful data breach class action in October 2018.2° Supermarket
chain Morrisons was found vicariously liable to more than 5,000
current and former Morrisons employees for the actions of a
disgruntled employee, who published over 100,000 employees’
bank account details and personal contact information on the
internet. The Court of Appeal refused Morrisons permission to
appeal to the Supreme Court, stating that the solution to such
class actions resulting from “data breaches on a massive scale
caused by either corporate system failures or negligence by
individuals acting in the course of their employment” was to

“insure against such catastrophes”.3°

Conversely, the High Court has refused to grant leave to serve
a claim on a technology company outside of the English juris-
diction in relation to alleged use of cookie technology on an
internet browser to obtain information about the internet activity
of users.3' The High Court found that the claim did not have rea-
sonable prospects of success, as the claimants had not estab-
lished that they suffered relevant damage. Alternatively, the court
held that the claim could not continue as a representative action
because members of the class did not have the same interest,

within the meaning of English civil procedure requirements.
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In terms of class actions being currently investigated, there
have been reports that a UK-based class action is being inves-

tigated in relation to the Cambridge Analytica breach.®?

Plaintiff law firm SPG Law has announced two potential class
actions against airlines. The first is a £500 million class action
against British Airways which may be brought under Article 82
of the GDPR.33 The action is in relation to a data breach that
compromised British Airways’ security systems and led to the
personal data of more than 380,000 customers being leaked,
including contact details and credit card numbers The second
is a proposed class action against airline Cathay Pacific in
relation to a similar data breach, though allegedly involving an

even more extensive compromise of personal data.34

Canada

In Canada, a class action lawsuit was brought against a home
improvement retail company in relation to a 2014 data breach
that resulted in the retailer’s self-checkout systems being com-
promised, resulting in unauthorised access to over 50 million
customers’ credit card details. Damages were sought under
a wide range of causes of action including those involving
breach of confidence, breach of fiduciary duty, breach of pri-
vacy, breach of contract and negligence. The damage was said
to result from an increased risk of credit card fraud and the
inconvenience of monitoring for such fraud. In settlement of the
proceedings, the company has agreed to establish a C$13 mil-

lion settlement fund to compensate affected individuals.

Other Canadian class actions that have resulted in signifi-
cant settlements include the Human Resources and Skills
Development Canada class action, in which a C$17.5 million
settlement was paid in relation to a data breach involving loss
of an external hard drive containing personal information of

student loan borrowers.35

POTENTIAL IMPACT OF ARBITRATION AGREEMENTS
FOR DATA BREACH CLASS ACTIONS

As discussed above, mass data breaches are likely to affect
individuals in their interactions with companies, including
employees and consumers. These individuals will likely have

individual contracts with the company, and such contracts



commonly include agreements to arbitrate disputes between
the individual and the company. In the United States, such
arbitration agreements have created obstacles for individu-
als seeking to bring class actions against companies. This is
because exclusive arbitration agreements exclude the juris-
diction of courts and compel private arbitration, which nor-
mally does not involve group action. Further, some arbitration
clauses include specific “class action waivers”, which expressly
provide that claimants can engage in only individual arbitra-

tions with the company.

In the recent decision of Lamps Plus, Inc. v. Varela, the United
States Supreme Court decided that an arbitration clause
barred a class action, and that it was unlawful to require class
arbitration where the arbitration agreement did not directly
address the availability of a group action.® In Lamps Plus,
this meant that employees who had been victims of a data
breach involving the disclosure and misuse of their tax filings
were required to arbitrate their claims individually. This fol-
lows the Supreme Court’s 2011 finding in AT&T Mobility LLC
v. Concepcion that consumers who had entered into an arbi-
tration agreement that contained a class action waiver upon
purchase of a mobile phone were barred from bringing a class
action regarding tax payable in respect of that purchase.

Class action waivers have also been upheld in Canada.3®

In Australia, we have not yet seen litigation around the impact
of arbitration agreements for class actions, and the issue of
whether group arbitration can be ordered remains unclear.
Further, the inclusion of specific class action waivers in arbi-
tration clauses is not yet common practice in Australia. Based
on the current position in the United States, arbitration agree-
ments may be used by defendants as a shield to require
claims around data breaches to be heard as private arbitral
proceedings, as opposed to public data breach class actions
heard in a court setting. As in other jurisdictions, agreements
to arbitrate disputes are generally recognised by Australian
courts as legitimate and enforceable under ordinary principles

of freedom of contract.

However, arbitration agreements being deployed to limit group
action following data breaches may be challenged on vari-
ous bases. Australian courts would assess the enforceability of
arbitration agreements in this context in accordance with the
usual rules around the validity of contracts. In this way, chal-

lenges will likely be made on the basis of unconscionability,
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including under section 23 of the Australian Consumer Law,
which provides that “unfair” terms in consumer contracts are
void. Australian law also renders certain arbitration agree-
ments void, including compulsory arbitration agreements in

insurance contracts entered into before a dispute arises.3®

QUANTIFICATION OF LOSS IN DATA BREACH
CLASS ACTIONS

A critical issue in many data breach class actions will be the
quantification and proof of losses allegedly suffered by the
plaintiffs and group members. This may include calculation
of the losses flowing from unauthorised access or disclosure
of personal data, and consideration of the potential value of
that data. In some cases, such as when identity theft leads to
direct financial losses from an individual’s bank account, or
when a data breach has resulted in a measurable decline in
share price, quantification of loss may be relatively straightfor-
ward. However, in other cases, such as where an individual's
sensitive personal details are disclosed, it may be more dif-
ficult to measure potential future losses or non-financial forms
of harm—for example, damages associated with harm to an

individual’s reputation.

As an intangible asset, data may be difficult to value com-
pared with other traditional assets which are subject to more
established and conventional accounting practices. However,
growing recognition of the many ways in which businesses can
leverage data as a valuable asset has led to progress being
made to develop techniques for the valuation of data from an
accounting perspective. Such approaches include, for exam-
ple, adopting accounting practices that are analogous to other
assets that embody future economic benefits, such as intel-
lectual property and goodwill. Specific valuation measures that
have been proposed for valuing data include a consumption-
based approach;* a three-prong approach considering the
asset value, activity value and expected future value;* and
income-based valuations.*? The development and approval of
accounting principles for valuing data will likely assist claim-
ants in quantifying losses, including by reference to the financial

statements of defendants that specify an asset value for data.

In addition to calculation issues, other general limits on the
availability of compensation may create hurdles for recov-

ery in data breach class actions. In the United States, courts



have drawn a distinction between existing and ongoing dam-
age or loss and the mere risk of future harm, which has been
found to be too speculative and not a concrete and immedi-
ate injury sufficient to confer standing to bring proceedings.*3
The general position on the availability of damages is similar in
Australia, in that compensable damage cannot be established
by reference to a potential loss that may or may not occur in
the future.** If arguments of this kind are used in the Australian
courts, this may limit the losses that can be claimed in data

breach class actions and discourage their pursuit in Australia.

RISK AND INSURANCE ISSUES

Given the number of technical variables involved, quantifi-
cation and prediction of the risks associated with the stor-
age and use of data, and the probability of a data breach,
is not straightforward. As with other aspects of cybersecurity
quantification, techniques to quantify data breach risks within
businesses are currently being developed and refined. One
such method is known as Factor Analysis of Information Risk
(“FAIR”). The FAIR model provides a framework for considering
the factors that contribute to risk and how they affect each
other, in order to predict the potential frequency and magni-

tude of data security events.®

As these frameworks develop, companies will be internally
documenting data security risks. These documents may
become key evidence for plaintiffs in class actions. For exam-
ple, they may be used to suggest that a company has not
followed industry practice in monitoring and protecting data
security, that the company recognised mass data breach
risks and failed to address them or that the company under-
estimated the risk of a data breach and as a result dedicated
insufficient resources to minimising such risk. As such, compa-
nies should be mindful of the use to which data security poli-

cies and related documents might be put in litigation.

Related to issues around quantifying and forecasting security
risks is the immaturity of the insurance market in Australia for
cybersecurity. As a consequence of rapid change in the area,
insurers are finding it difficult to price against the risk of cyber-
security incidents, including data breaches. As noted above

in relation to the Morrisons case, the English Court of Appeal
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has expressed its view that the “solution” to the increased
risk of data breaches is to insure against such events. This
position will likely be mirrored in other common law jurisdic-
tions. However, companies may also encounter difficulties in
assessing whether they are adequately insured for the poten-
tial losses that may result from a data breach. As such, litiga-
tion around data breaches will likely involve complex issues
regarding the types of incidents that are covered by a com-

pany’s insurance, and the extent of any such coverage.

Given the increasing prevalence of shareholder class actions,
and that class actions outside Australia have involved claims
against directors for breach of duty arising from data breaches
(as in the class actions against Target and the web services
company discussed above), other complexities may arise in
relation to directors and officers liability insurance for claims

arising from data breaches.

IMPLICATIONS FOR AUSTRALIAN BUSINESSES

+ Australian businesses should take appropriate preventa-
tive measures to prevent data breaches where possible.

+ It is important to be conscious of the types of data
breaches that may give rise to the type of public concern
that may instigate a class action, and to ensure that ade-
quate systems are in place to minimise the prospects of
such breaches occurring.

+ It will be important to have clear data security policies and
response plans in place, and to ensure that such proce-
dures are followed. This will assist in defending against an
argument that a business has not taken reasonable steps
to prevent and manage data breaches, or has not followed
industry practice in relation to data security.

+ In the event that a data breach does occur, businesses
should take immediate steps, where possible, to contain
and investigate the breach, and to notify affected individu-
als in accordance with the NDB Scheme. Given the poten-
tial for steps taken following the breach to be discoverable
in any subsequent class action or other litigation, it will
be important to consider how those steps are taken and
whether the investigations should be undertaken by exter-
nal legal advisors for the purposes of taking legal advice

about the business’s obligations and potential exposure.



+  Given the difficulties with insurance coverage discussed
above, businesses might consider conducting a review
of their current insurance policies in light of the poten-
tial types and magnitude of data breach class actions to

assess whether their level of coverage is adequate.

FIVE KEY TAKEAWAYS

1. As the number of class actions in Australia continue to
rise, and the breadth of claims that are the subject of
class actions expand, we expect that further class actions
based on data breach will be filed in Australian courts, fol-
lowing the trend in overseas jurisdictions.

2. The recent introduction in Australia of a statutory data
breach notification scheme may accelerate the develop-
ment of data breach class actions.

3. The legal bases for Australian data breach class actions
have not yet been considered by the Australian courts.
Data breach class actions can potentially be based on a
broad range of causes of action, providing claimants with
an opportunity to seek a variety of remedies.

4. One obstacle to the potential for class actions to yield
meaningful remedies for claimants is the critical question
of the loss caused to an individual whose data is disclosed
by reason of a breach. Even if claimants meet the require-
ments of a particular cause of action, as with ordinary
claims for compensation, individuals will need to proffer
evidence of direct loss suffered as a result of the data
breach, which may be difficult to quantify.

5. Companies should be mindful of the potential increase in
activity in the data breach claims space and should con-
sider taking preparatory steps, including by establishing
detailed procedures for responding to data breaches and

reviewing their current insurance arrangements.
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