NYDFS Rejects Cryptocurrency Exchange License Applications, Citing Compliance Program Flaws
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The Situation: For the first time, the New York State Department of Financial Services
("NYDFS") publicly announced that it had denied a cryptocurrency exchange's applications
for virtual currency and money transmission licenses, basing its decision in large part on
what it believed were systemic deficiencies in the applicant's compliance program.

The Solution: The NYDFS's letter signals a willingness to work with license applicants through
their individual facts and circumstances, and provides a potential roadmap for other
cryptocurrency-related license applicants to consider when developing their compliance
programs. It also demonstrates how difficult it can be for applicants to comply with New
York's strict requirements.

Looking Ahead: Cryptocurrency-related businesses should use the NYDFS's letter to
evaluate their compliance and control systems both generally - because other regulators
may view the NYDFS's conclusions as persuasive — and certainly before submitting license
applications in New York.

On April 10, 2019, the NYDFS took the unusual step of publicly announcing that it had denied
the applications for virtual currency and money transmission licenses submitted by a
cryptocurrency exchange (the "Applicant"). Under New York's BitLicense Regulation, entities
engaged in "Virtual Currency Business Activity," which includes performing exchange services,
are required to obtain a license. A license is also required under New York's money transmitter
law to engage in the business of "receiving money for transmission or transmitting the same."
The Applicant, a Washington State-based cryptocurrency exchange that is currently registered
with the Financial Crimes Enforcement Network as a money services business ("MSB"), applied
for both licenses. Subsequently, the Applicant has been operating in New York under a
regulatory safe harbor while the NYDFS evaluated the Applicant's applications and assessed
whether its business operations complied with New York law.

In its letter denying the two applications, the NYDFS said that the Applicant did not show
during the NYDFS's pre-licensure examinations that it will conduct its activities "honestly, fairly,
equitably, carefully and efficiently" due to deficiencies in the following areas:

Inadequate Bank Secrecy Act/Anti-Money Laundering (collectively, "AML") and Office of Foreign
Assets Control ("OFAC") Compliance Programs. Among other things, the NYDFS identified deficient
internal controls regarding the Applicant's monitoring and reporting of suspicious transactions,
as required by OFAC regulations. According to the NYDFS, the Applicant's AML and OFAC
compliance programs were insufficient to "comprehensively assess the risks associated with its
cryptocurrency activities, products offered... its customer base or geographies of operation."
Moreover, the NYDFS concluded that the various shortcomings in the Applicant's AML and OFAC
compliance programs raised concerns about both the qualifications and effectiveness of the
Applicant's Chief Compliance Officer and the robustness of its employee training programs. The
NYDFS also found that an independent audit report issued to the Applicant early this year did
not sufficiently evaluate the "overall integrity and effectiveness" of the Applicant's AML and
OFAC compliance programs. Based on a sampling of customer transactions, the NYDFS also
stated that the Applicant did not comply with certain customer due diligence requirements, and
particularly noted that NYDFS examiners found instances where customer names, dates of birth
and tax identification numbers were missing.



https://www.dfs.ny.gov/reports_and_publications/press_releases/pr1904101
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Insufficient Due Diligence in Launching Tokens or Products. Based on a sampling of fifteen tokens
available on the Applicant's exchange, the NYDFS concluded that its examiners were unable to
determine compliance with the Applicant's written policies and procedures for reviewing and
launching tokens and products on the exchange. In this regard, the NYDFS identified situations
in which token applicants either did not complete or file applications but were still allowed to
trade on the Applicant's exchange.

Inadequate Capital. According to the NYDFS, the Applicant did not commit to adhere to the
NYDFS's capital requirements. The BitLicense Regulation provides that licensees are required to
maintain a level of capital, as determined by the NYDFS, "to ensure the financial integrity of the
Licensee and its ongoing operations" based on that licensee's particular risk assessment.

The NYDFS ordered the Applicant to cease operating in New York and doing business with New
York residents as of April 11, 2019. The NYDFS also ordered the Applicant to submit a plan by
April 24, 2019, describing how it intends to wind down its business in New York, including
transferring customer positions and ensuring the safe custody of customer assets, by June 9,
2019.

In response, the Applicant said that it "fully disputes" the NYDFS's findings and identified what
it believes are inaccuracies in them. It also outlined a number of facts that it believes provide
key context to the review process. For instance, it said the NYDFS restricted the cryptocurrency
that the Applicant could offer to New York residents to ten coins, even though other BitLicense
holders are offering other coins in New York. It also pointed out that the capital requirements
exceed those required by any other state and noted that the NYDFS rejected the Applicant's
offer to provide a bond to cover the entire capitalization of New York customers. A young
company that had four employees only two years ago, the Applicant acknowledged that it "is
on a journey to improving and maturing our compliance function," and committed to
continuously improving its compliance program and seeking feedback "to be the corporate
citizens we have set out and committed to be."
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The NYDFS recognized the "innovative and evolving"
nature of the virtual currency sector and how it
"worked steadily with [the Applicant] to address
continued deficiencies and to assist [the Applicant] in
developing appropriate controls and compliance
programs commensurate with the evolving nature of
the sector." Although the Applicant disputes how
reasonable the NYDFS was in the process, the NYDFS
has signaled that it is willing to engage with applicants
about their individual facts and circumstances and



https://www.jonesday.com/mrasmussen/
https://www.jonesday.com/sshipchandler/
https://www.jonesday.com/elove/
https://bittrex.zendesk.com/hc/en-us/articles/360026708551-Bittrex-Statement-on-the-New-York-Department-of-Financial-Services-NYDFS-Decision-

YOU MIGHT BE INTERESTED IN: Go To All Recommendations >>

PRESENTS

Jones Day CFTC Clears CFTC Issues
Presents: The Decks for "No Advisory on Self-
Blockchain Series Deal" Brexit Reporting of

Foreign Corrupt
Practices for Non-

Registrants

SUBSCRIBE ~ SUBSCRIBE TO RSS B B ¥y ™

Jones Day is a global law firm with more than 2,500 lawyers on five continents. One Firm WorldwidesM

Disclaimer: Jones Day's publications should not be construed as legal advice on any specific facts or circumstances. The contents are intended for
general information purposes only and may not be quoted or referred to in any other publication or proceeding without the prior written consent of
the Firm, to be given or withheld at our discretion. To request reprint permission for any of our publications, please use our "Contact Us" form,
which can be found on our website at www.jonesday.com. The mailing of this publication is not intended to create, and receipt of it does not
constitute, an attorney-client relationship. The views set forth herein are the personal views of the authors and do not necessarily reflect those of
the Firm.

© 2019 Jones Day. All rights reserved. 51 Louisiana Avenue, N.W., Washington D.C. 20001-2113



https://www.jonesday.com/financial_institutions_litigation_regulation/?section=Publications
https://www.jonesday.com/jones-day-presents-the-blockchain-series-04-15-2019/
https://www.jonesday.com/jones-day-presents-the-blockchain-series-04-15-2019/
https://www.jonesday.com/jones-day-presents-the-blockchain-series-04-15-2019/
https://www.jonesday.com/cftc-clears-decks-for-no-deal-brexit-04-10-2019/
https://www.jonesday.com/cftc-clears-decks-for-no-deal-brexit-04-10-2019/
https://www.jonesday.com/cftc-clears-decks-for-no-deal-brexit-04-10-2019/
https://www.jonesday.com/cftc-issues-advisory-on-self-reporting-of-foreign-corrupt-practices-for-non-registrants-03-21-2019/
https://www.jonesday.com/cftc-issues-advisory-on-self-reporting-of-foreign-corrupt-practices-for-non-registrants-03-21-2019/
https://www.jonesday.com/cftc-issues-advisory-on-self-reporting-of-foreign-corrupt-practices-for-non-registrants-03-21-2019/
https://www.jonesday.com/cftc-issues-advisory-on-self-reporting-of-foreign-corrupt-practices-for-non-registrants-03-21-2019/
https://www.jonesday.com/cftc-issues-advisory-on-self-reporting-of-foreign-corrupt-practices-for-non-registrants-03-21-2019/
https://www.jonesday.com/cftc-issues-advisory-on-self-reporting-of-foreign-corrupt-practices-for-non-registrants-03-21-2019/
https://jonesday-ecommunications.com/5/69/landing-pages/preference.asp
http://www.jonesday.com/newsknowledge/rss.aspx

