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The Situation: The Notifiable Data Breach scheme, introduced by amendments to the 
Privacy Act 1988 (Cth), requires an assessment when an entity suspects that there may 
have been loss of, unauthorised access to or unauthorised disclosure of personal 
information. The scheme has been in place for just over one year.

The Result: Recent publications by the Office of the Australian Information Commissioner 
("OAIC") indicate that a significant number of data breaches have been notified since the 
introduction of the scheme.

Looking Ahead: The anniversary of the introduction of the scheme provides a useful 
opportunity for entities that hold personal information to: (i) consider how best to respond 
to data breaches given the OAIC's approach to them; (ii) review their management of that 
information; and (iii) ensure that their management is consistent with best practice.

FIVE KEY TAKEAWAYS

1. The Notifiable Data Breach Scheme requires
notification of data breaches in particular
circumstances—not all data breaches need to be
notified.

2. Data breach notification statistics show that data
breaches are an ever present risk to businesses.

3. Preparation for data breach events is imperative for
entities that hold personal information.
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On 22 February 2018, the Office of the Australian Information Commissioner ("OAIC") marked 
the oneyear anniversary of the enactment of the Privacy Amendment (Notifiable Data Breaches) 
Act 2017 (Cth), which introduced Part IIIC to the Privacy Act 1988 (Cth). Part IIIC is referred to 
as the Notifiable Data Breach Scheme. The Scheme requires notification of "eligible data 
breaches." Notification of a data breach is required when "serious harm" is likely to result from 
the breach.

OAIC's publications concerning the Notifiable Data Breach Scheme indicate that the largest 
cause of data breaches notified is "malicious or criminal attack." In light of the risk of data 
breaches, entities should review their information technology systems to ensure that they 
meet industry standards, and review their response plans for data breach events to ensure 
that they are adequately prepared.

https://www.jonesday.com/asalter/
https://www.jonesday.com/prudencesmith/
https://www.jonesday.com/key-lessons-from-australias-notifiable-data-breach-scheme-04-25-2019/


YOU MIGHT BE INTERESTED IN: Go To All Recommendations >>

Jones Day 
Presents: The 
Blockchain Series

Navigating Public–
Private 
Partnerships 
Around Connected 
Technology

The FDA and 
Cybersecurity: 
How the Agency is 
Addressing 
Cybersecurity 
Risks to Medical 
Devices

SUBSCRIBE SUBSCRIBE TO RSS

Jones Day is a global law firm with more than 2,500 lawyers on five continents. One Firm Worldwide

Disclaimer: Jones Day's publications should not be construed as legal advice on any specific facts or circumstances. The contents are intended for 
general information purposes only and may not be quoted or referred to in any other publication or proceeding without the prior written consent of 
the Firm, to be given or withheld at our discretion. To request reprint permission for any of our publications, please use our "Contact Us" form, 
which can be found on our website at www.jonesday.com. The mailing of this publication is not intended to create, and receipt of it does not 
constitute, an attorneyclient relationship. The views set forth herein are the personal views of the authors and do not necessarily reflect those of 
the Firm.

© 2019 Jones Day. All rights reserved. 51 Louisiana Avenue, N.W., Washington D.C. 200012113

SM

https://www.jonesday.com/cybersecurity/?section=Publications
https://www.jonesday.com/jones-day-presents-the-blockchain-series-04-15-2019/
https://www.jonesday.com/jones-day-presents-the-blockchain-series-04-15-2019/
https://www.jonesday.com/jones-day-presents-the-blockchain-series-04-15-2019/
https://www.jonesday.com/files/Publication/c79c9c86-fc49-46fd-89f3-d0364bd1ffb2/Presentation/PublicationAttachment/68f8f5af-7f0a-42d2-ae37-47360852753c/Navigating%20PPP%20and%20Connected%20Technology.pdf
https://www.jonesday.com/files/Publication/c79c9c86-fc49-46fd-89f3-d0364bd1ffb2/Presentation/PublicationAttachment/68f8f5af-7f0a-42d2-ae37-47360852753c/Navigating%20PPP%20and%20Connected%20Technology.pdf
https://www.jonesday.com/files/Publication/c79c9c86-fc49-46fd-89f3-d0364bd1ffb2/Presentation/PublicationAttachment/68f8f5af-7f0a-42d2-ae37-47360852753c/Navigating%20PPP%20and%20Connected%20Technology.pdf
https://www.jonesday.com/files/Publication/c79c9c86-fc49-46fd-89f3-d0364bd1ffb2/Presentation/PublicationAttachment/68f8f5af-7f0a-42d2-ae37-47360852753c/Navigating%20PPP%20and%20Connected%20Technology.pdf
https://www.jonesday.com/files/Publication/c79c9c86-fc49-46fd-89f3-d0364bd1ffb2/Presentation/PublicationAttachment/68f8f5af-7f0a-42d2-ae37-47360852753c/Navigating%20PPP%20and%20Connected%20Technology.pdf
https://www.jonesday.com/files/Publication/5d4c813d-c6b4-46c7-b58f-b7f13701b9a5/Presentation/PublicationAttachment/cbb09097-ede6-4140-a8bb-68ccb26baab6/FDA%20and%20Cybersecurity.pdf
https://www.jonesday.com/files/Publication/5d4c813d-c6b4-46c7-b58f-b7f13701b9a5/Presentation/PublicationAttachment/cbb09097-ede6-4140-a8bb-68ccb26baab6/FDA%20and%20Cybersecurity.pdf
https://www.jonesday.com/files/Publication/5d4c813d-c6b4-46c7-b58f-b7f13701b9a5/Presentation/PublicationAttachment/cbb09097-ede6-4140-a8bb-68ccb26baab6/FDA%20and%20Cybersecurity.pdf
https://www.jonesday.com/files/Publication/5d4c813d-c6b4-46c7-b58f-b7f13701b9a5/Presentation/PublicationAttachment/cbb09097-ede6-4140-a8bb-68ccb26baab6/FDA%20and%20Cybersecurity.pdf
https://www.jonesday.com/files/Publication/5d4c813d-c6b4-46c7-b58f-b7f13701b9a5/Presentation/PublicationAttachment/cbb09097-ede6-4140-a8bb-68ccb26baab6/FDA%20and%20Cybersecurity.pdf
https://www.jonesday.com/files/Publication/5d4c813d-c6b4-46c7-b58f-b7f13701b9a5/Presentation/PublicationAttachment/cbb09097-ede6-4140-a8bb-68ccb26baab6/FDA%20and%20Cybersecurity.pdf
https://www.jonesday.com/files/Publication/5d4c813d-c6b4-46c7-b58f-b7f13701b9a5/Presentation/PublicationAttachment/cbb09097-ede6-4140-a8bb-68ccb26baab6/FDA%20and%20Cybersecurity.pdf
https://jonesday-ecommunications.com/5/69/landing-pages/preference.asp
http://www.jonesday.com/newsknowledge/rss.aspx

