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The Situation: To strengthen cross-border cooperation in investigations, the European Commission
has proposed legislation allowing EU Member State authorities to access, directly from services
providers, electronic evidence held outside of the European Union or in another EU Member State.

The Details: The draft Regulation enables authorities to directly request a service provider in another
Member State to disclose data about a user within 10 days, or six hours in emergency cases. The draft
Directive requires Member States to enact legislation requiring service providers to designate a
representative in the European Union for responding to cross-border production and preservation
orders.

Looking Ahead: The Proposal is pending adoption by the EU Parliament and the Council.

On April 17, 2018, the European Commission proposed a legislative package ("Proposal") to allow EU
Member State law enforcement and judicial authorities to access, directly from services providers,
electronic evidence held outside of the European Union or in another EU Member State. The Proposal
comes in the wake of the U.S. CLOUD Act, which also aims at facilitating public authorities' access to
overseas data (see Jones Day Alert of March 27, 2018).

Key Features
The Proposal strengthens cross-border cooperation, which is presently limited to:

e The exchange of evidence and mutual legal assistance between EU Member States under the existing
European Investigation Order; and

* A set of practical nonbinding measures adopted in 2017 to improve cooperation among judicial
authorities both within the European Union and with the United States (e.g., online platform to
facilitate mutual legal assistance requests).

The Proposal is composed of a draft Requlation and a draft Directive. The draft Regulation enables
judicial authorities to directly request a service provider (or its legal representative) in another Member
State to disclose data about a user within 10 days or six hours in emergency cases ("production order")
or to retain such data ("preservation order"). The draft Directive also requires Member States to enact
legislation compelling service providers offering services in the European Union, but headquartered
abroad, to designate a legal representative in the European Union for responding to such cross-border
production/preservation orders.

The draft Regulation enables judicial authorities to directly

“ request a service provider (or its legal representative) in ,,
another Member State to disclose data about a user within 10

days or six hours in emergency cases or to retain such data.

Scope
The Proposal is applicable to:

« Service providers offering in the European Union: (i) electronic communications services; (ii)
information society services that store data, such as social networks, online marketplaces, and cloud
providers; and (iii) internet domain name and IP numbering services, such as IP address providers,
and domain name registries.

« Data regardless of where it is located, requiring the provision/retention of subscriber data (e.g., date
of birth, telephone number), access data (e.g., log-in/off, IP addresses), content data (e.g., text
messages, photos/videos), and transactional data (e.g., traffic data).

Safeguards

Safeguards for respecting EU fundamental rights are also foreseen in the draft Regulation, such as
protecting the right to privacy and data protection. Personal data covered by the Proposal may be
processed only in accordance with the General Data Protection Regulation, or GDPR, and the Data
Protection Directive for Police and Criminal Justice Authorities, known as the Law Enforcement Data
Protection Directive, although it remains to be seen whether the Proposal's requirements would
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potentially conflict in practice with such legislation. Other safeguards include systematic judicial
oversight, remedies for service providers, and layered access to data depending on the gravity of the
criminal offense at stake.

For service providers, where the obligation to produce data conflicts with a competing obligation under a
third-country law, judicial review may be sought by raising an objection under a specific procedure under
the draft Regulation.

Next Steps

The Proposal is pending adoption by the EU Parliament and the Council. We will be following the
Proposal, which will likely affect the global operations of companies providing digital services in the
European Union, even if based abroad.
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