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The Situation: Mexican law did not hold government agencies to the same standards of personal data
protection expected from private parties.

The Action: Enacted in January 2017, Mexico's General Law on the Protection of Personal Data Held
by Regulated Subjects established specific procedures to protect private information held by
government entities.

Looking Ahead: Mexican citizens are now able to enforce their so-called "ARCO Rights," and
companies engaged in business with Mexican authorities should make sure they understand the
protections required when working with personal data.

On January 27, 2017, Mexico's General Law on the Protection of Personal Data Held by Regulated
Subjects ("Law") became effective. The Law establishes procedures to protect personal data held by
government agencies and other public institutions. Up until this year, only private individuals and
companies were adequately bound to establish data protection procedures.

In 2010, Mexico enacted the Federal Law on the Protection of Personal Data Held By Private Parties to
protect personal data processed by private individuals and entities. Government agencies and entities did
not have the same level of data protection obligations, creating a great disparity between the private and
public sector. The Law brings balance and transparency to government action by providing the basis,
principles, and procedures to guarantee the right of any data owner to the protection of his or her
personal data under governmental control. The Law reiterates the constitutional principle that private
communications are inviolable and that their intervention can be authorized only by federal judicial
authority.

These changes certainly come in the right moment due to the
increase in breaches of public records, such as the 2016
massive data breach that exposed voter records containing
personal data of nearly 93.4 million Mexicans.

Data controllers, or "Regulated Subjects" under the Law, include any federal, state, or municipal
authority, entity, organ, or body of the executive, legislative, and judicial branch of the government;
autonomous bodies; political parties; and public trusts and funds. While federal entities already have
some level of protection in place, most states, municipalities, and other public institutions such as political
parties lack proper controls.
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Regulated Subjects' new obligations include, among others, iz 2
establishing mechanisms, security measures, and procedures for
the protection of personal data, including comprehensive
compliance programs and training.

Citizens will now be able to enforce their so-called "ARCO
Rights"—rights to access, rectify, cancel, and oppose the
processing of personal data held by Regulated Subjects, and to
promote a revision recourse before the relevant transparency D Any federal, state, or municipal
unit (w!thln each Regulated 'SubJect) or wnth.thﬁa Mexican Data authuri'qr, Wm'ﬂ Ill'ml'l.ﬂl'llllﬂ]'
Protection Agency ("INAI") if they deem their rights have been £ S
violated. Personal data protection rights can be breached by UfﬂlEEIEI:UI]'I'EJHJISlatI\lE, and

Regulated Subjects only for reasons of national security, public judicial branch of the government,
order, safety, or public health and to protect third-party rights. )

The Law does not clarify the conditions for these exceptional | | autonomous bodies;

cases to occur, thus these scenarios will be subject to judicial

deliberation. | | political parties; and

In the event of data security breaches—theft, loss, destruction, ‘ .

unauthorized access, or disclosure, among others—Regulated | | []Ill]ll[: trusts and funds

Subjects must analyze the causes and implement a work plan p
with preventive and corrective action. Data breaches that = j'-_:_*::-.
significantly affect financial or moral rights must be immediately e
notified to the relevant data owners, INAI, and other relevant ez

bodies. -

These changes certainly come in the right moment due to the [ | ' ; - .
increase in breaches of public records, such as the 2016 massive S ol R
data breach that exposed voter records containing personal data [ i B i
of nearly 93.4 million Mexicans (the voter list belonged to a \, v
leftist political party that hired hosting services from an

international company whose database was hacked). Now the

Mexican Data Protection Agency can investigate hacking of

government and political parties' databases involving theft of

personal data and sanction the offenders.

The Law mandates the creation of a National Data Protection Program, which will entail an important
process of harmonization throughout Mexico in order to adapt federal and local regulations to the general
standard of the Law. Governments will need to classify and organize information in adequate forms.

Companies doing business with Mexican government institutions should have a clear understanding of
the level of protection required for handling personal data exchanged and/or collected from government
agencies or entities and the risks of entering into agreements or other programs with the government.
As an example, health care companies and hospitals exchanging clinical files related to medical
treatment provided by public health institutions such as IMSS (the Mexican Social Security Institute) and
ISSSTE (the Institute for Social Security and Services for State Workers) will be subject to the new
provisions. Data transfers must abide by the new rules and procedures for the protection of data under
the Law. Individuals and entities interacting with the government must question the legality of the
collection and use of any such personal data:

+ Did the government agency obtain the consent of the data owner for the transfer?
¢ Can the company legitimately keep the data or share it with subcontractors?

There will be opportunities for companies to provide related services, such as IT services, cloud
computing infrastructure, software, systems, controls, and protocols, to Mexican government agencies
that can help Mexican Regulated Subjects comply with the new provisions.
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"Regulated Subjects" are responsible for a number of
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in the event of a security breach, they must implement
a plan with preventive and corrective actions.
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Companies conducting business with Mexican
government institutions (for example, health care
providers) should ensure that they are prepared for
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