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2012 and July 2013 and, as the director for the Center 

for Cyber and Homeland Security testified recently, 

one U.S. bank disclosed that it faced 30,000 cyber 

attacks in one week alone.5 Further, the CFTC safe-

guard proposals demonstrate that the CFTC under-

stands that cyber attacks are expanding beyond 

traditional theft or fraud for monetary gain into more 

destabilizing threats to companies and markets, such 

as disruption of operations, data and intellectual prop-

erty theft and espionage, extortion, destruction of 

data, and degradation of the capabilities of automated 

systems.6 In some cases, a successful attack may go 

undetected for weeks or years, while an adversary 

has access to critical internal systems.7 With the pro-

liferation of potential entry points for hackers, includ-

ing mobile devices and cloud-based data, as well as 

third-party service providers with access to corporate 

systems, the challenge in protecting against attacks is 

only growing.8 In short, the threat motivating the CFTC 

is serious, diverse, and complex. 

Current Proposals
The CFTC’s safeguard proposals emphasize testing, 

remediation, and appropriate cybersecurity governance. 

On December 16, 2015, the Commodity Futures Trading 

Commission (“CFTC”) approved two proposed rules 

which would require regulated entities to conduct spe-

cific tests of their cybersecurity capabilities, remediate 

vulnerabilities, and institute board-level review of the 

testing results.1 The CFTC safeguard proposals, which 

are substantively similar but focus on different regu-

lated entities, would amend existing rules for derivative 

clearing organizations, designated contract markets, 

swap execution facilities, and swap data repositories 

(“regulated entities”) and require these entities to imple-

ment certain cybersecurity best practices.2 Though this 

is not the CFTC’s first foray into cybersecurity,3 these 

proposals come at a time of increased regulatory and 

public focus on cyber threats and require the attention 

of regulated entities. 

Cyber Threat Environment
In issuing these safeguard proposals, the CFTC rec-

ognized the “consistent, growing cybersecurity threat 

to the financial sector” by state-sponsored and non-

state adversaries with increasing technical sophistica-

tion and capability.4 As noted by the CFTC, half the 

exchanges worldwide were attacked between July 
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At the heart of the proposed amendments are five essen-

tial types of testing, which reflect industry best practices 

expressed in guidance from governmental and private 

experts. While the specific scope of testing is not mandated, 

to account for the circumstances of particular organizations, 

testing must be broad enough to cover all systems and con-

trols necessary to identify vulnerabilities that could allow an 

attacker (either internal or external) to: 

(i) Interfere with the [firm’s] operations or with fulfillment 

of its statutory and regulatory responsibilities; (ii) Impair 

or degrade the reliability, security, or adequate scalable 

capacity of the [firm’s] automated systems; (iii) Add to, 

delete, modify, exfiltrate, or compromise the integrity of 

any data related to the [firm’s] regulated activities; or 

(iv) Undertake any other unauthorized action affecting 

the [firm’s] regulated activities or the hardware or soft-

ware used in connection with those activities.9

Vulnerability Testing. Under the proposed rules, regulated 

entities would be required to regularly test their automated 

systems to determine what vulnerabilities exist on the sys-

tems and what information an attacker could discover through 

a “reconnaissance analysis,” a review of public information 

that may identify system vulnerabilities.10 As explained by the 

CFTC, this type of testing is a key component of assessing 

system risk, and analyzing the results can help identify and 

prioritize issues for remediation.11

The proposed rule also sets out a frequency expectation for 

this testing.12 As with the other testing requirements, the pro-

posal is explicit that a regulated entity’s determination of the 

appropriate frequency for testing must be based on a regu-

lated entity’s particular risk assessment. However, at a mini-

mum, the proposed rule calls for quarterly testing.13 

The final element of the vulnerability testing rule relates to 

the independence of the testing professionals. The pro-

posed rules require the use of outside independent contrac-

tors to conduct at least two of the quarterly tests, permitting 

the other tests to be conducted by independent employee 

testers (i.e., employees not involved in the development or 

operation of the systems being tested).14

Penetration Testing. The second type of testing proposed 

by the CFTC is “penetration testing.” Distinct from vulner-

ability testing, which identifies potential weaknesses, pen-

etration testing identifies ways those weaknesses could 

be exploited in the real-world from two distinct angles. 

“External” penetration testing attempts to “penetrate…auto-

mated systems from outside the systems’ boundaries,” while 

“internal” penetration testing refers to attempts to penetrate 

the systems from “inside the systems’ boundaries.”15 Put 

another way, external testing simulates an outside hacker 

trying to gain access to an organization’s system, while 

internal testing simulates an employee (or a hacker who 

has gained access to the system) using his or her access 

for improper purposes. This type of testing allows a firm to 

identify the amount of damage an attacker could do before 

the firm is able to detect and respond to the attack, and how 

effective the firm’s responses are.16 

Though testing frequency must be determined by a regu-

lated entity’s risk analysis, as with each of the proposed 

tests, the minimum frequency for penetration testing under 

the proposed rules would be annually for both external and 

internal testing.17 The CFTC is further proposing that inde-

pendent contractors be used for the external tests, though 

employees with sufficient independence may conduct the 

internal testing.18 

Control Testing. The CFTC next proposes control testing. 

“Controls” refer to the steps and systems an organization 

puts in place to protect automated systems and the orga-

nization’s data and information. Certain controls, designated 

as “key controls,” are of particular importance, since they are 

either critically important for effective system protection or 

they are “intended to address risks that evolve or change 

more frequently.”19 The goal of this testing is to ensure that an 

organization’s system-safeguard controls are implemented 

and operating correctly and are effective in accomplishing 

their safeguarding roles.20 

Under the proposed rules, control testing would be done 

no less frequently than every two years, and independent 

contractors would be required to test at least those controls 

identified as “key controls.”21 
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Security Incident Response Plan Testing. The CFTC also pro-

poses that firms test their security incident response plans, 

written plans that document how an organization goes about 

“identifying, responding to, mitigating, and recovering from” a 

cybersecurity incident.22 According to the proposed rules, an 

appropriate plan involves the organization’s internal classifica-

tion system for security incidents, its communication proto-

cols after an incident has been identified, and aspects of the 

response process.23 Under the proposed rules, regulated enti-

ties would be required to test these plans to ensure that they 

are effective, identify weaknesses in the plan, enable updating 

and improvement, and “maintain organizational preparedness 

and resiliency.”24 The rules are flexible on the precise method 

for testing these plans, with options ranging from checklists to 

comprehensive exercises.25 

The proposed rules allow either outside contractors or 

employees (presuming they have sufficient independence) 

to conduct these tests, but they would be conducted no less 

than annually.26 

 

Enterprise Technology Risk Assessment. The final type 

of testing required under the proposals is an Enterprise 

Technology Risk Assessment (“ETRA”). In contrast to the 

other testing, which is more tactical, the ETRA is an analysis 

designed to give organizational leaders a strategic view of 

the threats and vulnerabilities the organization faces in the 

context of the controls it has in place to combat those risks.27 

The ETRA should help an organization understand cyber risks, 

including risks to others (such as other market participants), 

the probability and impact associated with those risks, and 

their relative priority.28 When done well, this assessment can 

inform the ongoing testing process and allow for better risk 

management, including identifying areas where new controls, 

training, or other processes are needed.29 

The proposed rules would require that the assessment be 

done at least annually, either by outside contractors or inde-

pendent employees.30 The CFTC is clear that the safeguard 

proposals are not a substitute for any other obligation to con-

tinually monitor and assess risk. Rather, the proposals would 

ensure that a formal, documented process is completed at 

least once a year.31 

Of course, testing alone is not sufficient to create a robust 

cybersecurity program. Along with testing, the proposed 

rules require that regulated entities review the results of 

those tests, and once a covered firm has identified vulnera-

bilities and deficiencies, the firm is expected to resolve them 

consistent with the underlying security expectations set out 

by law, and to do so in a timely fashion based on the firm’s 

risk analysis.32 

In addition, the proposed rules set out additional governance 

expectations. Under current rules for derivative clearing orga-

nizations, it is explicit that any testing done must be reviewed 

by senior managers.33 The proposed rules clarify that senior 

management review is required for designated contract mar-

kets, swap execution facilities, and swap data repositories as 

well, and further make it plain that board of director review of 

testing reports is required for all these regulated entities.34 

Cybersecurity is not merely an information technology issue. 

Rather it is an “enterprise-wide risk management issue” and 

the CFTC believes that board-level attention is essential to 

effectively combat threats.35

Commentary
The proposed amendments to existing rules, standing alone, 

are hardly surprising or revolutionary. As noted by the CFTC, 

the sources of these proposals are well-known best practices 

that many firms already follow.36 Indeed, the CFTC believes 

that at least the major components of these proposals are 

already implicitly required under existing law and that the pro-

posed rules are much more about clarity and aligning expec-

tations than they are about a radical change to how covered 

firms do (or should do) business.37

With the issuance of these proposed rules, the CFTC is 

signaling that cybersecurity is a top priority going forward. 

Issued only a few years after the original system safeguard 

rules,38 the CFTC is joining other financial regulators (like the 

Federal Financial Institutions Examination Council and the 

New York Department of Financial Services)39 in recognizing 

cybersecurity as one of the key challenges, if not the most 

significant challenge, for regulated entities in the near term. 

As the CFTC has recognized, in our interconnected financial 

markets, cyber attacks are not just a threat to a particular 
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firm, nor is the concern only about information theft. Attacks 

that undermine a firm’s ability to perform its market function, 

such as those that implicate data integrity or operating ability, 

could ripple out to the broader system, victimizing even those 

entities that themselves have put in place strong security 

protocols and ultimately disrupting important financial mar-

kets.40 By creating a standard set of procedures, the CFTC is 

aiming to create more certainty and confidence among mar-

ket participants as well as to ward off threats to the financial 

stability of our markets and the broader economy. 

For regulated entities, these proposals (which, as noted, the 

CFTC largely sees as simply clarifying existing law and pro-

moting accepted best practices) should be recognized as a 

warning from the CFTC that it is serious about cybersecurity 

and that it will not tolerate excuses for failing to implement a 

robust cybersecurity program. Regulated entities can expect 

to see this emphasis reflected in examinations and enforce-

ment actions,41 and they would do well to conduct effective and 

appropriate ongoing risk assessments to help ensure compli-

ance with evolving cybersecurity rules and best practices. 

Further, putting aside regulatory concerns, firms that have yet 

to engage in a serious cybersecurity effort should take the 

CFTC’s proposals and concerns as a wakeup call. The threat 

is real and growing and the impact of a cyberattack on a firm’s 

operations, finances, and reputation could be devastating. 

Moreover, in the near term, firms without a thoughtful cyberse-

curity program will simply not be able to compete, as market 

participants, recognizing and reflecting the CFTC’s concerns, 

will demand certain protections as a condition of doing busi-

ness. The time for building and enhancing cybersecurity pro-

grams is now, and in proposing these amendments, the CFTC 

has provided firms with a good starting point. 
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