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On November 28, 2013, the European Commission 

published a proposal for a Directive to protect trade 

secrets and confidential business information against 

misuse by third parties.1 The Directive applies to the 

“unlawful acquisition, disclosure and use of trade 

secrets and the measures, procedures and remedies 

that should be made available for the purpose of civil 

law redress.”

Main OutcOMe
This proposal, the first of its kind on a European level, 

is designed to harmonize the law and its enforcement 

across all 28 Member States of the European Union.

If adopted, the Directive will dramatically reform the 

law of trade secrets across the European Union—

which, to date, is a diverse patchwork of unequally 

sophisticated legal systems—and strengthen legal 

certainty for players on the unified market. Indeed, 

the new legal text would introduce:
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•	 A	series	of	uniform	definitions,	notably	of	the	terms	

“trade secret”2 and “unlawful acquisition,3 use or 

disclosure4”;

•	 A	common	set	of	remedies	for	trade	secret	mis-

use, including interim and permanent injunctions, 

seizure and destruction of suspected infringing 

goods, and compensatory damages; 

•	 A	two-year	 limitation	period	in	which	to	bring	

claims, running from the date on which the claim-

ant became aware (or should have been aware) of 

the last fact giving rise to the action; and

•	 Measures	 to	preserve	 the	confidential i t y	of	

trade secrets in dispute in the course of legal 

proceedings.

BackgrOund fOr tHe prOpOsaL
The Unequal Protection of Trade Secrets Across 

the EU. It is commonly acknowledged that research 

and development within the EU is not sufficiently 

supported and protected when compared to some 
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major trading partners, in particular the U.S. and Japan. 

Such imperfect protection adversely affects investments 

and ultimately, the introduction of new products, services, 

and processes.

In this context, economists have pointed out that the dis-

crepancies between Member States’ legal frameworks 

on trade secrets constituted a major deterrent and partly 

accounted for the EU’s limited competitiveness.

Indeed, trade secrets are a particularly interesting asset for 

small and medium-sized businesses that lack the resources 

to apply for, manage, and enforce a large portfolio of intel-

lectual property rights. This applies as well to businesses that 

use fast-paced models and choose to protect their informa-

tion by keeping it secret rather than (if appropriate) applying 

for patents or other types of intellectual property titles.

 

Unlike an intellectual property right owner, a holder of a 

trade secret—whatever its nature: formula, manufacturing 

process, recipe, marketing or pricing strategy, training mate-

rial, etc.—is not the owner of a publicly known exclusive 

right. Indeed, a trade secret is protected, and is therefore 

exclusive to its owner, only to the extent that its secrecy is 

preserved. Nevertheless, trade secrets, as well as intellec-

tual property rights, need to be protected so as to promote 

innovation by ensuring that creators are in a position to be 

rewarded for their investments.

In order to help economic players preserve such secrecy 

and entice them to pursue their innovative efforts, legal 

defenses are provided against unfair practices aimed at 

illegally obtaining, using, and/or disclosing such confiden-

tial information in order to free-ride on innovative solutions, 

while saving r&D or reverse engineering investments. 

To address this issue, each Member State has legislated in 

its own way, creating discrepancies not only as regards defi-

nitions and applicable grounds, but also as regards enforce-

ment modalities and relevant remedies. Only Sweden has 

an act wholly directed to trade secrets misappropriation; 

in most other countries, specific provisions are scattered 

in different pieces of legislation, and other Member States 

merely rely on general provisions not specifically designed 

to punish trade secrets violations (unfair competition law, 

contractual law, tort law, etc.). Some Member States pro-

tect trade secrets under a broad definition, while others, 

like France, protect only manufacturing and process secrets 

(“secrets de fabrique”) via criminal proceedings against mis-

appropriation by an employee. The available remedies also 

vary dramatically—in most Member States, misappropriation 

of trade secrets may give rise to criminal penalties, but not 

in the UK, for example.

These differences tend to hinder cross-border r&D projects 

and the sharing of innovative knowledge within the EU and 

to deter victims of trade secrets violations from initiating 

lawsuits against infringers.

an initiative Originating frOM tHe 
eurOpean cOMMissiOn
recognizing these shortcomings and the need for consis-

tency, in October 2010, the European Commission under-

took to create an innovation-friendly environment, under the 

flagship initiative “Innovation Union.”5 Within this framework, 

it commissioned a study relating to the treatment of trade 

secrets and confidential business information within the 

internal market.6 

This study confirmed the need for harmonization: 

Firms are often required to adopt different measures 

to protect their trade secrets depending on the rel-

evant jurisdiction; in case of infringement, they have 

to initiate separate proceedings in each jurisdiction 

where their trade secrets have been violated. These 

costs are not sustainable for SMEs, and for all firms 

the consequence is a reduced inclination to share 

secret information and cooperate with other play-

ers for r&D and innovation purposes. […] the cur-

rent fragmented system undoubtedly has adversely 

affected the aggregate level of engagement in inno-

vation by EU firms and cross-border investment and 

growth. Based on the above, we found that an initia-

tive at the EU level to harmonise national legislation 

is perceived as beneficial.7
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Published only seven months after the release of the study, 

the “Proposal for a Directive of the European Parliament and 

of the Council on the protection of undisclosed know-how 

and business information (trade secrets)” lays the foundation 

for a similar scope of protection within the European Union.

Main features Of tHe future directive
Homogenous Definitions. To date, Member States have 

adopted different definitions of protectable trade secrets 

and illicit conduct. Indeed, the general definition provided 

by article 39.2 of the TrIPS agreement8 has been expressly 

acknowledged by only a few countries (Czech republic, 

Greece, the Netherlands, and Spain). Therefore, the first 

chapter of the Proposal is dedicated to providing definitions 

of the key concepts that are intended to equally apply to all 

Member States.

In compliance with the recommendations included in the 

study, the definition of a “trade secret” proposed by this text 

follows the one of “undisclosed information” contained in 

article 39.2 of the TrIPS agreement. Similarly, the definition 

of “trade secret” contains three elements: (i) the information 

must be confidential; (ii) it should have commercial value 

because of its confidentiality; and (iii) the trade secret holder 

should have made reasonable efforts to keep it confidential.9

also based on the TrIPS definition, the definition of “trade 

secret holder”10 incorporates the concept of lawfulness of 

control of the trade secret as a key element. It therefore 

ensures that not only the original owner of the trade secret 

but also licensees can defend the trade secret. This preci-

sion reflects the legislator’s will to provide causes of action 

to as many victims as possible.

article 3 of the Proposal follows the same line by encom-

passing not only direct infringers but also, under conditions, 

the persons benefiting from the unlawfully obtained trade 

secret. Indeed, this article determines that the use of a trade 

secret by a third party not directly involved in the original 

unlawful acquisition, use, or disclosure is also unlawful, 

“whenever […], at the time of use or disclosure, [it] knew or 

should, under the circumstances, have known that the trade 

secret was obtained from another person who was using or 

disclosing the trade secret unlawfully […].”11

Limitation Period. On the flipside, article 7 establishes a 

two-year limitation period in which to bring claims, running 

from the date on which the claimant became aware (or 

should have been aware) of the last fact giving rise to the 

action.12 This time frame is shorter than the limitation period 

provided by most Member States’ legislations.

Available Measures. The Proposal also provides for a series 

of measures that should be made available to the holder of 

a trade secret in case of unlawful acquisition, use, or disclo-

sure of that trade secret by a third party. 

Section 2 provides for provisional and precautionary mea-

sures in the form of interlocutory injunctions or precaution-

ary seizure of infringing goods.

Section 3 provides for measures that may be ordered with 

the decision of the merits of the case, among which are 

the prohibition of use or disclosure of the trade secret and 

the prohibition to make, offer, place on the market, or use 

infringing goods (or import or store infringing goods for 

those purposes). The text also provides for a common set 

of corrective measures such as destruction or delivery to 

the original trade secret holder of all of the information the 

infringer holds with regard to the unlawfully acquired, used, 

or disclosed trade secret. 

The awarding of damages for the prejudice suffered by 

the trade secret holder is included in article 13, which calls 

for the taking into consideration of all the relevant factors, 

including the unfair profits obtained by the defendant. The 

possibility of calculating the damages on the basis of hypo-

thetical royalties is also made available, in line with what is 

foreseen in the case of infringements of intellectual property 

rights. Punitive damages are not provided for under the pro-

posed directive.

Finally, article 14 empowers the competent judicial authori-

ties to adopt publicity measures at the request of the plain-

tiff, including the publication of the decision on the merits 

of the case—provided that the trade secret is not disclosed 

and after considering the proportionality of the measure. 
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Available Measures. In the past, trade secret holders were 

often deterred from bringing legal actions against infringers 

because of their fear that the trade secrets at stake would 

be publicly disclosed in the course of the proceedings.

In order to address this issue, article 8 of the “Proposal for 

a Directive” requires that Member States provide judicial 

authorities with mechanisms to preserve the confidential-

ity of trade secrets disclosed in court for the purpose of 

litigation. The possible measures must include: restrict-

ing access to documents submitted by the parties or third 

parties, in whole or in part; restricting access to hearings 

and hearing records; ordering the parties or third parties to 

prepare nonconfidential versions of documents containing 

trade secrets and also preparing nonconfidential versions 

of judicial decisions. 

The confidentiality measures must apply during litigation, 

but also after litigation in the case of requests for public 

access to documents for as long as the information in ques-

tion remains a trade secret. 

LiMits Of tHe prOpOsitiOn
The “Proposal for a Directive of the European Parliament 

and of the Council on the protection of undisclosed know-

how and business information (trade secrets)” against their 

unlawful acquisition, use, and disclosure is therefore an 

ambitious step toward a more effective protection of trade 

secrets and could significantly encourage trade secret hold-

ers to bring legal actions against infringers. 

However, there remain some noticeable gaps.

The fact that the European Commission has not proposed 

rules to facilitate the gathering of evidence of unlawful 

acquisition, use, or disclosure in court proceedings is dis-

appointing. In the past, the difficulty of proving an alleged 

violation of trade secrets in court has been an obstacle 

for many companies to enforce their claims. Such difficulty 

would persist, even if the Proposal is to be implemented.

Doubts were also expressed as to whether harmonization 

would simplify matters, or whether it would in fact introduce 

greater uncertainty and multiple references to the Court of 

Justice of the European Union on the new laws. One hopes 

that this attempt to harmonize the law will improve the 

European Union’s competitiveness and facilitate cross-bor-

der operations.

It is now in the hands of the Council of Ministers and the 

European Parliament to determine whether the proposed 

Directive shall be adopted, under the ordinary legislative 

procedure. If approved, it could enter into force by the end 

of 2014.
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