





INTRODUCTION: THE BENEFITS OF AN EFFECTIVE CORPORATE INTERNAL INVESTIGATION

Corporations are being scrutinized today as never before.
Public and private companies alike are examined and in-
vestigated not only by the U.S. government, but by increas-
ing numbers of local, state, and foreign government agen-
cies. Private plaintiffs are also filing more and more cases
with significant allegations that attempt to call a corpora-
tion’s conduct into question. Frequently, corporate scrutiny
focuses on compliance issues: that is, whether companies
comply with the legal obligations to run the business ethi-
cally around the world. Corporations are clearly facing sig-
nificant challenges.

There is a path, though, for corporations to best protect
themselves in the harsh glare of the spotlight on compli-
ance issues. That is: When a company is confronted with
evidence or allegations of potential wrongdoing, the com-
pany is well served to respond deliberately and thought-
fully by making sure that it understands all the facts. If the
facts evidence a violation of policy—or worse, of law—the
company should respond promptly with appropriate dis-
cipline, remediation, and (in certain cases) perhaps even

discussions with the government.

Under the right circumstances, conducting an effective
corporate internal investigation protected by the attorney-
client privilege can benefit the company in a number of

ways:

* Revealing all of the relevant facts so that management
and/or the board can make a fully informed decision as
to how best to proceed;

+ Stopping the conduct to prevent further violations;

+ Memorializing the company’s good-faith response to the

facts as they become known;

+ Insulating management and/or the board against allega-
tions of complicity; and

+ Promoting a culture of transparency and compliance

throughout the organization.

Each of these benefits can be achieved if the investigation
is well designed with a specific work plan that addresses
document collection and review, witness interviews, care-
ful analysis, and periodic reporting in the format that best

serves the client’s interests.

Jones Day has developed one of the deepest benches
in the world of former prosecutors and regulators and of
lead trial lawyers, all of whom guide and defend companies
every day through their most sensitive and urgent issues.
The materials in this collection, written by the partners and
associates within the Firm’s Corporate Criminal Investiga-
tions Practice, describe different aspects of our practice
as related to corporate internal investigations. The materi-
als cover best practices in witness interviews, reflections
on the corporate attorney-client privilege, representation
issues in internal investigations, joint defense agreements,
the effective use of experts, the growing prevalence of
global corporate investigations, and protecting a compa-
ny’s interests after self-disclosure.

We hope that you find these materials instructive and
helpful.

Charles Carberry and Richard Deane
Practice Leaders

Corporate Criminal Investigations






CONTENTS

Best Practices for Conducting Witness Interviews

The Corporate Attorney-Client Privilege Today: Is Waiver Still a Worry?

Representation Issues in Corporate Internal Investigations: Identifying and Addressing Risks
Best Practices Regarding Joint Defense Agreements

Choosing and Using Experts Effectively

The Weight of the World: Meeting the Challenges of Global Corporate Investigations
Protecting a Company’s Interests After Self-Disclosure

Endnotes

16

23

29

37

45

58






PRACT

1 O

NOUC

UES
ING

WITNESS
INTERVIEWS

Witness interviews are a critical part of virtually every inter-
nal corporate investigation. Witnesses have the facts—the
who, what, where, when, and why—and how successfully
interviewers extract those facts can make or break the in-

ternal investigation.

In any particular investigation, witnesses can, and often do,
run the gamut; some may truthfully recite what they do and
do not know and also offer leads that further advance the
investigation, while others may obscure the facts, if not flat-
out lie, and thereby sidetrack or even obstruct the investi-
gation. Finally, there are witnesses who come clean at the

last minute.

From this perspective, a good interview is, fundamentally,
one that enables: (i) the discovery of as many relevant facts
(or sources of such facts) from the witness as possible; and
(i) an accurate assessment of the witness’s credibility.

This section sets forth certain considerations and best prac-
tices for conducting an effective witness interview. It should
be emphasized, however, that conducting a good interview
is at least as much art as science. Meticulous preparation,
well-crafted questions, and facility with documents can en-

sure that the relevant substantive topics are covered during



the interview, but well-honed “soft” skills are often neces-
sary for eliciting information that the witness may be reluc-
tant to share and determining whether the witness is telling
the truth. In particular, interviewers should be adept at de-
tecting and interpreting various indicia of veracity, such as
signals the witness gives about her candor, interests, and
motivations through her body language, speech patterns

and other verbal cues, and overall demeanor.

Against this backdrop, it should be clear that each inter-
view in each investigation is a distinctly unique event de-
serving of careful planning and its own strategy, tailored to
the witness in question.

CONSIDER FACTORS THAT MAY IMPACT
WHETHER, WHEN, WHERE, AND/OR HOW TO
CONDUCT THE INTERVIEW

Internal investigations and related interviews do not oc-
cur in a vacuum. Instead, there are invariably surrounding
circumstances and potential collateral consequences of
which investigators should be cognizant when developing
and implementing an investigative plan and preparing for
individual interviews.

IS THE INVESTIGATION OVERT OR COVERT?

Investigators should consider whether the subjects of
an investigation and other prospective witnesses know of
the investigation. Investigators’ ability to obtain evidence
and information through certain means can be diminished

once the investigation goes “overt.” The element of sur-
prise can be an especially valuable tool for investigators—
substantial covert investigative activity leading up to un-
scheduled “drop-in” interviews of key subjects can help
ensure both that the interviewers are knowledgeable about
the conduct within the scope of the investigation and the
witness’s participation therein and that the witnesses are
not afforded the opportunity to individually or collectively
rehearse—or, worse, fabricate—answers to difficult ques-
tions. Of course, when dealing with a witness, investigators
should refrain from misleading or harassing her and should
adhere to any applicable legal rules, contractual rights, or
corporate policies governing the scheduling and conduct
of an interview. Even when an investigation has remained
covert, the best investigative approach may very well be to
give witnesses ample and explicit notice of the existence
and nature of the investigation so that they can likewise be
fully prepared (factually and mentally) when they eventually
sit for their interviews. The salient point, as with most of the
other practice tips outlined in this section, is not that there
is a singular best practice to be followed in every instance,
but that investigators should understand and use the range
of tactical options available to them in a way that avoids
certain pitfalls and helps yield the greatest benefit to the
investigation.

IS A GOVERNMENT AGENCY ALSO INVESTIGATING
THE SAME CONDUCT? IF NOT, IS THE INTERNAL
INVESTIGATION LIKELY TO LEAD TO A DISCLOSURE TO
THE GOVERNMENT?

If the government is conducting its own investigation
into the same conduct at issue in an internal corporate

Theodore T. Chung | Chicago | +1.312.269.4234 | ttchung@jonesday.com

Ted Chung is a trial attorney with substantial experience representing organizations in complex civil litigation,
conducting internal corporate investigations, responding to government investigations and enforcement ac-
tions, counseling clients on compliance matters, and defending white-collar criminal cases.

Ted has had a distinguished and multifaceted career in both private practice and public service, having pre-
viously served as General Counsel to lllinois Governor Pat Quinn, a partner at another major international law

firm, an Assistant U.S. Attorney and a Deputy Chief (General Crimes Section) in the Criminal Division of the Chicago U.S. Attorney’s
Office, the First Assistant Corporation Counsel in the City of Chicago’s law department, and a Deputy Chief of Staff for Chicago

Mayor Richard M. Daley.

He has participated as a prosecutor, defense counsel, and legal advisor in several of the most high-profile criminal and ad-
ministrative investigations in lllinois and has handled matters involving accounting irregularities, defalcations, and allegations of
financial or regulatory fraud (mail/wire/bank, health-care, and bankruptcy), racketeering, Foreign Corrupt Practices Act violations,

murder, extortion, and export violations, among other offenses.



investigation, and if the company is already engaged in
discussions with the government, some level of coordina-
tion is often highly advisable. For instance, a government
agency may be inclined to delay or forgo altogether its own
investigation in favor of the internal investigation if the com-
pany offers a credible representation that it will fully report
its findings to the agency. Conversely, the agency may ask
the company to delay or forgo investigative activity out of a
concern that an internal investigation would undermine the
government’s investigation and any subsequent prosecu-
tion (e.g., obtaining multiple—and potentially conflicting—
statements from the same witness about the same events).
In this regard, open and regular communication among the
parties involved can facilitate a sensible accommodation,
build credibility for the company, and reduce delays or
inefficiencies.

ARE THERE WITNESS-SPECIFIC ISSUES TO CONSIDER?

Occasionally, issues related to specific witnesses affect
decisions about the interviews. In contrast to law enforce-
ment authorities with subpoena power, companies and
their internal investigators are generally limited in their abil-
ity to compel cooperation on the part of witnesses. This
means that internal investigators may not have access to
all witnesses with knowledge and are instead left to obtain
information only from those individuals and entities obligat-
ed to cooperate with an internal probe by virtue of their
employment with the company or as a matter of contract.
Investigators should be aware of which witnesses are ob-
ligated to cooperate and whether this obligation will ter-
minate, thus ensuring that they don’t miss out on the best
opportunity to interview these witnesses during the peri-
od in which they are most likely to cooperate. For this rea-
son, investigators should monitor the status of witnesses
whom the company does control—particularly current em-
ployees—and stand ready to adjust the investigative plan
should a change in any witness’s status so warrant (e.g.,
expedite an interview of an employee about to leave the
company). Similarly, employees who are, or may become,
whistleblowers may merit special attention. An employee
who has already blown the whistle internally should often
be an investigator’s first source of information; promptly in-
terviewing the employee is not simply a means of obtaining
that information, but also an opportunity to gain the em-
ployee’s trust and demonstrate to the employee that the

|

company is treating her allegations with due care. This may
convince the employee not to report the allegations outside
the company, at least pending the outcome of the internal
investigation. An employee who has reported alleged mis-
conduct to a government agency or the media also should
be interviewed, though the interviewers should recognize
that the employee may in turn report the interview to the
same agency or media outlet.

THINK CAREFULLY ABOUT
THE LOGISTICS OF THE INTERVIEW

The mental state of the witness and the physical environ-
ment for the interview can often affect an interview for
better or worse—these details are, in fact, often the key
to unlocking the witness’s information. While investigators
should never lose focus on eliciting the substantive infor-
mation that a witness may possess, they should give care-
ful thought to how, when, and by whom an important inter-
view will be sought and conducted.

SEQUENCING INTERVIEWS

At an early stage of the internal investigation, the investi-
gators should develop an interview plan that arranges the
contemplated interviews in a logical sequence. As the in-
vestigation proceeds, this plan should be modified as ap-
propriate. Investigations often commence with “scoping”
interviews of witnesses who have little, if any, personal
knowledge of the conduct in question, but who can pro-
vide an overview of relevant corporate processes, prac-

tices, and/or personnel. Exigent circumstances (e.g., the



impending retirement or termination of a key employee
witness) may dictate a different approach, but interviews
of fact witnesses typically proceed in ascending order of
importance. In this way, the investigators can build their
knowledge of the matter as they prepare to conduct the
highest-priority interviews.'

THE INTERVIEW LOCATION AND FORMAT

Unless there is something to be gained from conducting an
interview without advance notice and/or at a particular time
or location, scheduling the interview is ordinarily a matter of
convenience to the witness, the company, and the investiga-
tors. The investigators should normally try to avoid unneces-
sary business disruption and choose a site for the interview
that will best induce candor on the witness’s part (usually
somewhere that puts the witness at ease). Every effort
should be made to conduct important interviews in person;
when it comes to sizing up a witness and her statements, the
opportunity to observe and listen to the witness firsthand is
critically important—a telephone interview is a poor substi-

tute, and a videoconference is only marginally better.

PREPARE THOROUGHLY AND ANTICIPATE
WITNESS CONCERNS

The key to a successful interview is, of course, intelligent and
exhaustive preparation. Best practices for interview prepa-
ration include canvassing the investigative file and other
information relating to the witness to be interviewed, thor-

oughly analyzing this information, collecting and organizing

any materials for use in the interview, and preparing a de-
tailed outline to guide the questioning of the witness.

DOCUMENT REVIEW AND ORGANIZATION

It is difficult to over-
state the importance
of document review to

an internal corporate

investigation.  Simply
put, without docu-
ments, investigators

are significantly hampered in their ability to arrive at the
truth—documents allow significant events to be pieced to-
gether and witnesses to be refreshed, corroborated with
consistent statements, and confronted with inconsistent
statements, often ones that they themselves put forth in
writing. Assuming that investigators have enough time to
complete a meaningful document review, they should be-
come very familiar with the key documents pertaining to
each witness and think deliberately about how to present
each witness with these documents during the interview.2
Indeed, the mere act of bringing a well-organized stack of
documents to an interview as a display of preparation may
have a disciplining effect on a witness who, in the absence
of documentary proof to the contrary, might have thought
that she could stray from the truth and get away with it.

INVESTIGATE THE WITNESS’S BACKGROUND
Oftentimes, it is important to have an understanding of
aspects of a witness’s background (e.g., financial informa-

tion, criminal or litigation history, job performance, prior

James C. Dunlop | Chicago | +1.312.269.4069 | jcdunlop@jonesday.com

Jim Dunlop represents organizations and individuals in criminal and civil investigations and enforcement pro-
ceedings on a global basis. Jim also counsels, and conducts internal investigations and cross-border due
diligence for, companies concerned about corrupt practices prohibited by the FCPA and the U.K. Bribery Act,
fraud, other criminal and civil compliance, and unethical conduct.

Jim has represented companies and individuals in the energy, manufacturing, and pharmaceutical sectors in

investigations and criminal proceedings in Latin America arising under the laws of local jurisdictions, in FCPA investigations in Latin
America and Europe, and in cartel investigations spanning the U.S., Europe, Asia, and the Pacific; he has conducted anti-corruption
due diligence and compliance assessments for companies operating on six continents. Other recent representations include the
former CEO of a public utility sued by the SEC following a DOJ criminal probe, a Wall Street bank in a lengthy public corruption
investigation, and companies and individuals who were the targets of price-fixing and fraud prosecutions led by the DOJ and SEC.
In addition, Jim has led internal investigations of alleged computer fraud and trade secret theft, alleged self-dealing by company
executives, and probes of alleged accounting fraud at a drug company and within a multistate hospital network.



employment experience, and relationships with other em-
ployees) insofar as they shed light on any “agenda” or “bag-
gage” that the witness may have and her general propensity
for truth telling. Investigators should consider reviewing, at a
minimum, background information maintained by the com-
pany (e.g., the witness’s personnel file) or available in pub-

licly accessible databases and through internet searches.

PREPARE WITNESS OUTLINES

While an experienced and exceptionally gifted interviewer
might be able to “wing it,” the best practice is to draft a
suitably comprehensive and detailed interview outline that
includes all relevant documents and emails to be shown
to the witness. Such an outline can help ensure that the
major substantive topics are covered during the interview
and that particularly important questions are asked. The in-
terviewer should be prepared to deviate from the outline as
necessary to follow up and explore answers given during
the interview.

ANTICIPATE WITNESS QUESTIONS

Investigators should not be surprised if the witness raises
questions during the interview. These questions are often
motivated by the witness’s concern about the conse-
quences of her statements. Anticipating such questions
and consulting with the right company personnel in ad-
vance of the interview will enable the investigators to intel-
ligently address the questions, if not conclusively answer
them, and perhaps avoid what would otherwise have been
a misstatement to the witness or a disruption or postpone-
ment of the interview. Set forth below are certain questions
that witnesses raise with some regularity, along with sug-

gested responses.

Do | need a lawyer? Before the interview, the investigators
should determine whether any company policies, company
bylaws, contractual provisions, or statutes would afford the
witness the right to counsel or other representation at the

interview.

Suggested Answer: “| cannot answer that question for you
because, as | have explained, | am not your lawyer. If you
think you want a lawyer as we go on, please let me know,
and we can talk more about that.” (Note that through the ini-
tial Upjohn warnings, discussed below, the witness will have
been advised that the investigators represent the engaging

entity, not the witness.)

Will 1 be fired or disciplined if | don’t answer your ques-
tions? Before the interview, the investigators should deter-
mine what, if any, legal rules or company policies govern an
employee’s obligation to cooperate in an internal investiga-
tion. Generally, employees have a duty to cooperate and

may be subject to disciplinary action for failing to do so.

Weston C. Loegering | Dallas | +1.214.969.5264 | wcloegering@jonesday.com

Wes Loegering has represented clients in complex federal and state civil and criminal trials for more than 25
years. He has handled all aspects of litigation involving business and government controversies, with a focus
on matters involving federal and state agencies, including the SEC, IRS, and CMS. Wes has led trial teams in a
variety of jurisdictions and successfully obtained temporary restraining orders, injunctive and emergency relief,
and jury verdicts. He has also helped businesses respond to civil and criminal government investigations.

Wes has successfully represented clients facing FCPA investigations, an Enron senior executive (client sentenced to probation),
numerous companies and executives investigated by the SEC and grand juries, the sole corporate defendant in a whistleblower
matter seeking more than $1 billion in damages brought under the False Claims Act (qui tam), and negotiated settlement of mat-
ters investigated by the DOJ, including the Office of Foreign Asset Control. Prior to joining Jones Day, Wes defended numerous

class-action cases on behalf of AT&T.
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Suggested Answer: “My understanding is that employees
are required to cooperate with internal investigations au-
thorized by the company, such as this one. The duty to co-
operate includes truthfully answering questions during an
interview conducted as part of the investigation. | am not
a member of the company’s management, however, so |
cannot tell you what the company may or may not do if you
do not answer my questions.”

Whom will you tell if I tell you . .. ? Before the interview,
the investigators should determine whether the company
has already agreed to disclose the substance of the inter-
view to the government or any other third parties. Typically,
the disclosure decision is not made until the investigation

is complete.

Suggested Answer: “Again, our conversation is confidential,
but this investigation is being conducted on behalf of the
company, so what you tell me is information that belongs
to the company. As for whether your interview will be dis-
closed to any third parties, as | mentioned, that’s a deci-
sion that the company, and the company alone, will make
at some point in the future.” (Note that the Upjohn warnings
will have addressed this topic as well; see below.)

I'd like to say something off the record. Can you stop tak-
ing notes? In general, investigators should try to avoid ac-
cepting off-the-record statements. If a statement is truly
“off the record” and therefore not documented, it has es-
sentially not been made and has next to no value for the
investigation. Interviewers should ordinarily indicate that
they will not accept such statements, but they should also
seek to understand the witness’s reasons for wanting to go
off the record (e.g., fear of attribution, retaliation, or physical

harm) and address them to the extent practicable.
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Suggested Answer: “I'm sorry, we cannot accept off-the-
record comments. | hope you understand. We're trying to
discover the facts, and we’re interested in hearing anything
you have to say that can help us. Can you tell us why you'd
like to go off the record? Maybe we can address any issues

or concerns that you have.”

STRUCTURE THE INTERVIEW WITH CENTRAL
FACT-DISCOVERY AND WITNESS-ASSESSMENT
OBJECTIVES IN MIND

Asking the right questions in an interview is just the start;
the goal is to get meaningful answers that, as noted above,
further the investigation because they add to the investi-
gators’ knowledge base and/or permit a more informed
evaluation of the witness. Giving attention to the interview
setting can increase the odds of obtaining meaningful
answers.

PARTICIPANTS IN THE INTERVIEW AND THEIR ROLES

Much thought should be devoted to who should participate
in the interview of an important witness. The presence or
absence of particular persons can significantly affect the
tenor of the interview and the witness’s cooperation lev-
el. There should be at least two participants—a principal
questioner and a principal note taker or “prover”*—who are
fairly regarded as independent of the company and there-
fore not biased in favor of any particular investigative out-
come. The prover should focus on accurately recording the
interview and will be available thereafter to testify to the in-
terview, if necessary. Beyond these two participants, others
should be permitted to attend only if their presence is likely
to serve a legitimate investigative purpose, such as evok-

ing greater candor on the witness’s part. For instance, the



presence of an appropriate company representative with-
out a personal stake in the investigation and with whom the
witness is familiar (e.g., in-house counsel not involved in the
conduct being investigated) may reasonably be believed to
have a positive effect on the witness’s comfort level and re-
sponsiveness.* If the witness insists on being accompanied
at the interview by counsel or another person, the investi-
gators should determine whether the employee is so enti-
tled by virtue of any legal, policy, or contractual provision.
Even if there is no such entitlement, allowing the witness a
reasonable accommodation in this regard may be tactical-
ly sound as a show of good faith and fairness, so long as it

does not threaten harm to the investigation.

SETTING THE BASIC GROUND RULES (UPJOHN) UPFRONT
It is imperative for in-
terviewers to clearly set
the ground rules for the
interview at the very out-
set, before substantive
questioning begins. This
can be accomplished

by explaining the gener-
al subject matter of the investigation, thanking the witness
for her cooperation, and reciting the Upjohn warnings in
a straightforward and nonintimidating manner. In fact, the
Upjohn recitation can be delivered not as a “warning,” but
as a gesture of courtesy to assist the witness in under-
standing the context for the interview and the respective
roles of the participants. Substantively, the Upjohn warn-
ings should make clear that the investigators have been
hired by the engaging entity (e.g., the company or the audit

committee) and do not represent the witness; that the in-
vestigators are gathering facts in order to provide legal ad-
vice to the entity; that the investigation is confidential and
covered by the attorney-client privilege; that the privilege
belongs to the entity, and only the entity can waive the priv-
ilege and disclose privileged information to third parties;
and that the witness must maintain the confidentiality of

the investigation.®

MAINTAIN PROFESSIONALISM AND A TONE

OF CIVILITY DURING THE INTERVIEW, BUT DON'T
SHY AWAY FROM CONFRONTING WITNESSES

ON DEMONSTRABLY FALSE STATEMENTS

Interviews should not normally be hostile “interrogations,”
and investigators should never attempt to embarrass, be-
rate, or demean a witness. That said, investigators should
be prepared to appropriately challenge a witness who ex-
hibits a disregard for the truth or is otherwise unjustifiably
uncooperative. Indeed, subtly or dramatically different in-
terview approaches may be necessary in the course of a
single interview, particularly where the witness herself vac-
illates between factually supportable and patently false an-
swers. For investigators, this puts a premium on developing
tools and techniques that enhance their adaptability and
nimbleness in interviews—investigators who can modulate
their questioning and manner in tune with (or in contrast
to) the witness, as circumstances warrant, are certain to be
more effective than those who are stuck at one speed and
in one mode.

—

George T. Manning | Dallas | +1.214.969.3676 | gtmanning@jonesday.com

George Manning is a trial lawyer who represents individuals and corporations facing significant risks from
economic factors, competitors, and governments. In more than 35 years of trial practice, including four years
as an Assistant U.S. Attorney in the Southern District of New York, he has been plaintiff and defense counsel in
antitrust, securities, governance, health-care, and administrative matters for U.S. and foreign companies oper-
ating in the United States, Europe, South America, and Asia. Since leaving the U.S. Attorney’s Office in the 1980s,

George also has been counsel in antitrust criminal prosecutions, merger challenges, class actions, and parallel
criminal and administrative investigations in the U.S. and abroad. He led significant matters for clients in the telecommunications,
airline, medical and health-care, and paper and forestry industries.

Since the passage of the FCPA in 1977, George has led internal investigations for companies and board committees investigating
accounting, foreign payment, and export control and customs issues. He has defended securities class actions and SEC en-
forcement proceedings related to loan-loss reserves, software capitalization, revenue recognition, insider trading, and the FCPA.



WHEN THE OBJECTIVE IS PURELY FACT GATHERING,
USE NONLEADING QUESTIONS AND TRY TO GET THE
WITNESS TO OPEN UP AS MUCH AS POSSIBLE

The first task in most interviews is determining what, if any-
thing, the witness knows about the subject matter of the
investigation. To get there, it is usually helpful to develop
some initial rapport with the witness so that the witness
feels sufficiently comfortable in the interview setting to
“open up” to the interviewers. A good way to build this rap-
port is to begin an interview with questions about the wit-
ness’s background, even if this information is not directly
relevant to the investigation. This tends to help the witness
be less anxious and less guarded by the time the inter-
view transitions to questions focused on the investigation.
Throughout a fact-gathering interview, investigators should
generally use nonleading questions, which are the best way
to elicit narrative answers with as much or as little elabo-
ration from the witness as the interviewers deem appropri-
ate.® In addition, interviewers should make intelligent use of
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any documents relating to the witness (e.g., refreshing the
witness, clarifying ambiguous terms or passages, authenti-
cating documents, identifying other persons whose names
appear on documents, etc.). Interviewers should also ex-
plore the witness’s knowledge of other potential sources
of relevant information; it is a good practice in such an in-
terview to ask questions like, “Who might know more about
[the matter]?” and “Where might there be documents relat-
ed to [the matter]?” and a catch-all question like, “Is there
anything else you think we should know?”

WHEN A WITNESS MAY BE LYING OR MINIMIZING,
CONSIDER CONFRONTING HER WITH CONTRARY
EVIDENCE

Through document review, forensic analysis, and other inter-
views, investigators may have already developed a reason-
ably complete understanding of the facts about which they
intend to question a witness. This means that the upcom-
ing interview is in all likelihood more about assessing the

Daniel E. Reidy | Chicago | +1.312.269.4140 | dereidy@jonesday.com

Dan Reidy is a trial lawyer with extensive experience handling numerous high-profile cases. He represents com-
panies and individuals involved in criminal and other enforcement investigations. Dan also represents compa-
nies in complex civil litigation of all kinds, including patent, product liability, securities, False Claims Act, antitrust,
post-acquisition, labor and employment, and commercial disputes.

As lead counsel, Dan has tried civil and criminal cases to bench and to jury in state and federal courts, rep-
resenting both defendants and plaintiffs. He has also led the briefing and done the oral arguments in numerous cases in the
federal appellate courts, including the Seventh, the Federal, and the Eleventh Circuits. Dan’s practice also involves counseling
companies, boards of directors, individual directors, and audit and special committees in situations involving financial restate-
ments, derivative claims, and criminal investigations of senior company officers, among others. As a prosecutor and ultimately as
first assistant in the Chicago U.S. Attorney’s Office, he focused on matters involving allegations of complex financial crimes. He
was the lead prosecutor in the “Greylord” judicial corruption project and personally prosecuted a number of judges, lawyers, and
court personnel. Dan is Partner-in-Charge of the Chicago Office.



witness than about acquiring additional factual information.
For possibly culpable witnesses, in particular, investigators
should: (i) anticipate the possibility that the witness will lie
about material facts and/or minimize her conduct; and (ji)
be prepared to confront the witness with contrary evidence
if she does lie (assuming the investigators are then in a
position to reveal that evidence). One effective tactic here
is to try to preempt any falsehood on the witness’s part
by presenting her with the contrary evidence before she
is questioned on the facts; alternatively, the interviewer
can ask the witness about the facts and then confront her
with the contrary evidence only if she does not fully “come
clean.” In choosing between these two approaches in a
particular interview, the investigator should determine how
important it is to test the witness’s truthfulness—the more
important such testing is, the more the latter approach is

generally preferred.

CONCLUDE THE INTERVIEW
WITH IMPORTANT REMINDERS

The conclusion of an interview can be just as important as
its initiation and content. Investigators may need to have
continuing contact with the witness after her interview (or
even re-interview the witness), and the terms on which they
leave the witness can affect such future communications.
Moreover, the end of the interview is a good time to remind
the witness of key admonitions and instructions, including
the following:

+ Maintaining the confidentiality of the investigation, es-
pecially refraining from discussing the investigation with
persons other than her counsel (if represented);

+ Preserving relevant documents and data, consistent with
any previously issued preservation notice (if no notice
has been issued, the witness should be told to preserve
specified documents and data, and a written notice
should follow as soon as possible);

* Providing the witness with an investigator’s contact infor-
mation so that the witness knows whom to call with any
questions or additional information; and

+ Advising the witness of any company policy or practice,
or providing other appropriate guidance, on what the wit-
ness should do in the event she is contacted by a gov-
ernment investigator or third party regarding the same

subject matter.”

PROMPTLY AND ACCURATELY MEMORIALIZE
THE INTERVIEW IN A WRITTEN REPORT

An interview is only as good as the report that memorial-
izes it. Memories fade and interview notes do not always
cogently reflect what was said during the interview. Failing
to accurately summarize in a written report the relevant in-
formation obtained from the witness can defeat the central
purpose of the interview: to incorporate that information
into the collective knowledge base of the investigation.

The most accurate—and therefore most useful—interview
report is one that is prepared very soon after the interview
and based on the recollections and copious notes of the
participants. The principal note taker should ordinarily
prepare the first draft of the report and then circulate it to
other participants for editing and comment. The result of
this process, which may involve multiple drafts, should be a
final report that reflects the shared recollection of the inter-
view participants and contains an accurate and complete
summary of the information gathered.?

The interview report should identify the witness and all
other persons who participated in the interview; specify
the date, time, duration, and location of the interview; and
summarize the information conveyed by the witness. In
addition, the interview report should describe any admo-
nitions or instructions given to the witness (e.g., Upjohn
warnings; see also a more elaborate discussion of this
at “Representation Issues in Corporate Internal Investi-
gations: Identifying and Addressing Risks”) and indicate
that it contains the interviewers’ mental impressions and
thought processes related to the interview. The inclusion
of mental impressions and thought processes, specifi-
cally denoted as such, should ensure that the report will
be protected from disclosure to third parties by the attor-
ney-client privilege and the work-product doctrine.®
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Corporations facing the question of whether to waive the

attorney-client or work-product privilege during a gov-
ernment investigation should carefully consider the pres-
ent-day benefits and pitfalls of doing so. Beginning with
the “voluntary disclosure policy” of the Securities and Ex-
change Commission (“SEC”) in the 1970s, government con-
sideration of corporate cooperation in making charging
decisions—including waiver of the attorney-client and
work-product protections—has been a part of the fabric
of corporate criminal investigations.® Since the issuance
of the Holder Memorandum by the Department of Justice
(“DOJ”) in 1999, waiver of the attorney-client and work-prod-
uct doctrines has taken center stage. The policy of the DOJ
and numerous other governmental investigative agencies
has evolved in response to changing investigative needs
and the outcry of many against government intrusion into
the attorney-client relationship. Now, more than three years
after the DOJ released its most recent pronouncement on
the issue of waiver, many wonder whether waiver is still a

worry. The short answer is yes.

The DOJ’s nuanced stance on waiver does not guaran-
tee that a corporation can keep its privileged materi-
al privileged and still get the full benefit of a coopera-

tion credit. Further, the DOJ is not the only government



agency conducting investigations, and other agencies
have varying approaches to waiver of the attorney-client
and work-product protections. Even now, corporate coun-
sel must be keenly aware of government interest in a cor-
poration’s waiver of the attorney-client and work-product
protections and be prepared to counsel her clients on the
benefits and drawbacks of waiving the privilege or with-
holding that waiver. This section outlines the pitfalls as-
sociated with the question of waiver today and identifies
certain best practices for corporate counsel addressing
the issue of waiver.

THE GOVERNMENT’S HISTORICAL APPROACH
TO WAIVER OF THE CORPORATE ATTORNEY-
CLIENT AND WORK-PRODUCT PROTECTIONS

“The DOJ’s longstanding policy and practice on coopera-
tion credit has arguably always been a coercive one.”" In
1999, in an attempt to counter the growing belief that the
DOJ was inconsistently exercising prosecutorial discretion
in the context of corporate investigations, Deputy Attorney
General Eric Holder issued a memorandum listing guide-
lines for federal prosecutions of corporations. Included in
the list of nonmandatory factors meant to guide DOJ attor-
neys in deciding whether to charge a corporation was the
corporation’s “willingness to cooperate in the investigation
of its agents, including, if necessary, the waiver of the cor-
porate attorney-client and work product privileges.”? The
SEC followed suit in 2001, issuing the Seaboard Report,
which permits SEC attorneys to consider whether a corpo-
ration waived the attorney-client and work-product protec-

tions in evaluating corporate cooperation.”

As Enron and other corporate scandals ushered in a new
decade, Deputy Attorney General Larry D. Thompson is-
sued a new memorandum in 2003 aimed at developing an
aggressive approach toward corporate prosecution. The
Thompson Memorandum made the factors guiding the de-
cision to charge mandatory. It also “increased emphasis
on and scrutiny of the authenticity of a corporation’s co-
operation,” including its waiver of the attorney-client and
work-product protections.” While the Thompson Memoran-
dum indicated that the DOJ did not “consider waiver of a
corporation’s attorney-client and work product protection
an absolute requirement,” such waivers became the status

quo for companies seeking to avoid criminal prosecution.”®

In 2004, the DOJ’s and SEC’s waiver policies were but-
tressed by amendments to the commentary to Section
8C2.5 of the United States Sentencing Guidelines.® The
amended commentary stated: “Waiver of attorney-client

privilege and of work product protections is not a prerequi-

site to a reduction in culpability score ... unless such waiver
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is necessary in order to provide timely and thorough disclo-
sure of all pertinent information known to the organization.””
Coupled with the Thompson Memorandum and Seaboard
Report, the new Sentencing Guidelines commentary led to
“a culture of waiver.”®

Challenges to the Thompson Memorandum, including the
2006 case of United States v. Stein, dominated the corpo-
rate criminal landscape in the mid-2000s. By late 2006,
the rancor had become loud enough that Senator Arlen
Specter introduced the Attorney-Client Privilege Protection
Act of 2006, aimed at rolling back portions of the Thomp-
son Memorandum regarding the near-mandatory waiver of
the attorney-client privilege.® The DOJ responded with a
revised corporate prosecution memorandum from Depu-
ty Attorney General Paul J. McNulty, announcing that DOJ
attorneys could request a waiver of the attorney-client or
work-product protections only “when there is a legitimate

need for the privileged information.”2°

The McNulty Memorandum further separated attorney-cli-
ent information into two categories. Category | included
“purely factual information,” such as copies of key docu-
ments, witness statements, or “purely factual interview

memoranda regarding the underlying misconduct.” Cat-

to the corporation before, during, and after the underlying

misconduct occurred.” While waiver of Category | infor-
mation could be requested when a “legitimate need” was
shown, Category Il information was to be requested only in
“rare circumstances” when “the purely factual information
provides an incomplete basis to conduct a thorough inves-
tigation.” Waiver requests for both categories of information
required high-level authorization.?’ Despite the changes
adopted by the McNulty Memorandum, corporations con-
tinued to feel enormous pressure to waive the privilege in

order to receive credit for cooperating.

In 2008, the DOJ attempted once again to hone its policy

egory ll included attorney-client communications and non- on waiver of the attorney-client privilege after Senator

factual attorney work product, including “legal advice given  Specter introduced another version of the Attorney-Client
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Privilege Protection Act. In the Filip Memorandum, Dep-
uty Attorney General Mark Filip recognized that “a wide
range of commentators and members of the American le-
gal community and criminal justice system have asserted
that the [DOJ’s] policies have been used, either wittingly
or unwittingly, to coerce business entities into waiving at-
torney-client privilege and work-product protection.” The
memorandum confirmed that the DOJ “understands that
the attorney-client privilege and attorney work product pro-
tection are essential and long-recognized components of
the American legal system.”??

The Filip Memorandum focuses on the DOJ’s policy regard-
ing corporate cooperation on the “relevant facts,” mandat-
ing that cooperation credit be based not on the waiver
of the attorney-client and work-product protections, but
on disclosure of the relevant facts about the underlying

misconduct, whether they are privileged or not. That focus
has been adopted by the United States Attorneys’ Manual:

[Tlhe government’s key measure of cooperation
must remain the same as it does for an individ-
ual: has the party timely disclosed the relevant
facts about the putative misconduct? That is the
operative question in assigning cooperation cred-
it for the disclosure of information—not whether
the corporation discloses attorney-client or work

product materials.?

The Filip Memorandum also prohibits prosecutors from
explicitly requesting waiver of “core” attorney-client or
attorney work-product material (essentially, the McNulty
Memorandum’s Category Il information) or from crediting
corporations that do waive the privilege with respect to this
type of information. The Filip Memorandum also encour-
ages corporate counsel who feel pressured to waive the
privilege in violation of the memorandum’s guidance to
take their concerns up the ladder in the DOJ. The SEC’s
new Enforcement Manual similarly discourages explicit re-

quests for waiver of the privilege.?

IS WAIVER STILL A WORRY?

While the Filip Memorandum may have ushered in a kinder,
gentler DOJ approach to waiver of the attorney-client privi-
lege and attorney work-product doctrine, waiver remains a

help them avoid government sanctions.
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significant and complex issue in corporate investigations.
First, the Filip Memorandum applies only to investigations
and prosecutions undertaken by the DOJ. While the DOJ
prohibits requests for waiver of “core” attorney-client and
work-product material, numerous other government agen-
cies have yet to adopt such clear demarcations.?® And,
while the Filip Memorandum and SEC Enforcement Manual
instruct DOJ and SEC attorneys not to explicitly ask for a
waiver, an organization may still enhance its cooperation
credit with those agencies by voluntarily waiving the privi-
lege and turning over attorney notes and memoranda.

Further, even with the prohibition of requests for waiv-
er of “core” privileged materials, cooperation under the
Filip Memorandum requires full disclosure of the “rele-
vant facts”—establishing a new pitfall of which companies
should be aware. A corporation that does not disclose rele-
vant facts to the government for whatever reason is not en-
titled to receive credit for cooperation. “The obvious prob-
lem is that the ‘facts’ uncovered in an internal investigation
are actually an attorney’s distillation of numerous interviews
and documents and therefore work product.”?® While the
Filip Memorandum states that it is up to the organization to
decide whether to conduct internal investigations in a priv-
ileged or nonprivileged manner, “there is still a pressure to
waive attorney-client privilege if you have ‘relevant factual
information’ covered by attorney-client privilege . . . [alnd
quite a bit of ‘relevant factual information’ is subject to priv-
ilege claims.”?” As a result, the Filip Memorandum'’s require-
ment of full factual disclosure may have actually reduced
the protection afforded to Category | privileged information
under the McNulty Memorandum.

Because of these waiver considerations, corporate coun-

sel should be careful to clearly identify and separate
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attorney-client and work-product material from factual
matter. When deciding to reduce the results of interviews
to writing, therefore, corporate counsel should consider
whether the corporation will choose to turn over those in-
terviews to provide full disclosure of the relevant facts. If so,
all attorney impressions and strategy should be excluded.
Similarly, corporate counsel should carefully consider how
to present factual findings to investigative agencies. Rather
than turning over interview memoranda or notes, corpora-
tions may want to consider as an alternative an oral attor-
ney proffer of factual information coupled with an explicit
agreement from the investigating agency that such proffers
do not constitute waiver of the privilege. These consider-
ations may also impact the degree of detail included in

notes memorializing a witness interview.

Anytime a corporation considers waiving the attorney-cli-
ent privilege, corporate counsel should keep in mind that
waiver of the privilege in response to a government inquiry
almost always results in waiver regarding that same subject
matter in any other litigation, whether it is an investigation

by another government agency, civil enforcement based



on the investigation, or litigation instituted by a private par-
ty.?® Before suggesting that a corporation waive the privi-
lege, corporate counsel should instruct her client that the
waived communications could be presented in any civil suit
brought against that company, and the client should con-
sider the consequences.

Likewise, it is important to consider that waiver of the
privilege on a narrow set of documents could result in a
broader waiver of the entire subject matter to which those
documents refer. Under Federal Rule of Civil Procedure
502, intentional waiver of any communication will generally
result in the waiver of any document related to the sub-
ject matter of that communication. For this reason, coun-
sel should not take a document-by-document approach
to waiver, but instead should consider the implications of
waiving the attorney-client privilege or work-product pro-
tection of all documents involving a single subject matter.

Finally, when weighing the cooperation decision, corporate
counsel should be aware that there are still times when the
best strategy is to not waive the privilege and to decline
to cooperate at all. The circumstances requiring that de-
cision may vary, from circumstances in which cooperation
is not likely to prevent prosecution or significantly reduce
a penalty, to cases in which the government is unlikely to
seek to obtain evidence in a corporation’s control without
corporate assistance. In those circumstances, not waiving
the privilege permits legal advice and strategies to remain
confidential throughout the entire course of the investiga-

tion and the subsequent legal or administrative proceeding.

CONCLUSION

While the Filip Memorandum and the new SEC Enforcement

Manual have strengthened a corporation’s ability to keep
core attorney-client and work-product material protected,
it has not eliminated the possibility that the privilege should
be waived to maximize cooperation credit. Until such time
as waiver of the privilege is no longer a factor in determin-
ing cooperation credit, corporate counsel must continue
to vigilantly protect the privilege of her corporate clients
throughout an internal investigation and counsel them on
the advantages and disadvantages of waiver during gov-

ernment investigations.

James R. Wooley | Cleveland | +1.216.586.7345 | jrwooley@jonesday.com

Jim Wooley’s practice involves representing public and private corporations and business professionals in
federal, state, and local criminal investigations. He also conducts internal investigations into allegations of em-
ployee misconduct, fraud, and other business crimes.

Jim’'s matters involve antitrust, criminal tax, health-care fraud, securities fraud, public corruption (including the
FCPA), environmental crimes, customs law violations, and other criminal statutes. He has successfully repre-

sented clients in matters before the U.S. Department of Justice, as well as the SEC, IRS, EPA, FDA, NASA, NRC, and other federal,

state, and local law enforcement agencies.

Jim served as a federal prosecutor handling criminal cases involving racketeering, public corruption, murder, fraud, money laun-
dering, and other federal crimes. At the DOJ, he received awards for his work prosecuting notable cases, including RICO cases
against organized-crime families, a landmark forensic DNA case, and the largest police-corruption case in FBI history at that time.
He also served as an assistant in the office of Manhattan D.A. Robert Morgenthau.



REPRESENTATIC
SOUES

JRPC
NTE
VESTIGAT

RAl
ANA

ONS:

JENTIFYING AND
JRESSING RISKS

16

Corporate entities compelled to respond to allegations of
corporate malfeasance are often required to undertake in-
ternal investigations in order to uncover the facts, maintain
management integrity, and fulfill their obligations to share-
holders. Once a complaint is generated, whether internally
by an employee or externally by a governmental inquiry, both
in-house and outside counsel engaged by the corporation
must be cognizant of the complexities of client represen-
tation that are present in virtually every corporate internal
investigation. Most significantly, it is important to determine
“who is the client” and clarify the application of the attor-
ney-client privilege and the reporting relationships for the
attorney conducting the investigation. This process neces-
sarily requires a full understanding of the scope and objec-
tives of the internal investigation and the hazards posed by
failure to appreciate the potential conflicts of interest that

might emerge during the course of the investigation.

This section will discuss some of the practical issues that
arise in representing a corporate client in an internal inves-
tigation. From the inception of the investigation to the de-
livery of the report summarizing its conclusions, the client
and its counsel must be vigilant about preserving the at-
torney-client privilege, dealing with potential conflict issues

inherent in multiple representation, and avoiding the pitfalls



associated with an investigation that has “too many chefs in
the kitchen” or conflicting agendas by different principals

within the corporate client.

The adoption of a disciplined, pragmatic approach to these
issues will go a long way toward maintaining the integrity
of an internal investigation and avoiding the costly conse-
quences that can result from failure to anticipate these po-

tentially problematic areas.

REPRESENTING A CORPORATION OR AN
INDIVIDUAL: CONFLICTS OF INTEREST AND
PRIVILEGE CONSIDERATIONS

When faced with a whistleblower complaint or an adminis-
trative or criminal subpoena that suggests possible man-
agement or corporate misconduct, corporate counsel will
generally retain an outside attorney to respond and con-
duct an internal investigation. Outside counsel who have
not previously represented the company are viewed by
the government as more independent than the company’s
usual outside counsel and may have more credibility if the
company later decides to share the findings of the investi-

gation with the government or other third parties.

The scope of the engagement generally depends on the
scope of the subpoena or the nature of the allegations.
While the investigation should stay focused on what is per-
ceived to be the alleged misconduct, counsel cannot turn
a “blind eye” to related conduct or other questionable ac-
tivities, especially if the company intends to seek credit for

its investigatory efforts at a later time.

The investigating outside counsel often will be hired by the
corporation itself or by the corporation’s general counsel.
In either case, the corporation is the client, and as the cli-
ent, the corporation is the holder of the attorney-client priv-
ilege. The attorney-client privilege provides, generally, as
follows: () When legal advice of any kind is sought (i) from
a professional legal advisor in his capacity as such, (jii) the
communications relating to that purpose, (iv) made in con-
fidence (v) by the client, (vi) are, at the client’s insistence,
permanently protected (vii) from disclosure by the client or

by the legal advisor (viii) unless the protection is waived.?®

Navigating the twists and turns of the attorney-client privi-
lege can become tricky in the context of corporate repre-
sentation. For instance, when a corporation undertakes an
internal investigation, it can conduct the review in-house
through its attorneys or compliance officer. While this is
generally the most cost-effective approach in the short
term, it runs the risk that management, tasked with inves-
tigating itself, will not be viewed as sufficiently objective
or may not be experienced enough to adequately protect
the corporation in the investigative process. If the corpo-
ration retains an outside consultant to head up the effort
and the consultant retains outside counsel to assist with
the legal analysis, the advice of that outside attorney may
not be viewed as privileged because the attorney is provid-
ing legal advice to the consultant, not to the corporation.
If, on the other hand, the corporation itself hires the out-
side counsel to conduct the investigation, and the outside
counsel retains the third-party consultant pursuant to a
Kovel agreement,® the attorney can share information with
the consultant without risking waiver of the attorney-client

privilege.®

After an internal investigation is concluded, the question
often arises whether to share the results of the investigation
with the Department of Justice (“DOJ”) and/or government
regulators, such as the Securities and Exchange Commis-

sion (“SEC”), in order to obtain “cooperation credit” and
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increase the chance of avoiding indictment or reaching
a favorable settlement. Under the DOJ’s Filip Memoran-
dum,®2 a corporation deserves cooperation credit if it dis-
closes “relevant facts” uncovered in its internal investiga-
tion.® Similarly, the SEC’s Seaboard Report states that the
Commission will consider the extent to which the company
made available the results of its internal review.>*

The decision to disclose the results of an internal investi-
gation frequently highlights the tension between represen-
tation of the company and representation of an individual
officer, director, or employee of the company.

While communications between company counsel and em-
ployees of the company are privileged,*® the privilege be-
longs only to the company, not to the individual. As a result,
it is within the company’s sole discretion to waive privilege
and attempt to obtain cooperation credit for the company
by sharing with the government information revealed during
the course of an internal investigation. The company need
not obtain permission from the employee to disclose the
employee’s interview statements, nor need it even advise

the employee of its decision to disclose.

However, prior to conducting the employee interview, the
lawyer must sufficiently and unequivocally advise the em-
ployee that the lawyer represents the company, not the in-
dividual; that the company is the holder of the attorney-cli-

ent privilege; and that the individual has no control over

whether the company may elect to waive the privilege, in-

cluding by disclosing facts of the investigation to the gov-
ernment, and that it is not uncommon in general for corpo-
rations to do so. This is the Upjohn warning—based on the
seminal Supreme Court decision in Upjohn Co. v. United
States®® and commonly referred to as the “corporate Miran-
da warning”—that the investigating lawyer must provide to
a company employee at the start of any interview. Other-
wise, individual officers, directors, and employees may er-
roneously conclude that the lawyer represents not only the

corporation, but each of them as individuals. The absolute

government.
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worst-case scenario for inside and outside counsel is to
be deemed by a court to have unintentionally misled the
witness-employee into believing she was personally repre-
sented by the corporate counsel.

This can present a conundrum for the attorney. On the
one hand, it is in the interest of the company to encourage
the employee to be candid and complete during the fact-
finding interview, but on the other hand, the Upjohn warning
risks silencing the employee, who may hesitate to reveal in-
criminating information, knowing that it is entirely the com-
pany’s decision whether to disclose that information to the
authorities.

If the attorney fails to give an adequate warning and the
employee concludes reasonably and in accordance with
the applicable law® that the company counsel also rep-
resents her personally, the company—which generally can-

not waive the employee’s attorney-client privilege®*®*—may

be prohibited from disclosing the employee’s interview
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statements and may thus be limited in its ability to secure
cooperation credit for the company and may suffer a host

of more serious consequences.

This was sharply illustrated in United States v. Nicholas,*
where the company’s outside counsel, in an effort to se-
cure cooperation credit, turned over to the government
the interview statements of the company’s CFO, William
Ruehle, ostensibly without Ruehle’s consent. Ruehle was
subsequently indicted and moved to suppress his state-
ments on the ground that he believed that company coun-
sel represented him personally and that the statements
he made to those attorneys were protected by the attor-
ney-client privilege. The district court agreed, suppressed
Ruehle’s statements, and lambasted the law firm that con-
ducted the interview for failing to give a proper Upjohn
warning.®® The Ninth Circuit reversed on appeal, finding
that Ruehle’s statements were made not “in confidence”
but for the purpose of disclosure to the company’s outside
auditors—a fact of which Ruehle was well aware—and that
therefore Ruehle could not rely on the attorney-client priv-
ilege to suppress the use of the statements in his criminal

prosecution.*

Although Ruehle was reversed, the lessons from the district

court opinion linger:

+ First, the attorney representing the corporation in the
internal investigation must assess the existence of po-
tential conflicts of interest early on in the investigation,
before substantive information is obtained from individu-
als, and then continue to reassess potential conflicts as
the matter proceeds so that separate counsel can be
retained timely.

+ Second, the attorney should advise any employee who

is, or is likely to become, a subject, target, or material



witness to retain separate counsel. This should be done
before the individual provides substantive information to

company counsel.

* Third, the Upjohn warning must make it clear that the law-
yer represents the company only and not the individual.
A comprehensive Upjohn warning advises the individual
being interviewed that: () the lawyer represents the cor-
poration, not the individual; (ii) the lawyer is conducting
the investigation in order to gather information and pro-
vide legal advice to the company; (iii) the attorney-client
privilege belongs to the company, and the company may
elect to waive the privilege and disclose to third parties—
including the government—any information learned from
the interview, without the individual's consent; and (iv) in
order to maintain the privilege, the substance of the in-
terview is and should remain confidential.®? If the compa-
ny is cooperating with law enforcement authorities and
there is a reasonable expectation that the company will
share the substance of its investigation with the author-
ities, counsel should advise the employees of this likeli-
hood. The lawyer should memorialize, either in a memo-
randum or in contemporaneous notes, that a full Upjohn
warning was given and that the individual acknowledged

understanding it.

+ Fourth, if the attorney concludes that simultaneous rep-
resentation of the company and one or more individuals
is appropriate, the lawyer should obtain a written conflict
waiver from both the company and the individual client,
possibly vetted by independent counsel for each poten-
tial client. Even a complete, well-documented Upjohn

warning is not sufficient to guard against the possibili-
ty that an actual, irreconcilable conflict of interest could
arise that would prevent the attorney from representing
any client in the matter. Ideally, the written conflict waiv-
er or engagement letter will expressly state that if an ir-
reconcilable conflict arises and the attorney is forced to
withdraw as counsel for one client, she may nonetheless
continue to represent another client in the matter.

REPRESENTING A CORPORATION AND BOARD
OF DIRECTORS OR COMMITTEE OF THE BOARD:
CONFLICTS OF INTEREST AND PRIVILEGE
CONSIDERATIONS

Other thorny issues may arise when a conflict of interest
comes to light between the corporation and senior man-
agement. For example, if corporate counsel retains an
outside attorney to respond to a grand jury subpoena and
conduct an internal investigation, the outside counsel nor-
mally would report to the legal department that initiated the
engagement.

However, the investigation may reveal that the legal de-
partment itself has exposure for the conduct under inves-
tigation such that it becomes impossible for the outside
attorneys to continue reporting to corporate counsel. This
requires walling off the legal department from the internal
investigation and offering separate counsel to the in-house
lawyers involved in the matter under investigation. In such
a situation, where the corporation effectively is investigat-
ing its own management, the audit committee or a special
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negotiations, Harriet persuaded the government to settle for less than 6 percent of its initial settlement demand.
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committee of the board of directors would likely be con-
vened for the specific purpose of supervising the internal
investigation. Outside counsel would report to the commit-
tee, keep it abreast of the factual and legal developments,
and present to it the oral or written report of investigation.
When an internal investigation focuses on conduct that po-
tentially implicates corporate management, it is especial-
ly important that the investigating attorneys be viewed as
independent. They should not be from the same firm as
the corporation’s regular outside counsel; indeed, regular
outside counsel may themselves be percipient withesses
to the conduct under investigation.

When outside counsel
report to a committee
of the board of direc-
tors, privilege consid-
erations often result in

walling off senior man-

agement or certain
members of senior management. Committees of a board
of directors have their own attorney-client privilege, sep-
arate from that of the corporation.®® The privilege extends
only to those directors who are members of the special
committee or audit committee, i.e., those who are outside
directors or who otherwise have no involvement in or ex-
posure for the conduct under investigation.** As a result,
when outside counsel reports on the status of its investiga-
tion, those board members who are not part of the special
committee must leave the boardroom, and the minutes of
the meeting, which are privileged and confidential, must
be kept separate from the regular board minutes. If the

committee members or the attorneys conducting the inter-
nal investigation communicate about the investigation with
anyone other than the special committee of the board, they
risk waiving the privilege.*®

Walling off senior management or an influential or con-
trolling shareholder raises delicate issues for the attorney
conducting the investigation. The excluded individuals can-
not have any role in directing the investigation, nor can they
receive any feedback on the results of the investigation as
it progresses. Both in-house and outside counsel must take
measures to ensure that walled-off individuals do not exert
any inappropriate influence on the investigation. Any per-
ceived pressure from such individuals must be firmly dealt
with from the outset, by putting in place explicit guidelines
or, if necessary, establishing recusal procedures in order
to maintain the integrity and the independence of the in-
ternal review. Failure to timely and firmly address these is-
sues could seriously undermine the ultimate credibility and
effectiveness of the internal investigation and its findings.
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In sum, the representation of a corporation in an internal
review presents varied and complex issues. When asked to
represent a corporate entity, the practitioner should con-
sider the following types of questions:

+ To whom will you report?

+ If you are retained by corporate counsel, does the gener-
al counsel or someone else in the legal department have
potential exposure for the conduct under investigation? If
so, can that individual be walled off, or will the entire legal
department have to be disqualified from the internal in-
vestigation? Is there a way to keep the legal department
in the loop without sharing investigation details?

Sometimes the legal department itself will have conduct-
ed a due diligence review, and outside counsel will be
called in as independent outside counsel. Can you re-
port to the legal department, or does the legal depart-
ment have an irreconcilable conflict of interest such that
it should be walled off from the investigation?

If the legal department is implicated in the alleged
wrongdoing or has itself conducted a review, to whom do
you report? Do you report to the board of directors? Are
any of the directors potentially implicated? If so, can you
report to the audit committee? Or if members of the au-
dit committee are potentially involved, must the board of
directors convene a special committee, comprising indi-
viduals having no connection to the conduct under inves-

tigation, for the purpose of supervising the investigation?

If you report to a special committee, how will you pro-
tect privileged communications? Can you share the re-
sults of your investigation with the entire board? Can

22

you share it with the company’s regular outside litigation
counsel?

If the goal is to conduct an internal investigation and im-
plement remedial measures in order to secure coopera-
tion credit, how do you position yourself so that, as inde-
pendent outside counsel, you have maximum credibility
with the government? Can you share the results of your
investigation with corporate counsel? With outside litiga-
tion counsel? And if not, how can the corporation and
individual targets mount a meaningful defense to allega-

tions of corporate wrongdoing?

What steps must you take to ensure that the reporting
relationship is free of any internal conflicts? When is it
necessary to exclude an in-house attorney, senior exec-
utive, or major shareholder who might have an interest in

influencing the direction of the investigation?

CONCLUSION

The issues addressed in this section often arise in the
context of a corporate internal investigation. The integrity
of the investigation can be seriously compromised if the
company and its counsel are not mindful of the hazards
inherent in the process. And, even more importantly, the
potential adverse consequences of creating unintention-
al attorney-client relationships are draconian.There are no
easy answers. But it is important that the practitioner be
alert, at the outset, to the different issues of privilege and
conflicts of interest that arise when counsel is called upon
to represent a corporation in an internal investigation. An-
ticipating these complexities is the best way to ensure the

credibility and effectiveness of the representation.
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The joint defense privilege—whereby multiple defendants
in a case and their legal counsel are allowed to communi-
cate with one another without jeopardizing the attorney-cli-
ent privilege and risking disclosure of the substance of
those communications to the government—can be a pow-
erful tool in corporate criminal defense. Indeed, it can be so
powerful that for years the Department of Justice (“DOJ”)
actively discouraged joint defense agreements (‘JDAs”)
by considering their use among a corporation and its em-
ployees as evidence that the corporation was “protecting
its culpable employees and agents” and thus more deserv-
ing of prosecution.“® However, the JDA is also a tool that
is fraught with pitfalls and uncertain interpretation across
jurisdictions. Thus, though JDAs are often a necessity in
corporate criminal defense, they should not be entered into
without foresight and due attention to several key aspects.”

JOINT DEFENSE AGREEMENTS:
WHAT THEY ARE, WHY THEY ARE IMPORTANT

The joint defense privilege, also known as the “common
interest privilege,” was recognized by courts as early as
1964 as an exception to the normal rule that attorney-client

privilege and attorney work-product protections are waived



-

when otherwise privileged communications or materials
are disclosed to a third party.®® Pursuant to this exception,
privileged communications between a client and his attor-
ney, and that attorney’s work product, remain protected
even if disclosed to certain third parties.*® The privilege can
be asserted defensively (to avoid having to disclose infor-
mation to the government) and also offensively (to prevent
another party of the joint defense from disclosing informa-
tion that was gained through the joint defense effort). The
party seeking to establish the existence of a joint defense
privilege and assert the protections it conveys must show,
at a minimum, that: (i) the communications were made in
the course of a joint defense effort; (ii) the statements were
designed to further the effort; (i) the communications were

intended to be kept confidential; and (iv) the privilege has
not otherwise been waived.*® JDAs need not be written and
can be formed by anything from simple oral undertakings
to detailed written agreements.”’

The benefits of such agreements among codefendants can
be extremely valuable. Without the privilege, codefendants
represented by separate counsel would not be able to
share information or work product without making the com-
munications subject to disclosure by compulsion to the
government. The prospect of such disclosure would greatly
increase the cost of litigation and require significant dupli-
cation of investigative and litigation work. Fear of disclosure
could also significantly hinder the effectiveness of inves-
tigations (for example, a company’s ability to conduct an
internal investigation would be severely curtailed because
employees would be wary of sharing information with the
company or other employees) and formation of a unified
legal strategy. In contrast, the government has the power
of the grand jury to gather and compile information from
all sources and present a single prosecution strategy while
leaving defendants guessing about what the others know
or intend to do. Thus, the privilege allows codefendants to
somewhat counter the government’s information-gathering
and unified legal strategy advantage. Essentially, pursuant
to the joint defense privilege, information is allowed to flow
among defendants as if they were represented by joint
counsel, but with each defendant having the benefit of in-
dividual counsel to fully protect and advocate for their own
separate interests.
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The DOJ, recognizing the benefits to defendants of JDAs,
effectively discouraged their use for years. In addition to
a widespread practice of routinely asking if defendants
had entered into a joint defense arrangement (which had
the implicit effect of discouraging their use), in 1999 the
DOJ explicitly included in its statement of principles of
prosecution of business organizations that prosecutors
should consider a company’s “providing information to the
employees about the government’s investigation pursu-
ant to a joint defense agreement” in evaluating whether it
was “protecting its culpable employees and agents,” and
thus in weighing whether the company was cooperating
with an investigation.®2 Consequently, a corporation’s par-
ticipation in a JDA could make a federal prosecutor more
likely to bring charges against the corporation. This prin-
ciple was included in subsequent restatements of DOJ
policy in 2003% and 2006.% Facing intense criticism and
proposed legislation® over this and other provisions that
discouraged corporations from asserting privilege or pay-
ing the legal fees of employees, the DOJ revised its pol-
icy in August 2008 to state that “the mere participation
by a corporation in a joint defense agreement does not
render the corporation ineligible to receive cooperation
credit, and prosecutors may not request that a corpora-
tion refrain from entering into such agreements.”® The
protection offered by this revision, however, is suspect,
given that the revised policy also includes important ca-
veats stating that the government may withhold coopera-
tion credit if a corporation—notwithstanding the existence
of a JDA—fails to share information with the government
or shares sensitive information with other defendants that
the government has provided to the corporation.®”

PITFALLS AND BEST PRACTICES

Though there are a number of advantages to utilizing JDAs
to communicate among codefendants, entering into one
should not be done lightly. There are a number of pitfalls—
some explicitly noted in the DOJ Principles of Prosecution,
and others that can be latent traps for the unwary—so de-
liberate attention should be given to a number of issues pri-
or to the exchange of communication with codefendants. A

few of the primary ones are discussed below.

WRITTEN V. ORAL AGREEMENTS

There is no requirement that JDAs be reduced to writing.%®
Consequently, many JDAs remain oral, despite courts’ stat-
ed preference for written agreements.®® Some attorneys
purposely choose not to reduce agreements to writing so
that the agreements are not subject to production.®® At other
times, oral agreements are made for the sake of expediency
(it can take time to draft a document and get signatures
from multiple defendants and their respective attorneys) or
perhaps to avoid a breakup of the joint defense effort that
may be instigated by uncomfortable negotiation of the fine
points of waivers and limitations discussed below (concern-
ing eventualities that may never even come to pass). Very few
such agreements ever end up being challenged in court, so
the lack of a written agreement does not often become an
issue. Nonetheless, courts have expressed a preference for
written agreements that are clear, set forth all parties’ ob-
ligations and responsibilities, and contain knowing and in-
formed waivers and commitments. Memorializing the agree-
ment in writing also makes it less likely that a court would
find that no joint defense—express or implied—was ever
formed. Furthermore, the existence of a written agreement

criminal charges against a major design-build company. All charges against the company were dismissed, and the company
paid a civil assessment.
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with explicit waivers may be the only way to avoid serious
conflict issues that can be imputed to an attorney’s current
and subsequent firms, or to resolve a conflict about what

information can or cannot be disclosed to the government.

To the extent that lack of time to draft a written agreement is
a factor, it should be noted that at least two courts have spe-
cifically endorsed a form JDA published by the ALI-ABA.®

WAIVER REGARDING CROSS-EXAMINATION OF
TESTIFYING WITNESS

One of the most com-
mon ways in which
JDAs become prob-
lematic—and thus one
of the issues that de-
serves the most signif-
icant thought and at-

tention before entering

into a JDA—is when, in
the event a participant ultimately becomes a testifying wit-
ness for the government, that person waives confidentiality
of his own privileged materials such that another member of
the joint defense may use those materials to cross-examine
the witness. Thus, a defendant who withdraws from the JDA
and agrees to testify for the government against other de-
fendants may be cross-examined by use of the materials
and information he disclosed in the course of the joint de-
fense. At least one court has held that this waiver is an in-
herent aspect of the joint defense privilege.®?

Due to the conflicts of interest that may arise when an at-
torney cross-examines a former JDA participant with his
own confidential communications, this is the situation re-
sulting from JDAs that is of most concern to courts. Ac-
cordingly, attorneys should make sure that clients fully un-
derstand this waiver (and that the waiver is clearly stated
in a written JDA).3
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WAIVER REGARDING CREATION OF ATTORNEY-CLIENT
RELATIONSHIP

Attorneys should, for their own benefit, include explicit dis-
claimers of the creation of an attorney-client relationship
with other members of the joint defense group. Though the
analysis varies by jurisdiction and by various ethics rules,
some courts have held that entering into a JDA does not
create a duty of loyalty between an attorney and other joint
defense members.®* However, there is still a duty to avoid
future conflicts of interest arising from the receipt of confi-
dential information from, and resulting fiduciary obligations

to, the joint defense members.

The Bar of the District of Columbia has issued a detailed
ethics opinion that analyzes various issues arising from
exchange of confidential information among JDA partici-
pants.®® That opinion explains that although a JDA does
not make parties “clients” of the participating lawyers,
the agreement creates an obligation for the participating
lawyers to maintain the confidentiality of the information
shared pursuant to the JDA.®® Such confidentiality obliga-
tions can give rise to a conflict of interest and preclude a
lawyer from undertaking a representation adverse to JDA
parties in a substantially related matter that implicates the
confidential information.®” The opinion concludes that at-
torneys are—absent a release from the obligations—per-
sonally disqualified from substantially related matters ad-
verse to a joint defense member.®® However, it is possible to
prevent this disqualification from following the attorney and
being imputed to a new law firm if the attorney is screened
from adverse matters.®® It may also be possible to prevent
the conflict from being imputed to the attorney’s current
law firm, depending on the circumstances, if the attorney
takes proactive measures from the outset, such as screen-
ing the matter from other attorneys at the firm and signing
the attorney’s own name to the JDA instead of signing on
behalf of the firm.™



ABILITY TO WITHHOLD INFORMATION

A well-drafted JDA should also include a disclaimer of any

affirmative duty to share information with the joint defense
group. Though this element may be implicit in any JDA, it
would be prudent to explicitly state it. This is even more
important in light of the statement in the current DOJ Prin-
ciples of Prosecution that the DOJ may make cooperation
credit for an individual or corporation contingent upon that
person or entity not transmitting certain sensitive informa-
tion to others in the group.”

RESERVATION OF RIGHT TO PROVIDE INFORMATION TO
THE GOVERNMENT

A much more sensitive waiver issue, and one that has not
been addressed by many courts, is whether one party can
reserve the right to provide to the government certain in-
formation gathered during the course of the joint defense

effort. This issue will typically be raised by a corporation that
may, pursuant to SEC or other agency regulations, have ob-
ligations to disclose evidence of wrongdoing by employees
or may be facing pressure from the DOJ to demonstrate
cooperation in an effort to avoid indictment. While the cur-
rent DOJ Principles of Prosecution state that “mere partici-
pation by a corporation in a joint defense agreement does
not render the corporation ineligible to receive cooperation
credit,” that document also contains a caveat which sig-
nificantly undermines that statement. Specifically, the DOJ

Principles go on to state:

Of course, the corporation may wish to avoid put-
ting itself in the position of being disabled, by vir-
tue of a particular joint defense or similar agree-
ment, from providing some relevant facts to the
government and thereby limiting its ability to seek
such cooperation credit. Such might be the case
if the corporation gathers facts from employees
who have entered into a joint defense agreement
with the corporation, and who may later seek to
prevent the corporation from disclosing the facts
it has acquired. Corporations may wish to address
this situation by crafting or participating in joint
defense agreements, to the extent they choose
to enter them, that provide such flexibility as they

deem appropriate.’

It is not clear exactly what “flexibility” the DOJ envisions
corporations including in JDAs to account for this concern.
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Courts may be hesitant to accept efforts by a corporation
to reserve a unilateral right to disclose joint defense com-
munications—such a unilateral right might indicate that the
information disclosed by other parties was not intended to
be kept confidential and thus might prevent the privilege
from ever attaching.

A more likely option would be for the corporation to request
a temporary limited waiver of the joint defense privilege
when disclosure is necessary. At least one court confronted
with such a situation upheld a temporary deviation from the
JDA where a corporation’s counsel announced a desire to
interview employees (who had entered into a JDA with the
corporation) and provide notes of the interview to the gov-
ernment.”® The employees acquiesced to the interview, and
the corporation did in fact provide notes of the interview to
the government. The court found that the employees had
accepted the proposed carve-out of the joint defense priv-
ilege as to the notes of the interview, with the JDA otherwise
continuing in force. Corporations relying on this approach,
however, obviously run the risk that the employees will not
agree to the requested waiver at the time of the request.

Furthermore, even if members of a JDA agreed to a limit-
ed waiver, a corporation that discloses information to the
government should be mindful of inadvertently making a
broader waiver of privilege. For example, disclosure of at-
torney work product to a government agency, even if the
disclosure is made pursuant to a confidentiality agreement,
may destroy the privilege and make the materials subject to
disclosure to all other government entities and even private

parties.” Most courts have shown hostility to the concept of
selective waiver, i.e., providing otherwise privileged materi-
als to a third party, such as the DOJ or SEC, without waiving
privilege to underlying or related materials. Thus, if such a
limited disclosure is necessary, attorneys should take care
to limit the scope of potential waiver. One possible method
is to confine disclosed information to solely factual materi-
als by drafting separate memoranda after interviews—one
memoranda to reflect factual information and a sepa-
rate one (which is not disclosed) to reflect the attorney’s

thoughts, impressions, legal analysis, and strategy.

TAKEAWAY

JDAs can be a powerful tool to counter the inherent ad-
vantages enjoyed by the government in criminal and relat-
ed civil litigation and can also be a way to greatly reduce
litigation costs by encouraging the sharing of information
and coordination of efforts among defendants. However,
attorneys should not enter into such agreements without
due consideration of the potentially serious complications
that may arise and without taking prospective steps prior
to committing to the agreement to ensure that the form and
content of the agreement meet their clients’ needs. In the
case of counsel for a corporation, attorneys should be par-
ticularly mindful of the DOJ’s vague principles of prosecu-
tion in relation to JDAs and of other potential competing
disclosure requirements. Different courts’ interpretations of
similar language and concepts can vary and must be ex-

plained clearly to the client.
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Retaining qualified and experienced experts early in an

internal corporate investigation or litigation can be excep-
tionally valuable. Many lawyers, however, wait until late in the
process even to start thinking about retaining experts, when
key interviews have already taken place, strategic decisions
have been made, and time for a thorough search and vetting
of potential experts is limited. Starting the search early max-
imizes the expert’s ability to develop a comprehensive un-
derstanding of the facts, potential claims, and objectives in
the case to add significant value. This section addresses the
pitfalls counsel may encounter in the process of retaining
experts and outlines best practices in working with experts
in corporate investigations and litigation.

CONSULTING EXPERTS AND TESTIFYING
EXPERTS

Procedurally, there are two types of experts: consulting ex-
perts and testifying experts. Appreciating the difference—
namely, how they are used and what information may be
discoverable by the opposition—will impact the selection
of experts and the way in which lawyers work with experts
throughout the case. A consulting expert is retained in con-
fidence, and the fact of his retention need not be disclosed
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to anyone. The consulting expert’s work, advice, and opin-

ions are not discoverable as long as you segregate the

consultant’s work from that of any testifying experts.

In contrast, the methodology, opinions, and credentials of
a potential testifying expert must be disclosed in civil and
criminal cases, and the testifying expert likely will be sub-
ject to a pre-trial deposition in civil litigation.”® Thanks to a
December 2010 change in the Federal Rules of Civil Pro-
cedure, drafts of testifying experts’ reports are protected
work product and not discoverable, regardless of the form
in which the draft is recorded.” That said, communications
between a party’s attorney and any potential testifying ex-
pert are discoverable in civil cases in three circumstances:
(i) if they relate to compensation for the expert’s “study or
testimony?; (ii) if they identify facts or data the attorney pro-
vided and the expert considered in forming his opinions; or
(i) if they identify assumptions the attorney provided to the
expert that the expert relied upon in forming an opinion.” If
litigation could ensue in state court, counsel should review
relevant state and local rules regarding discoverability of
expert drafts and other information before beginning work

with any experts.
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The protections afforded consulting experts are often
useful for testing theories, data, and analyses—including
through strategy meetings with the attorneys—that you
would not want disclosed to your opponent. Often, how-
ever, when the outcome of the consulting expert’s analysis
is immaterial or is affirmatively helpful, the team considers
converting the consultant into a testifying expert. For this
reason, it is important to keep the applicable disclosure
rules in mind so that the consulting expert is not tainted
with information you would not want disclosed, which could
foreclose the opportunity to use that person as a testifier.
Discussed below are considerations for choosing and us-
ing both consulting and testifying experts effectively in the
investigation and litigation stages of a matter, all of which

may overlap.

CHOOSING THE RIGHT EXPERT

Selecting an expert begins with an open-minded approach
to the pool of potential candidates. Certainly, in some cases
it may be easier or more cost-effective to use an in-house
company employee as an expert, but this will not always
be possible or advisable. Assuming there is an in-house
employee with the relevant expertise, if the employee lacks
objectivity, his analysis may be flawed. When an in-house
expert does not exist or is not appropriate for a particular
case, such as when that individual has actual knowledge
relevant to the matter and may be a fact witness, the legal

team must look elsewhere for an expert.

Many lawyers simply canvass friends, colleagues, or search
firms for expert recommendations. While this is generally a
good starting point, the search can and should be much
broader. Consider, for example, authors of pertinent arti-

cles relevant to your subject matter or other sources cited



within those articles. University professors who teach in the
relevant field may make good consulting or testifying ex-
perts. Indeed, professors typically are well versed in how
to break complex concepts down into understandable
pieces, a valuable skill for working with the legal team and
for deposition or trial testimony. Industry organizations can
also be excellent sources of potential experts who are re-
spected in their fields.

Lawyers must also consider what to look for in a particular
expert. Clearly, it is critical to retain an expert with signifi-
cant education and experience in the relevant subject mat-
ter, ideally with premier credentials in his field. Take time
to investigate the expert's resume, as some credentials
are relatively meaningless and require little more than an
application fee and a basic test. In contrast, meaningful
credentials generally require difficult tests, lengthy experi-
ence requirements, and peer or even client evaluations. An
investigation of the expert’s educational background and
credentials, including a thorough reference check, is par-
ticularly important if you were not referred to the expert
by a trusted source. If the expert is “puffing” in his resume
or marketing materials and ends up serving as a testifying
expert, you can be sure your opponent will discover and

exploit the inflated information.

The expert’s attitude toward the case is also important.
Identify imaginative people with energy and enthusiasm for
their work. Someone who is interested only in his own small
piece of the case is not likely to contribute as much strat-
egic thinking as a more interested and participatory expert,
who can add significant value to the case by helping the

lawyers shape discovery and investigation.

The expert’s substantive attitude toward the investigation is
also relevant. Make sure the expert is truly comfortable with
the nature of the investigation and/or the position he has
been asked to support in litigation. Even if the final strategy
has not yet been determined and data has not yet been an-
alyzed, your expert should understand your position and be
comfortable generally with the directions in which the case
could go. Certainly, the data will speak for itself, and you
want an expert who will not support an untenable position,
but if a potential expert expresses discomfort with the inves-
tigation, litigation, or your likely position, that expert may not
be the best match for the engagement. At the same time,
however, be wary of an expert who is too quick to agree with
your position or jumps to conclusions. A critical expert who
can thoughtfully explain and justify his position will be more

effective and add greater value to your team.

Henry W. Asbill | Washington | +1.202.879.5414 | hasbill@jonesday.com

Hank Asbill has extensive first-chair national jury trial and appellate experience. He has successfully defended
individual and corporate clients in more than 100 major jury trials against a broad spectrum of criminal and
related civil charges. Hank was profiled in The National Law Journal’s special “Winning” report highlighting
successful strategies from 11 of the nation’s top litigators. In addition, he has been regularly listed by Chambers
and Euromoney for white-collar defense, by Best Lawyers in America for “Bet-the-Company Litigation,” and by
Super Lawyers as a top 100 D.C. area practitioner.

Hank is a fellow of the American College of Trial Lawyers, a past president and current fellow of the American Board of Criminal
Lawyers, and a former director of the National Association of Criminal Defense Lawyers. He has also taught criminal and civil trial
practice as an adjunct professor at Georgetown University Law Center and at the Federal Judicial Center training program for

new federal court judges.



Consider also the expert’s availability for any known key
dates, as well as his flexibility for dealing with changing
deadlines. Explore the expert’s general accessibility, in-
cluding at night and on weekends. Determine how—and

how well—the expert juggles multiple projects on his plate.

The expert’s flexibility may be influenced in large part by his
access to staff and colleagues. Therefore, it is also import-
ant to inquire about the depth and breadth of the potential
expert’s access to staff and how he works with his staff.
Consider talking to or meeting the expert’s key staff, or at
least reviewing the resumes of those individuals the expert
intends to rely on during the investigation. At the same time,
it is important that the expert be personally conversant in
the case facts and strategies, particularly those thatimpact
his role in the case. If the expert relies on a quick review of
deposition and fact summaries prepared by others, he may
not have the depth of knowledge necessary to perform
effectively as a strategist, advisor, or testifier. By requiring
timely, task-based billing from experts (while being mindful
not to reveal work product when bills may be discoverable),
you can see who is doing the work and can make sure the
expert has personally developed detailed knowledge of
key case information.

Once you have narrowed the field of potential experts, the
inquiry shifts from whether the expert can perform the re-
quired tasks to whether the expert is someone with whom
you want to work. In addition to interviewing the expert, talk
to other lawyers who have worked with him and ask about

all aspects of that experience. Did the expert return calls

and emails timely, deliver timely and quality drafts, and ex-
plain complex concepts to the case team and others in a
clear, concise, and noncondescending manner? When the
expert attended strategy sessions, interviews, depositions,
or court proceedings, did he provide useful observations
about the evidence, other witnesses, the judge, the jury, op-
posing counsel, or his expert counterpart? Ultimately, you

should feel comfortable working with this expert.

SPECIAL CONSIDERATIONS FOR HIRING
TESTIFYING EXPERTS

Additional considerations are at issue when selecting testi-
fying experts. Perhaps most importantly, the lawyer should
be confident that the expert can survive a challenge to his
credentials, his analytical methodology, and the relevance
of his proposed testimony. The Supreme Court has held that
before admitting testimony from a purported expert, the tri-
al court must make a “preliminary assessment of whether
the reasoning or methodology underlying the testimony is
scientifically valid and of whether that reasoning or meth-
odology properly can be applied to the facts in issue.””®
The Supreme Court further held that the basic principles of
Daubert apply to all expert testimony whether it is scientific,
technical, or based on other specialized knowledge.” But
not all courts consistently adopt Daubert principles. Gen-
erally, the proposed testimony will not be admitted if it is
found to be irrelevant or unreliable; irrelevant or unreliable
testimony wastes time and money and significantly jeopar-

dizes case strategies.

Thomas P. McNulty | Chicago | +1.312.269.4142 | tpmcnulty@jonesday.com

Tom McNulty’s practice focuses on commercial litigation and white-collar criminal defense. Tom defends com-
panies and individuals in civil and criminal litigation involving federal and state governments and in enforcement
actions by government regulatory agencies. He also regularly advises businesses and their executive manage-
ment regarding compliance issues to help them avoid government sanctions, and he has conducted numerous
internal investigations on behalf of corporate boards of directors and senior management.

Tom currently represents Erwin Mayer, a former tax partner/shareholder at the law firm Jenkens & Gilchrist, in a complex multi-
ple-defendant tax evasion and conspiracy indictment pending in the Southern District of New York. He has represented Simon
Property Group and its affiliates in a range of commercial litigation matters, including trademark, contract, and fraud actions. Tom
also represents Woodward, Inc., an energy and aerospace systems manufacturer, in sealed whistleblower complaints alleging
violations of the federal False Claims Act; additionally, he advises Woodward in connection with acquisitions and suspension and
debarment matters. Tom represents CHS Acquisition Corp., a specialty steel manufacturer, in a variety of commercial litigation

and product liability matters.
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When considering potential testifying experts, lawyers of-
ten operate with tunnel vision and are determined to hire
only those experts with substantial testifying experience.
In reality, there are positive and negative aspects of using
experienced and nonexperienced testifiers. Once again,
the best practice is to be open-minded at the outset of

your search.

Experts with experience testifying hopefully have learned
how to successfully communicate opinions and method-
ologies in the contrived and high-stress setting of deposi-
tions or a courtroom. Such experts will have experienced
firsthand—and learned how to successfully defeat—
cross-examination traps and other courtroom challenges.
And, theoretically, experienced experts should require
less time (and thus less expense) to prepare for testifying,

whether at trial or during depositions.

That said, if the expert is an experienced testifier, make
sure he does not come across as too experienced or
“slick.” If the expert looks like a “hired gun,” his credibility
and effectiveness with a jury are materially reduced. The
same problem can occur when an expert has almost ex-
clusively testified or worked for your side of the litigation.
To avoid the appearance of bias, consider an expert who
has worked for both sides or, in appropriate circumstances,
an expert who has worked extensively for your opponent’s

side. In fact, retaining an expert you think is likely to be
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retained by the other side can have substantial credibility
if he agrees with your position, and if the engagement ulti-
mately is not successful, you will have conflicted him out of
assisting your opponent in this matter.

Perhaps the most important piece of due diligence when
selecting an expert with extensive prior testifying experi-
ence is to determine whether the expert’s library of depo-
sition and trial transcripts will provide fodder for cross-ex-
amination. Likewise, investigate the expert’s written work
for positions inconsistent with your position in the present
case. If your expert has ever testified or written in a man-
ner contrary to the position he will be taking in your case,
see if those positions are reconcilable before retaining that
expert. Finally, find out if the experienced testifier you are
considering has ever failed to qualify as an expert or if his

testimony has ever been stricken and, if so, why.

At the other end of the spectrum are potential testifying
experts who are eminently qualified in the relevant sub-
ject matter but have little or no prior experience testifying.
Many attorneys shy away from hiring such experts, which
can be a short-sighted and counterproductive approach. It
is often possible to get a strong sense of how an individual
will perform as a testifier after meeting him in person. Ask
questions designed to assess the expert’s ability to explain
simply, comprehensively, quickly, and clearly the subject
matter and his preliminary opinion. And ask questions to
determine whether the expert can defend attacks on his

competency, integrity, and potential bias.

Whether or not the expert has substantial experience tes-
tifying, you must evaluate the expert’s likely effect on a
jury, including his appearance, demeanor, and manner of
answering questions. Consider retaining an expert with a
connection to the jurisdiction. If the expert lived or worked
there, went to school there, has family there, etc., the ex-
pert is more likely to connect with the jurors. Keeping in
mind that jurors make snap decisions about witnesses,
evaluate whether your expert “looks” the part and whether
he sounds credible explaining complex concepts. Ask the
expert some relevant, substantive questions so that you
can evaluate the expert’s ability to provide short, direct re-
sponses and to explain difficult concepts quickly and sim-
ply without being overly defensive, arrogant, pedantic, or



argumentative. The expert should also be able to concede
obvious points in a manner that deflates their impact. If
possible, obtain a transcript of recent prior testimony from
your expert, which will help you evaluate his style and how
he holds up under cross-examination. Ask the expert or
lawyers he has worked with for a transcript of the expert’s
best and worst testimony. With a few recent transcripts,
you will get a sense of the expert’s style, clarity, and overall

competency.

Finally, the choice of a testifying expert should also be an-
alyzed in the context of where the case is venued. Different
jurisdictions and judges often have track records for ac-
cepting or rejecting certain types of experts. Accordingly,
the choice of venue may be outcome-determinative as to
whether your expert may be permitted to present his views
to the trier of fact.

USING EXPERTS EFFECTIVELY

Of critical importance to the effective use of an expert is
retaining the expert in the early stages of an investigation.
Strategizing early with an expert can inform every aspect
of the matter, including more strategic and less costly doc-
ument review and collateral investigation, development of
case themes and damages theories, and strategic focus
for interviews, depositions, and trial. If managed efficiently,

the cost of engaging an expert early is no more than en-

gaging them late and will likely save money over the life of
the case.

Ultimately, you should allow sufficient time: (i) to identify the
right experts; (i) to allow the consulting expert to perform
analysis sufficient to show whether it will help or hurt your
position; and (jii) for you potentially to modify your case
strategy on the basis of the expert’s preliminary conclu-
sions. To accomplish these goals, give the expert access to
relevant documents to the greatest extent possible, bear-
ing in mind the differing discovery rules pertaining to con-
sulting and testifying experts. An expert who studies and
understands relevant pleadings and motions beyond those

and ethics programs.

Henry Klehm 1ll | New York | +1.212.326.3706 | hklehm@jonesday.com

Henry Klehm’s practice focuses on regulatory examinations, investigations, enforcement actions, and other pro-
ceedings with U.S. and foreign regulators and on corporate governance matters. Henry also counsels boards,
corporations, and financial institutions on internal investigations, crisis management, and effective compliance

Henry recently represented financial institutions and senior corporate officers in government investigations

involving the trading of CDOs and CDSs, insider trading, the FCPA, and money laundering. In addition to global banks, he rep-
resents senior financial and risk officers in investigations related to accounting for contingencies, fair value, and related disclo-

sure matters.

Prior to joining Jones Day, Henry was the global head of compliance for Deutsche Bank AG. From 1999 until 2002, he was the
deputy general counsel and senior regulatory lawyer for Prudential Financial. Before joining Prudential, he was with the Enforce-
ment Division of the Securities and Exchange Commission for 10 years, serving as head of the enforcement section for the
northeastern United States for five years. At the SEC, Henry investigated, litigated, and supervised more than 500 enforcement
actions pertaining to insider trading, financial frauds, Ponzi schemes, rogue traders, market manipulations, investment compa-

nies, advisor matters, and other issues.

Since 2006, Henry has served as an independent director and chair of the audit committee of RenaissanceRe Holdings Ltd, a

NYSE-listed catastrophe reinsurance firm.
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case documents related to his area of expertise is likely
to add more value during strategy sessions, interview or
deposition preparation, and ultimately plea or settlement
discussions or even trial.

For testifying experts, make sure he is conversant with the
facts, and have him review the demonstrative exhibits you
plan to have him use with the jury. The exhibits should be
effective teaching aids that will communicate the facts ac-
curately and persuasively. The expert must be able to un-
derstand and defend the exhibits, as well as use them ef-
fectively during his testimony so that they aid his testimony
rather than compete with it.

SOME USEFUL EXPERTS FOR CORPORATE
INVESTIGATIONS AND LITIGATION

Many types of experts can provide valuable assistance to
the legal team. Bear in mind, however, that the lawyers must
retain and direct the expert’s work so that his analysis and
opinions are protected by the work-product privilege to the
greatest extent possible.

In the context of corporate investigations, forensic ac-
countants often are called upon as experts. Sometimes
it is advisable to engage them when companies merely
suspect they have a legal problem, particularly where the
issue might involve accounting or financial-statement func-
tions. The forensic accountant can examine the compa-
ny’s books and records together with bank records to help
unravel complex payments and money transfers, thereby
tracing the money to further an investigation of fraud or
malfeasance. Forensic accountants may also be a useful
part of a corporate compliance program. More and more,
companies must be proactive in preventing and detecting
violations of the Foreign Corrupt Practices Act (‘FCPA”) and
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other unlawful activity. A forensic accountant, or even an
auditor, can come to the company on a regular basis (e.g.,
one or two times per year) to look for red flags of fraud
by testing and examining accounting and banking records.
If counsel limits the scope of the expert’s review for cost
reasons, ensure nonetheless that this limited work will still

produce reliable conclusions.

Economists also provide tremendous value in the context of
investigations and litigation. Like accountants, economists
can offer valuable assistance with document production,
data collection and review, estimation of damages, review-
ing the opposing expert’s report, and developing lines of
questioning for interviews and depositions. Economists also
conduct “but for” analyses (i.e., if the event at issue had not
occurred, what damages would result), evaluate concepts
like fair market value, and analyze case information and data
from a perspective that differs from the attorneys’. Econo-
mists can also evaluate the impact of potentially improper
activities that may be relevant to future fines or damages.

The use of accountants and economists as experts often
can overlap and/or can be complimentary. Economists typi-
cally are involved when the case requires economic model-
ing, forecasts, statistical analysis, and market assessments.
Accountants may be more appropriate when the case in-

volves accounting data, cost analysis, and income taxes.

The services of an expert in computer forensics can also
be exceptionally useful as the investigation is beginning.
With so much company data and communication stored
electronically, a computer forensic expert is usually the
most proficient at quickly finding information critical to the
investigation and scoping a work plan for the collection
of electronically stored information that will be credible
upon review by third parties. Such an expert can also help
shape the investigation by working with the legal team to



develop the best search terms, interview questions, and
overall investigative strategy.

Experienced investigators also can be valuable assets to
legal teams. Investigators can find, for example, relevant
background information on potential witnesses efficiently
and cost-effectively. And, when all or part of an investiga-
tion will take place outside the United States, retaining an
investigator with experience in foreign jurisdictions can
be essential. Such investigative experts can provide guid-
ance on relevant regulations and unwritten rules that will
affect the efficiency and success of the foreign investiga-
tion. These experts often have access to resources that the
legal team does not have and are likely to have contacts
and a cultural understanding of the foreign jurisdiction that
are essential for getting information, finding witnesses, and

otherwise developing case facts.

Finally, subject-matter experts can add value from the early
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stages of an investigation all the way through any ensuing
litigation. For example, individuals with specialized knowl-
edge or expertise in esoteric financial products, industry
compliance requirements, supply chain logistics, manufac-
turing quality control, or any industry-specific issues can
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1€ T””U‘H]HMH MH ﬂﬂ”WHUH WUW de help fine-tune a corporate investigation from the outset and
provide ongoing advice and instruction to the legal team

throughout any subsequent litigation.

In all, skilled experts provide a valuable service that helps
produce favorable outcomes and increased efficiency in
the investigation and in the case in its entirety.

Kerri L. Ruttenberg | Washington | +1.202.879.5419 | kruttenberg@jonesday.com

Kerri Ruttenberg centers her national trial practice on criminal defense, representing clients in a broad spec-
trum of white-collar and complex criminal cases. She has successfully first- and second-chaired jury trials, as
well as successfully briefed and argued appeals, in federal and state courts around the country. Kerri recently
acted as lead counsel in a three-week jury trial in the Eastern District of Virginia wherein her client was accused
of multiple violations of the federal False Claims Act. The case involved multiple issues of first impression and
resulted in significant victories at trial and in post-trial litigation.

Before joining Jones Day, Kerri cocounseled two highly publicized jury trials, representing a former AOL executive charged with
accounting fraud and other crimes by the Department of Justice and the Securities and Exchange Commission. After a nearly
four-month criminal trial, the jury acquitted on all charges. One year later, after a seven-week trial in the U.S. District Court for D.C,,
the civil jury issued the same positive result. Kerri also first-chaired a two-week jury trial in New York, winning a full acquittal for
her client on all 12 counts of violent offenses.
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Traveling the world to collect evidence and artifacts has
long been romanticized in novels and movies, from Around
the World in 80 Days to Raiders of the Lost Ark. The in-
ternational fact gatherer is a Hollywood archetype: in film,
the protagonists’ journey is depicted by a moving line on
a world map as the plane crosses oceans and continents.
Most often, it is a journey to discover hidden truths in far-

away places.

Much less romantic than Phileas Fogg, Indiana Jones, or
James Bond, but much more true to life these days, are
the very real stories of international fact gathering that
have become a growing part of the legal profession in the
service of our corporate clients. Every day, in-house and
outside attorney-investigators search the globe, collect-
ing facts and evidence for multinational clients in global
investigations. Moviegoers might not find it fascinating
to watch these women and men in business suits shuttle
between airports and hotels and conference rooms, inter-
view witnesses with translators, and examine accounts in
foreign currencies. But these real-life explorers also face
traps and pitfalls, complex puzzles, and ticking clocks that
test their skill and resolve in surprising ways, with stories
and cliffhangers that many screenwriters would struggle

to concoct. The needs of global corporations, more and



more, merit well-designed and well-implemented interna-
tional inquiries by trusted counselors and advocates, with
the benefit of the attorney-client privilege, to discover and
respond appropriately to the true and full facts from busi-
ness dealings overseas. And, frequently, companies rely on
this work to show the enforcement community (e.g., the U.S.
Department of Justice (“DOJ”), the Division of Enforcement
at the Securities and Exchange Commission (“SEC”), and
scores of other domestic and foreign regulators that have
jumped into the act) that the company and its leaders “get
it” and are committed to doing the right thing.

Global investigations are a phenomenon, to be sure, one
that occupies the minds and schedules of thousands of
in-house and outside attorneys and their clients every day.
This section summarizes the phenomenon and where it
came from; discusses why, when, and how international in-
vestigations can benefit a corporation; and highlights cer-
tain best practices and pitfalls to avoid when conducting a

privileged inquiry in a foreign country.

THE WEIGHT OF THE WORLD: THE PHENOMENON
OF GLOBAL INTERNAL INVESTIGATIONS

In the current era of the Foreign
Corrupt Practices Act (“FCPA),
antitrust, export controls, insid-
er trading, earnings manage-
ment, and money-laundering

enforcement (to name just a few

of the “hot” areas of white-collar

crime), the leaders of multinational corporations carry the

weight of the world on their shoulders. Not only must CEOs,
CFOs, and corporate general counsel assure their boards
and shareholders that they are running a profitable and
efficient global operation, but they must also devote sig-
nificant thought, time, and resources to the area of com-
pliance. The days are long gone when business leaders
could simply rely on employees to adhere to the company’s
written code of ethics.

AS COMPLIANCE OBLIGATIONS INTENSIFY,
INVESTIGATIONS RISE

Compliance is now viewed and understood as an elaborate
activity unto itself. In addition to the never-ending require-
ment to generate revenue and grow the business, corporate
leaders are now expected and required to build and main-
tain an intricate global ethics and compliance program and
to affirmatively monitor and test that program to ensure its
effectiveness. The compliance cycle never stops:

+ Assess the company’s compliance risks;

+ Devise and document clear and good rules;

+ Disseminate them widely and in the right languages;
+ Train and certify completion of training;

+ Monitor and test compliance around the world;

+ Punish and remediate violations;

+ Rinse and repeat.?°

In particular, being the general counsel of a multinational
corporation in this era means that the sun never sets on
your compliance responsibilities: during the night hours
in the United States, the compliance program must work

effectively during the workday in China, Russia, and India.

Charles M. Carberry | New York: +1.212.326.3920 | Washington: +1.202.879.5453 | carberry@jonesday.com

Charles Carberry practices in the areas of business crime and civil litigation. He cochairs the Firm’s Corporate
Criminal Investigations Practice and has substantial experience in federal trials and defending enforcement
investigations and actions brought by the SEC and other agencies.

Charles has represented corporations and individuals in environmental, customs, tax, securities, and govern-
ment contract criminal investigations. He has conducted internal investigations for the boards of brokerages

and other companies into allegations of management misconduct. In 1989, he was appointed by the federal district court to
investigate and administratively prosecute allegations of corruption and dishonesty in the Teamsters Union.

Charles currently serves on the Mayor's Commission to Combat Police Corruption, which oversees the NYPD's efforts to address

officer corruption.
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The program must effectively influence and govern the
judgments, actions, communications, documents, and
accounting entries created by people on different con-
tinents and raised in different cultures, most of whom
the GC has never met. And, when evidence surfaces that
something may not be working properly, or worse—that
someone lied or acted unlawfully—the company and its
leaders are expected to respond, swiftly and appropriate-
ly. Put another way, nighttime may come here in the United
States, but for the GC of global corporations, there is little
time to rest.

As compliance requirements and expectations have be-
come more detailed and onerous, privileged reviews con-
ducted by trusted advisors have become more and more
important to a company’s ability to address those obliga-
tions. The symbiosis between compliance and investiga-
tions is clear: inquiries by counsel allow the company to
gather and understand the facts in a confidential setting
when a question arises about whether the compliance
program is working effectively. Gathering the facts, and re-
sponding to them the right way, allows the company to say
that the program is effective.

The impetus to conduct an investigation can come from all
kinds of different sources: whistleblowers on the compa-
ny’s anonymous reporting hotline, a red flag in acquisition
due diligence, an unprompted inquiry from a government
investigator, or the company’s own assessment of its com-
pliance program. Common to all of these is the need to
determine the answers to two fundamental questions: (i)

“What happened?” and (ii) “How should we respond?”

For a small, domestic company, where all of the employees
and operations are in one place, answering these questions
might be as simple as walking down the hall and speaking
to someone informally. Even then, if the issue is sensitive
or there is potential wrongdoing, the company might ask
legal counsel to conduct a more formal investigation with
the benefit of the attorney-client privilege (see introduction,
“The Benefits of an Effective Corporate Internal Investiga-
tion”). This is particularly true if the company feels that it
may be second-guessed later by outside parties (for in-
stance, a government enforcement agency or outside au-

ditor) about how it handled the matter.

However, when a company stretches across multiple coun-
tries and continents, with hundreds or thousands of em-
ployees who speak different languages, and when the
issue occurs overseas, determining what happened, and
what to do next, can be much more complicated. But under
the right circumstances, the benefits of conducting a priv-
ileged international review, when done the right way, are

very real.

GLOBAL INVESTIGATIONS: NOT NEW, BUT NEVER THIS
PREVALENT

The device of global corporate investigations, of course,
is not new. International companies have been looking at
themselves with the assistance of counsel for decades. In
1977, for instance, in the months leading up to the enact-
ment of the FCPA, the SEC reported that more than 400
corporations, including Lockheed, Exxon, and Mobil Oil,
identified (through international corporate reviews) ques-

tionable or illegal bribe payments to foreign government




officials in amounts totaling over $300 million.?" In the 1980s,

the concept of the global law firm began to take hold, to ad-
dress the international needs of large and growing corpo-
rate clients with business dealings in multiple countries.®?
International enforcement and the use of whistleblowers
to make cases also are not new: in the 1990s, the Archer
Daniels Midland price-fixing investigation crossed multiple
continents and affected numerous multinational compa-
nies, culminating in one of the largest enforcement settle-
ments then known.®® While all of this has existed for many
years, international corporate investigations have never

been more prevalent than they are today. Why?

THE DATA CONUNDRUM:

EASY ACCESS, MORE ACCOUNTABILITY

The world is shrinking rapidly in a number of important
ways, perhaps none more important than the real-time
availability of data. Emails and instant text messages track

and record business conversations for future review by

insiders and outsiders. Many global communications are
now not only instantaneous but visual and high-resolution,
permitting businesspeople in different hemispheres to sit
across the table from one another using life-size video and
sound systems that capture the smallest furrow of an eye-
brow or clearing of the throat. For large companies, the
monthly and quarterly financial close for an international
division can reach headquarters in the U.S. in nanoseconds
at the touch of a button.

All of these innovations make information more accessible
to leadership, which is good, but they also increase the (of-
ten unfair) perception by outsiders that leadership should
be knowledgeable about and accountable for everything
that happens, down to the finest detail, everywhere around
the world. And the accessibility of the same data here in the
U.S. makes our government feel that all of it is fair game for
subpoenas and voluntary requests—even data that never
crossed the U.S. border. Relatedly, prosecutors and regula-
tors are sometimes surprised or even appalled to learn that
a large company maintains a manual system in a foreign
location where some of that data may be difficult to access

remotely.

CORPORATE ENFORCEMENT:

FERTILE GROUND FOR PROSECUTORS

At the same time, the U.S. government has learned that
corporate investigations and prosecutions are profitable,
high-profile, and an endless and fruitful source of interest-
ing work. Prosecutors, like all participants in the economy,

blemished trial record.

Brian Hershman | Los Angeles | +1.213.243.2445 | bhershman@jonesday.com

Brian Hershman focuses on civil litigation and white-collar criminal defense in state and federal courts. He has
been lead trial counsel in more than 10 state and federal trials that proceeded to verdict and maintains an un-

Brian’s recent experience since joining Jones Day includes prevailing in a bench trial for the County of Los
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have to find productive things to do with their time. For a
prosecutor, that means finding fertile cases where people
under pressure made bad and improper judgments to ben-
efit themselves or others. Of course, uncovering and punish-
ing wrongdoing is the mission of the prosecutors, but they
need to know where to look. U.S. prosecutors have learned
from experience that the world of business—and, in particu-
lar, the world of large corporations—presents stories where
people under pressure to show results, in a competitive en-
vironment, have both access to funds and discretion over
how to handle sensitive matters. When you add in an interna-
tional component, and local culture and business practices
that sometimes condone conduct that the U.S. government
would call fraud, prosecutors see the perfect recipe for a

vibrant docket of corporate enforcement cases.

Adding to the complexity is an age-old dynamic which
can be found in many criminal cases, but which corporate
clients find endlessly frightening and frustrating: pros-
ecutors often see the world as black and white, right and
wrong. Businesspeople, on the other hand, spend their
lives and careers finding ways to succeed through nego-
tiation and pragmatic compromise, frequently in perfectly
ethical and legitimate ways. Finding a common vocabu-
lary between these two world views is how a good corpo-
rate defense lawyer earns her keep.

BIG INTERNATIONAL CASES LEAD TO MORE BIG
INTERNATIONAL CASES

Despite press reports about the DOJ’s supposed set-
backs in its FCPA enforcement program,® the U.S. gov-
ernment has very successfully framed the dialogue about

the punishment of international corporate crime with one
big settlement after another: Siemens ($450 million for a
global bribery scheme); Daimler AG ($93.6 million for the
systematic bribery of foreign officials in more than 18 coun-
tries); Panalpina World Transport ($236 million for making
illicit payments to public officials in Africa, Asia, and South
America). While the FCPA grabs many of the headlines, in-
ternational enforcement of corporations continues to esca-
late in other areas: LG Display, AU Optronics, and Toshiba
($571 million for artificially inflating the price of LCD panels);
Barclays ($453 million to U.S. and British authorities to set-
tle charges of manipulating the LIBOR lending rate); ING
(619 million for violating U.S. sanctions against Iran and
Cuba). Additionally, numerous financial institutions are be-
ing investigated for potential money laundering in connec-
tion with international drug cartel activity.

Corporate board members and executives read about

these settlements and understand the playing field.

Jonathan Leiken | Cleveland: +1.216.586.7744 | New York: +1.212.901.7256 | jleiken@jonesday.com
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Compliance obligations are intense; the U.S. government
wants to make cases (and big ones). Companies can best
protect themselves by knowing the facts and responding to
them appropriately, even if those facts are overseas. Hav-
ing trusted advisors gather those facts and advise what to

do, in a confidential setting, is increasingly helpful.

GLOBAL CORPORATE INVESTIGATIONS:
BEST PRACTICES, PITFALLS TO AVOID

Books can be written on the best way to conduct a glob-
al corporate investigation. But the core ideas and primary
pitfalls are relatively straightforward and should be remem-
bered and revisited as an investigation unfolds and be-

comes, as they always do, more and more complex.

WHEN TO INVESTIGATE AND WHO SHOULD CONDUCT
THE INVESTIGATION

The first and most important decision involves when to
investigate an international matter. Corporations, for in-
stance, frequently receive whistleblower reports that relate
to human resources issues which are more appropriately
resolved through a process other than a privileged inter-
nal review. Or, if an allegation of wrongdoing is so vague
or incredible that it does not merit follow-up, the company
should document why it chooses to close the file without a
formal inquiry. Conversely, when the company is presented
with facts or allegations that are detailed and credible in
an area of real risk, the company is well served to respond
with an appropriately scoped internal review. Determining
whether to use counsel, and whether outside or in-house
counsel should lead, should be determined on the basis of

the nature of the issues, the kind of expertise required, and
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the relevant experience of the potential investigator. Also,
if the issue may come to the attention of the government,
having an outside advocate who has credibility and who
can attest to the validity of the investigative procedures
can be helpful.

HAVE A WORK PLAN, AND SET THE RIGHT SCOPE

All investigations should begin with a work plan, approved
by the client, which defines the subject and scope of the
review, the tasks to be performed, the timeline and, if any,
the expected mode of reporting. The work plan should ad-
dress document collection (both hard copy and electronic,
including emails) and review (including who will review and
at what expense); interviews (including overseas interviews
and whether they will occur in person, telephonically, or via
video conference, as well as the need for translators for for-
eign-language interviews); whether forensic accountants or
other consultants will be retained and what their work scope
will be; and how and when the client expects to receive re-
ports of the results of the review. The scope of the review
should be determined according to a careful assessment
of the risks to the client, based on the impetus for the inqui-
ry, for instance, anticipating questions from the government
about the allegation and related facts. A good work plan
must be flexible enough to permit the investigation to go
where the facts may lead, but defined enough that both the
client and counsel understand what is being investigated.
Clients despise “project creep,” the perception that lawyers
and consultants are delving unnecessarily into areas that
are unrelated to the subject of the review. Investigations are
expensive and unsettling to businesspeople, and the client
decision makers must have confidence that the scope of
the review is appropriate and being pursued in a deliberate,
agreed-upon fashion.



PROVING A NEGATIVE

Many investigations involve an effort to prove a negative:
the company receives an allegation of wrongdoing and
seeks to determine whether or not the wrongdoing oc-
curred. In some cases it is possible to prove a negative
this way. In others, the company and counsel should agree
on specific investigative tasks that are designed to provide
reasonable assurances that relevant areas were searched
and relevant issues were scoped.

KNOW THE TERRITORY

The most important pointer for conducting international
investigations is to know the territory where the investiga-
tion is being conducted. This includes not only the coun-
try (cultural and local business practices that present risk,
which languages are spoken, what local laws may impact
the review), but also as many background details about the
local business as are possible to collect before the factual
investigation begins. Reviewing organizational charts and
understanding how the business functions, along with the
reporting lines, streams of revenue, customer base, and ac-
counting systems, are important steps that frequently can
occur before any kind of travel takes place (if travel and
in-person interviews are contemplated as part of the re-
view). Identifying good local counsel, with knowledge of the
law and language capability, is usually a critical step in any
inquiry involving a foreign jurisdiction.

PRIVACY

Another important consideration in conducting a glob-
al corporate investigation relates to local data protection
law. Outside the U.S., many countries, particularly those
that have a history of authoritarian rule, have enacted com-
prehensive data protection laws, such as European Union
Directive 95/46/EC on data protection (the “EU Directive”),®
which regulate the collection, use, cross-border trans-
fer, and other “processing™® of personal data in order to
protect individual privacy. Unlike those in the U.S., which
regulate specific categories of personal data,®” these com-
prehensive data protection laws, such as the EU Directive,
define regulated personal data broadly to include any in-
formation that can be used to identify a natural person,

Beong-Soo Kim | Los Angeles | +1.213.243.2503 | bkim@jonesday.com
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such as a name, email address, or employee identification
number.®® Of course, other local laws, such as local labor
and employment laws, or China’s state secrets laws, may
impose additional relevant restrictions on internal investi-

gations or access to certain types of data.

Despite certain high-level similarities, each country’s laws
are different, even within the European Union, where the
individual Member States have enacted legislation im-
plementing the EU Directive.!® Enforcement mechanisms
and enforcement activity also vary in this rapidly devel-
oping area of law. Each of the EU Member States has a
data protection authority charged with the administration
of the local legislation implementing the EU Directive. Other
countries outside the EU also have designated regulatory
bodies charged with and generally active in enforcing the

local data protection law.*®

Global investigations can become significantly bogged
down by data privacy issues. The key is to have a prag-
matic and thoughtful approach to working through the is-
sues, often with the benefit of advice from a local attorney
in the region. The DOJ and SEC generally express an un-
derstanding that data privacy laws must be considered, but
prosecutors and regulators can become impatient if they
feel that a foreign data privacy law is standing in the way
of their timely receipt of relevant facts. Having a deliber-
ate approach to these issues is critical and should be ad-

dressed in the work plan at the outset of the global review.

REMEDIATION, SELF-REPORTING,

AND OTHER CONSIDERATIONS

Another reason to use counsel in conducting global investi-
gations is to facilitate confidential discussion regarding the
appropriate response to allegations and facts as they are
uncovered. Good compliance requires good remediation,
which can include employee discipline, altering or sever-
ing business relationships, internal control enhancements,
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and/or self-reporting. Each of these items should be con-

sidered and discussed at the outset of the review and

throughout the investigative process.

CONCLUSION

As with all legal work, the most important feature of an ef-
fective global corporate investigation is good judgment. As
advisors and advocates for our clients, we must determine
at each step of the review how the investigation and the
company’s reactions to the facts are received by the in-
tended audiences. Making good judgments while search-
ing and traveling the world presents challenges that are
unique and compelling, in areas of critical importance to
our clients. The work we do overseas may not be the stuff
of a novel or movie, but it is fascinating work. And, when
the end credits roll, knowing that the work was done well,
thoroughly, with good judgment, and in the client’s best in-
terests is a satisfying way to leave the theater.
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Once a company decides to self-disclose, it is quickly
placed in an awkward position across the table from a De-
partment of Justice prosecutor, a Securities and Exchange
Commission enforcement attorney, or a representative
from another government agency that has the power to sig-
nificantly harm, if not destroy, the company. It must now bal-
ance two obligations that are in some ways contradictory:
the company must share with the government confidential
information that is both damaging to the company and often
protected by the attorney-client privilege and work-prod-
uct doctrine, without characterizing the underlying facts in
a way that makes the government doubt the accuracy or
completeness of the company’s disclosure. At the same
time, the company must attempt to avoid prosecution—or
at least minimize the penalty and collateral consequences
associated with any prosecution—and protect itself from

broad waivers of the attorney-client privilege.

Some of the most important issues to consider in crafting
post-disclosure strategy for protecting and defending the
company are: (i) charges the company could face as a re-
sult of the disclosure; (ii) form of corporate resolution; (iii)
potential criminal and civil fines and penalties; (iv) collat-
eral consequences of any future prosecution; and (v) terms

of any post-resolution cooperation. A company that has



considered these five issues in the context of the facts that
triggered the self-disclosure will be in the best position to
protect itself from the direct and indirect consequences of

a government investigation and prosecution.

POTENTIAL CHARGES

Before making a self-disclosure, a company should already
have considered the potential consequences of the dis-
closure, including the criminal and civil laws it may have
violated and the administrative actions to which it could be
subjected as a result of the conduct being disclosed. The
United States Attorneys’ Manual states that when criminal
laws are violated, a prosecutor must charge the most seri-
ous crime that is likely to result in a sustainable conviction.®
Notwithstanding this provision, a criminal prosecutor has
significant discretion to choose what charges to file, and
a company facing criminal liability can influence what—if
any—charges are filed.

This concept is best illustrated through a review of two re-
cent Foreign Corrupt Practices Act (‘FCPA”) resolutions. At
its most basic level, the FCPA prohibits companies from
providing anything of value to a government official for the
purpose of assisting in obtaining or retaining business.” The
consequences of FCPA violations can be significant and
include debarment and suspension from U.S. government
programs,®® debarment and suspension from government
programs in the European Union,* and the public taint
of being branded a corrupt organization.®® In a few large,
high-profile prosecutions, the Department of Justice (‘DOJ”)
agreed to prosecute foreign bribery offenses without actu-
ally charging a substantive violation of the FCPA, due to the
company’s self-disclosure and/or cooperation in the govern-
ment investigation and the potential collateral conse-
quences of filing such a charge. These cases are examples
of how a company that has self-disclosed its own potential
misconduct and/or cooperated with government investiga-

tions can influence the government’s charging decisions.

The Siemens case, in which one of Germany’s largest con-
glomerates admitted to paying more than $800 million in
bribes across “literally thousands of contracts over many
years” in many different countries,®® has been touted by
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the DOJ as its most significant FCPA prosecution in his-

tory, with the combined penalties constituting “the largest
monetary sanction ever imposed in an FCPA case.”® The
facts in Siemens were among the more egregious of any
corruption case prosecuted by the DOJ, including taking
tax deductions for corrupt payments as “useful expendi-
tures” and maintaining a system of slush funds from which
Siemens employees could withdraw up to €1 million at a
time.®® Those facts ultimately led to a $1.6 billion criminal
and civil resolution with the DOJ, the Securities and Ex-
change Commission (“SEC”), and the Munich Public Pros-
ecutor’s Office.*®

Notwithstanding the scope of the bribery and the fact that
this case generated the largest FCPA penalty in history, Sie-
mens never pled guilty to paying bribes. Instead, Siemens
was allowed to plead guilty to maintaining inadequate in-
ternal accounting controls and false corporate books and
records, offenses that carry far fewer collateral conse-
quences and sound much less serious to most investors
and the public at large.'®® The DOJ cited Siemens’ thorough
internal investigation, self-disclosure, and cooperation as
bases for allowing Siemens to plead guilty to nonbribery
offenses and for paying a fine that was far below the range

contemplated by the Sentencing Guidelines.'”



BAE Systems plc (“BAE”) was another high-profile FCPA
matter in which the DOJ alleged that a major multinational
company—in this case, a defense contractor—paid millions
of dollars to third parties through a network of shell com-
panies, purportedly for the purpose of paying bribes.”°? In
2000, while undertaking a significant expansion into the
U.S. market, BAE represented to the U.S. Departments of
Defense and State that it would create compliance mecha-
nisms to ensure that its U.S. and non-U.S. businesses would
comply with the FCPA.'®® Subsequently, BAE won tenders in
several Eastern European and Middle Eastern countries by
making “undisclosed payments” to third parties, who used
that money to influence government decision makers.'* Al-
though BAE admitted to making improper payments and
failing to implement policies and procedures to comply
with the FCPA, which formed the basis for the DOJ’s in-
vestigation, BAE negotiated a guilty plea to the charge of
conspiracy to make false statements to the U.S. govern-
ment and to submit false export license applications to the
United States.'®

The concept of leveraging an internal investigation and
self-disclosure into lesser charges applies in all corpo-
rate criminal cases, not just FCPA cases. The DOJ has re-

cently targeted the health-care industry as a top priority
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for criminal and civil prosecution of both individuals and
corporations.'® In a case touted as the largest DOJ health-
care resolution in U.S. history, on July 2, 2012, GlaxoSmith-
Kline LLC (“GSK”) pled guilty to a misdemeanor offense
of violating the Food, Drug, and Cosmetic Act (‘FDCA”) in
connection with its improper marketing of the drugs Paxil
and Wellbutrin and its failure to report information about
Avandia to the U.S. Food and Drug Administration, and it
agreed to pay $3 billion in criminal and civil penalties and
fines.'”” While GSK’s conduct likely constituted a felony of-
fense under the FDCA,°® those charges would have led
to mandatory exclusion from the Medicare and Medicaid
programs, which is the equivalent of the death penalty for
companies in the health-care industry.®® The GSK case is
not unique among large-scale FDCA prosecutions in which
the company is allowed to plead guilty to a misdemeanor
rather than a felony in order to avoid the harsh collateral
consequence of exclusion from government health-care

fprograms.

FORM OF CORPORATE RESOLUTION

Even if the conduct self-disclosed to the government
amounts to a clear violation of federal laws, that does not
necessarily mean the company will be compelled to plead
guilty to any crimes. Instead, a guilty plea is only one of the
three most common forms of corporate resolution: guilty
pleas, deferred prosecution agreements (“DPAs”), and
non-prosecution agreements (“NPAs”). The government’s
decision of whether to insist on a guilty plea, as opposed
to the lesser punishments of a DPA or NPA, is based on an
analysis of nine factors: (i) seriousness of the conduct; (ii)
pervasiveness of the wrongdoing within the company; (iii)
history of similar misconduct within the company; (iv) dis-
closure of the misconduct to the authorities and willingness
to cooperate with them; (v) pre-existence of a compliance
program; (vi) undertaking of remedial actions; (vii) collateral
consequences that could arise from prosecuting the com-
pany; (viii) adequacy of prosecution of individuals; and (ix)
adequacy of civil or regulatory enforcement actions."® After
self-disclosing potentially criminal conduct, the company
must be prepared to describe for the government why an
analysis of these nine factors mitigates in favor of the least
severe punishment possible.



The chart at right, which was
prepared by the Government

Accountability Office (“GAO”),
illustrates how an analysis of
these nine factors should im-
pact the form of corporate
resolution.™

Described below are the dif-
ferences among the three
forms of corporate resolution
and the factors a company

should consider in negotiat-
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and the viability of the busi-
ness."? But not all pleas are
created equal. For example,
a company may plead guilty to a felony or a misdemean-
or. A misdemeanor is less damaging to a company than a
felony because it carries lower financial penalties and less
severe collateral consequences. And as discussed above
in “Potential Charges,” because the penalties and collateral
consequences associated with some felonies are more
damaging than others, a company must consider the crimi-
nal laws that might be implicated by the conduct disclosed
and must develop persuasive arguments for why the least

damaging offenses are most appropriate.

DEFERRED PROSECUTION AGREEMENT

DPAs have existed for many years but have become more
prevalent since the 2002 criminal prosecution of Arthur An-
dersen, which resulted in the accounting firm’s collapse."™ A
DPA allows the DOJ to file criminal charges against a com-
pany—typically through a criminal information"—but then

defer the actual prosecution of the case for a period of time
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Source: GAO analysis of DOJ’s Principles of Federal Prosecution of Business Organizations.

that typically ranges from two to four years. During the peri-
od in which prosecution is deferred, the company is prohib-
ited from engaging in further wrongdoing and usually must
implement policies and procedures designed to prevent
future violations of the law. If the company complies with
the terms of the DPA, the DOJ dismisses the charges at the
completion of the period of deferred prosecution. The end
result to the company is no guilty plea, no criminal record,
and fewer collateral consequences than those associated
with a plea and criminal record.

While the end result is more favorable than a guilty plea,
DPAs contain terms that are difficult for some companies to
swallow. For example, before the DOJ agrees to file a DPA,
the company must admit to facts that prove the company
is guilty of the charges filed with the court. So, if the alle-
gations involve securities fraud, the company must admit

that it engaged in securities fraud; if the allegations involve



bribery, the company must admit that it paid bribes. The
terms of the DPA allow a company to avoid pleading guilty
to the charged offense, but admitting to these facts can
harm a company’s reputation and may constitute admis-
sions that can be used by third parties in civil litigation
against the company.™

Additionally, the DOJ will often require a mechanism by
which a company’s compliance with the DPA will be mon-
itored and assessed. In some circumstances, to avoid a
guilty plea, the company subject to the DPA agrees to re-
tain an independent compliance monitor who is tasked with
monitoring the company’s compliance with the DPA and re-
porting its findings to both the company and the DOJ. The
independent compliance monitor has been criticized as
unreasonably expensive and overly intrusive, and compa-
nies negotiating resolutions with the DOJ seek to avoid—or
to limit—such a monitorship and the consequences of the

intense scrutiny it brings."®

A GAO review of 152 DPAs and non-prosecution agree-
ments entered into between 1993 and September 2009
indicates that an independent compliance monitor was
required in approximately one-third of these cases (48 of
152, or 31.6 percent)."” Additionally, of the 32 corporate DPAs
and NPAs executed in 2010, 10 of them (31.25 percent) re-
quired an independent compliance monitor."® In the FCPA
context, “[flrom 2004 to 2010, more than 40 percent of all
companies that resolved an FCPA investigation with [the
DOJ or SEC] through a settlement or plea agreement re-
tained an independent compliance monitor as a condition
of that agreement.”™

Due in part to the cost and intrusiveness of an indepen-
dent compliance monitor, there is a growing trend at
the DOJ toward allowing corporate self-monitoring and
self-reporting of compliance milestones and subsequent
violations. For example, on November 4, 2010, both Pride
International and Tidewater Marine International entered
into DPAs to resolve allegations that the oil services and
freight-forwarding companies had participated in a brib-
ery scheme which “paid thousands of bribes totaling at
least $27 million to foreign officials in at least seven coun-
tries, including Angola, Azerbaijan, Brazil, Kazakhstan, Ni-

geria, Russia and Turkmenistan.”?® Specifically, the Pride
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International and Tidewater Marine International DPAs
provided for “corporate compliance reporting” in lieu of
mandating the appointment of an independent compli-
ance monitor.”

Likewise, in April 2011, Johnson & Johnson (‘J&J”) paid
$70 million to resolve an FCPA case in which the compa-
ny admitted to paying bribes to government officials in
Greece, Poland, Romania, and Iraq.’?? J&J and its subsid-
iaries entered into a three-year DPA that requires the com-
pany—rather than an independent compliance monitor—to
report the results of its ongoing compliance efforts to the
DOJ biyearly throughout the duration of the DPA."2 Similar-
ly, on August 7, 2012, Pfizer entered into a DPA and agreed
to pay a $15 million criminal fine and $45 million in civil dis-
gorgements to resolve an FCPA case in which the company
admitted that between 1997 and 20086, it paid more than
$2 million in bribes to government officials in Bulgaria, Cro-
atia, Kazakhstan, and Russia.”* Like the J&J DPA, Pfizer's
DPA allows the company, rather than an independent
compliance monitor, to “report [evidence of further FCPA
violations] to the Department in the course of periodic
communication to be scheduled between Pfizer and the
Department. The first such update shall take place within
60 days after the entry of the Pfizer HCP DPA."25

The trend toward allowing self-monitoring is not limited to
cases involving large, publicly traded companies. On June
18, 2012, Data Systems & Solutions LLC (“DS&S”) resolved an
FCPA case in which the company must “report to the De-
partment periodically, at no less than twelve-month intervals
during a two-year term, regarding remediation and imple-
mentation of the compliance program and internal controls,
policies, and procedures” described in DS&S’s DPA.'?

A company that has self-disclosed facts that clearly
demonstrate wrongdoing is often pleased to reach a DPA
and avoid the harmful effects of a guilty plea. It should
be careful, however, to consider what facts it must ad-
mit to demonstrate the company’s guilt, what charges it
will be admitting (but not pleading guilty) to, the effects
of those admissions on the company’s exposure to civil
lawsuits (discussed in “Collateral Consequences” herein),
and what form of monitorship—if any—will be required by

the government.



NON-PROSECUTION AGREEMENT

A prosecutorial decision not to prosecute or, alternatively,
the decision to accept an NPA is the goal of any compa-
ny that self-discloses potential violations of criminal laws.
The simplest form of a non-prosecution agreement is an
oral or written statement by the DOJ indicating that it has
decided not to prosecute the company for any offenses. It
carries no financial penalties, no monitor, and no period of
deferred prosecution. A recent example of the DOJ’s giv-
ing this type of non-prosecution agreement is the Morgan
Stanley FCPA matter.'”” This case involved a former man-
aging director of Morgan Stanley’s real estate business
in China who engaged in a conspiracy to transfer a mul-
timillion-dollar ownership interest in a Shanghai building
to an influential Chinese government official who in return
steered business to Morgan Stanley.”® On April 25, 2012,
the DOJ announced that Garth Ronald Peterson, the for-
mer managing director, pled guilty to conspiracy to violate
the FCPA and also announced that it had declined to pros-
ecute Morgan Stanley.'®®

The DOJ’s decision not to prosecute Morgan Stanley for the
criminal acts of one of its managing directors was based on
the company’s robust system of internal controls, its deci-
sion to self-disclose the misconduct, and its cooperation
during the DOJ’s investigation.*® The DOJ uncharacteristi-
cally went out of its way to recognize the internal controls
Morgan Stanley had in place at the time Peterson engaged
in his criminal act. In the criminal information filed against

Peterson and in the press release announcing Peterson’s
plea, the DOJ specifically cited the following about Morgan

Stanley’s internal controls:

+ Morgan Stanley maintained a system of internal controls
meant to prevent employees from paying anything of val-

ue to foreign government officials;

+ Morgan Stanley’s internal policies prohibited bribery and
addressed corruption risks associated with the giving
of gifts, business entertainment, travel, lodging, meals,
charitable contributions, and employment;

+ Morgan Stanley frequently trained its employees on its in-

ternal policies, the FCPA, and other anti-corruption laws;

+ Morgan Stanley trained Peterson on the FCPA seven
times and reminded him to comply with the FCPA at least

35 times; and

+ Morgan Stanley’s compliance personnel regularly mon-
itored transactions; randomly audited particular em-
ployees, transactions, and business units; and tested to
identify illicit payments.”™'

If a company cannot obtain this form of non-prosecution,
then the next-best option is an NPA. An NPA is a written
agreement between the DOJ and a company in which

the DOJ agrees not to file criminal charges against the
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company for a set period of time (as with a DPA, the peri-
od is typically two to four years), and the company agrees
to comply with certain conditions over that period of time.
Because the DOJ does not file any charging documents
with the court when an NPA is reached, the agreement it-
self is not filed with the court but is instead maintained by
the DOJ and the corporation. Simply put, when a company
enters into an NPA, unlike a DPA, there is typically no public
record of the agreement. In some NPAs (but not all), the
company is not required to admit any facts that can later
be used against it.

An NPA differs from a simple non-prosecution because,
with an NPA, there is a written agreement between the
company and the government that includes terms the
company must abide by to receive the benefit of a non-
prosecution. The terms and requirements of NPAs vary, but
the most common terms include: (i) a fine; (i) a requirement
that the company cooperate in an ongoing government in-
vestigation; (iii) a prohibition on future violations of the law
for a set period of time;*? (iv) defined improvements in the
company’s internal controls; and/or (v) some form of gov-
ernment oversight of the company’s compliance with the
terms of the NPA.

CRIMINAL AND CIVIL FINES AND PENALTIES

A plea, DPA, or NPA can carry significant fines and penal-
ties. One benefit of self-disclosure is that it leads to a ne-
gotiated settlement with the authorities and increases the
likelihood of obtaining a reduced monetary penalty.®®* One

factor a prosecutor may consider in charging a company
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and negotiating a disposition is the company’s “timely and

voluntary disclosure of wrongdoing and its willingness to
cooperate in the investigation of its agents.”"* There is no
formula, however, for calculating how much a corporate
fine or penalty should be reduced for self-disclosure and
cooperation, and several commentators have argued that
there is little tangible evidence to support the DOJ’s ar-
gument that it rewards companies that self-disclose and
cooperate with lower fines and penalties.®™® Conversely,
however, some commentators have indicated that self-dis-
closure may increase the likelihood of convincing the DOJ
to enter into an NPA rather than a DPA®® and may increase
the likelihood of convincing the DOJ to permit self-monitor-
ing rather than requiring the appointment of an indepen-

dent compliance monitor.

The starting point for determining any corporate fine for
criminal conduct is the United States Federal Sentenc-
ing Guidelines (the “Guidelines” or “USSG”), which con-
tain complicated guidance about appropriate fine ranges,
based on the facts underlying the wrongful conduct.”™ The
primary drivers in calculating a fine under the Guidelines
are: (i) base offense level, which is determined on the ba-
sis of the criminal conduct the company admits to or is
convicted of after trial; (i) characteristics of the offense,
like the monetary loss or gain related to the offense or the
number of victims impacted by the offense; and (iii) the
company’s culpability in the offense, which is calculated
on the basis of factors like the company’s size, the effec-
tiveness of the company’s compliance program in place
at the time the conduct occurred, whether the company
self-reported the offense, and the company’s cooperation

in the investigation.'®



A company that has self-disclosed its own misconduct and
cooperated with the government should obtain lower fines
and penalties than a company that has not self-disclosed
or cooperated. The potential benefits here are twofold. First,
there is a tangible benefit of self-disclosure and coopera-
tion under the advisory Guidelines. These tangible benefits
are described in USSG § 8C2.5(g). The relevant portions of
this Guideline provide as follows:

(1) If the organization (A) prior to an imminent threat
of disclosure or government investigation; and
(B) within a reasonably prompt time after be-
coming aware of the offense, reported the of-
fense to appropriate governmental authorities,
fully cooperated in the investigation, and clearly
demonstrated recognition and affirmative ac-
ceptance of responsibility for its criminal con-
duct, subtract 5 points; or

~

If the organization fully cooperated in the inves-
tigation and clearly demonstrated recognition
and affirmative acceptance of responsibility for
its criminal conduct, subtract 2 points; or

If the organization clearly demonstrated recog-
nition and affirmative acceptance of responsibil-
ity for its criminal conduct, subtract 1 point.'*®

Additionally, and more importantly, a company that has
self-disclosed and cooperated with the government is
often able to negotiate a fine that falls far below the fine
range called for under the Guidelines.

These concepts are best illustrated by examining the fine
paid in a recent high-profile corporate resolution negoti-
ated after the company cooperated significantly in the
DOJ’s investigation. In the Siemens case discussed above,
the company admitted to making $805.5 million in “cor-
rupt payments to foreign officials.”*® Of the $1.6 billion in
fines and penalties Siemens paid to U.S. and German offi-
cials, $450 million was designated as a criminal fine to re-
solve the DOJ component of the prosecution.' Although a
$450 million criminal fine is a significant amount of money
to most companies, it pales in comparison with the possi-
ble criminal penalty of $1.35 to $2.7 billion that the company
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faced under the Guidelines.? This Guidelines fine range,

while incredibly large, included the two types of benefits
described above. First, Siemens received a two-point dis-
count from its culpability score due to its “full cooperation
and acceptance of responsibility.”**® This resulted in a lower
advisory Guidelines fine range than would have resulted
without the cooperation. Second, and more importantly, the
$450 million fine was a significant reduction from the bot-
tom of the advisory Guidelines range of $1.35 to $2.7 billion.

While Siemens demonstrates that cooperation with the
government can lead to a significant benefit in the gov-
ernment’s recommended fine amount, there are many
cases involving smaller companies and less-widespread
misconduct that illustrate the same point. For example, in
the Nordam FCPA resolution, the DOJ agreed to an NPA
that included a downward departure from the advisory fine
range called for under the Guidelines. In announcing the
case’s resolution, the DOJ stated:

The department entered into a non-prosecution
agreement with NORDAM as a result of NORDAM’S
timely, voluntary and complete disclosure of the
conduct, its cooperation with the department and
its remedial efforts. In addition, the agreement rec-
ognizes that a fine below the standard range un-
der the U.S. Sentencing Guidelines is appropriate
because NORDAM fully demonstrated to the de-
partment, and an independent accounting expert
retained by the department verified, that a fine



exceeding $2 million would substantially jeopar-

dize the company’s continued viability."*4

Accordingly, by self-disclosing its conduct and cooperating
with the DOJ, Nordam appears to have avoided the risks
associated with trial, including the potential for a significant
criminal fine that could have destroyed the company and
had severe collateral consequences.

The Nordam resolution also highlights how an “inabili-
ty to pay” argument can minimize fines called for under
the Guidelines or even fines a prosecutor agrees to rec-
ommend that are well below those calculated under the
Guidelines. When a company truly cannot pay a fine, it
can argue that paying such a fine would effectively put the
company out of business, risk putting the company out of
business, or have some other severe consequence. Before
accepting such an argument, the DOJ, the SEC, and other
enforcement agencies will typically demand that a compa-
ny open its books and prove its inability to pay, a process
that can be burdensome and time-consuming. But in some
circumstances, this is an effective way to minimize criminal,
civil, and administrative fines.

Another important consideration in negotiating a fine with
the DOJ is what penalty or penalties will be assessed by
other U.S. regulators and foreign law enforcement and/or
regulators, as well as the likely collateral consequences of
those penalties. Negotiating a plea, DPA, or NPA with the

DOJ does not occur in a vacuum, and companies placed
in the unfortunate position of self-disclosing wrongdoing to
the DOJ are also likely self-disclosing to other regulatory
bodies, both in the U.S. and abroad. So when negotiating
the terms of any resolution, a company should consider
keeping all investigations moving on track at the same
pace (a Herculean task, should a company decide that do-
ing so would be beneficial), making sure each government
and regulatory body knows about all of the other investiga-
tions the company is facing and making sure the DOJ and
all other government entities consider the fines, penalties,
and collateral consequences associated with resolving the

other investigations.

COLLATERAL CONSEQUENCES

In most cases, a company’s decision to self-disclose po-
tential misconduct, cooperate with the government, and
negotiate a resolution is driven by the need to minimize
the potential “collateral consequences” of failing to do so.
These collateral consequences can range from a prohi-
bition on conducting business with the U.S. government,
to loss of investor and customer confidence (which, in the
case of Arthur Andersen, led to the destruction of the com-
pany), to a barrage of civil lawsuits based on the conduct.
A company that has self-disclosed its potential miscon-
duct and cooperated with the government is often in the

best possible position to avoid or minimize these types of
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collateral harm to the company and its “innocent” related
parties, such as employees, shareholders, and customers.

DEBARMENT AND SUSPENSION

One of the most severe collateral consequences of resolv-
ing a government investigation is the possibility of being
debarred or suspended from federal procurement pro-
grams, which means that the company can no longer do
business with the federal government. Federal procure-
ment rules provide for the debarment or suspension of a
company from contracting with the U.S. government upon
“a conviction of or a civil judgment for” various offenses, in-
cluding: (i) “embezzlement, theft, forgery, bribery, falsifica-
tion or destruction of records, making false statements, tax
evasion, receiving stolen property, making false claims, or
obstruction of justice”; and (i) any “offense indicating a lack
of business integrity or business honesty that seriously and
directly affects the present responsibility of a Government
contractor.”*s Similarly, companies in the health-care indus-
try, which rely on government dollars from the Medicare
and Medicaid programs, are excluded from doing business
with the federal government when convicted of a “criminal
offense related to the delivery of an item or service” in con-
nection with a federal health-care program.'¢

Being debarred, suspended, or excluded from doing busi-
ness with one federal government entity can easily snowball
into an exclusion from all government programs because a
debarment, suspension, or exclusion order entered by one
U.S. government agency has a government-wide impact
once the party is added to the government’s “Lists of Parties
Excluded from Federal Procurement and Nonprocurement
Programs.”™ This list tracks entities and individuals who are
debarred, suspended, proposed for debarment, excluded,
or disqualified from participating in federal procurement.'®
Furthermore, many state and local governments operate
debarment, suspension, and exclusion programs similar
to those of the federal government.*® An adverse procure-
ment action at the federal level may prompt local and state
officials to take similar action.'®®

Many international organizations have also adopted pro-
curement rules and guidelines that provide for suspen-
sion or debarment. For example, a corruption conviction

may result in a prohibition on participating in any World
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Bank-financed projects.”™ Similarly, a corruption conviction
in the U.S. could trigger mandatory debarment in Europe
pursuant to the European Union’s procurement rules.'?

In some industries, such as health care, defense, and con-
struction, a debarment, suspension, or exclusion order could
have a severe adverse impact upon the company’s survival.
In industries where the federal government accounts for a
significant portion of a company’s revenues, it is particularly
important for the company to avoid putting itself in a posi-
tion where there is even a small chance of being debarred,
suspended, or excluded. Even outside these industries, the
threat of debarment, suspension, or exclusion, and losing
the federal government as a customer, is still a consequence
to avoid at all costs. Therefore, the manner in which a com-
pany self-discloses its potential misconduct, cooperates
with the government, and negotiates a resolution is partic-
ularly important, since the charges filed and the form of the
resolution will dictate whether debarment, suspension, or

exclusion is mandatory, optional, or unlikely to occur.

As discussed above, the recent blockbuster multibillion-
dollar DOJ resolution with GlaxoSmithKline involved a

misdemeanor plea, rather than a felony plea, primarily for
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the purpose of allowing the pharmaceutical giant to avoid
mandatory exclusion from the Medicare and Medicaid
programs.”®® Likewise, in the December 2008 resolution
of the Siemens FCPA case, in which the engineering giant
made $805.5 million in corrupt payments to foreign officials,
the company was not charged with violating the FCPA's
anti-bribery prohibitions because of the DOJ’s concern
for the “risk of debarment and exclusion from government
contracts.”™ These cases illustrate the importance of per-
suading the government that if charges must be filed and
a plea, DPA, or NPA cannot be avoided, the charges and
resolution should be crafted in a way that avoids the risk of

debarment, suspension, and exclusion.

LOSS OF INVESTOR AND CUSTOMER CONFIDENCE AND
EXPOSURE TO CIVIL LAWSUITS

When a company resolves a case through a guilty plea or
a DPA (in which the company admits to criminal conduct),
this can lead to a loss of confidence among the investing
public and customers. As discussed above, the prosecu-
tion of Arthur Andersen and the post-conviction demise
of the company demonstrate that the consequences of
being convicted of criminal wrongdoing cannot be mini-
mized. This is particularly true when the case involves com-
panies, like accounting firms, where customer confidence
is essential to business success. Every company that has
self-disclosed potential misconduct must understand the
consequences of admitting to criminal misconduct and be
prepared to convince the government that those conse-

quences are real.

In addition to a loss of confidence, an admission of guilt
through a plea or DPA can subject the company, and its
officers and directors, to civil litigation. Typically, these

civil actions fall into two categories: (i) shareholder class

T
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actions alleging that a company did not adequately dis-
close the facts which led to the plea or DPA; and (ii) de-
rivative actions against officers and directors alleging that
they failed in their corporate duties.'®™ In most instances,
civil litigants attempt to “piggyback” on government inves-
tigations and use a company’s admissions of guilt made
in connection with resolving a government investigation to
prove the conduct at issue in the civil case.®® For exam-
ple, a derivative complaint was filed against 11 members of
J&J’s board of directors alleging breach of fiduciary duty,
mismanagement, and violations of the federal securities
laws on the basis of the company’s recent settlements with
the DOJ and SEC regarding violations of the FCPAS" The
complaint relied on admissions made by J&J in its criminal
and civil resolutions with the DOJ and SEC to support its
allegations.”® In resolving a DOJ investigation or any other
government investigation in which an admission of facts is
required, a company should consider whether any required
admissions can be used collaterally and offensively by civil
plaintiffs. If the answer is “yes,” the company must consider
how to minimize that risk.

TERMS OF POST-RESOLUTION COOPERATION

Once a company resolves its case through a plea, DPA, or
NPA, its work is usually not complete. This is because most
corporate resolutions require ongoing “cooperation” with
government investigations. Cooperation often includes
agreeing to continue to produce documents requested by
the government, making witnesses available to the govern-
ment, and generally allowing the government to continue
to use the company as a resource in its ongoing investiga-
tion into other companies and/or individual defendants. A

company should pay close attention to what cooperation



the government seeks and the terms of any cooperation
language contained in a plea, DPA, or NPA.

One of the perils of overly broad post-resolution cooper-
ation is best illustrated through the notorious KPMG tax-
shelter case. In this case, KPMG admitted to “assistling]
high net worth United States citizens . . . evade United
States individual income taxes on billions of dollars in capi-
tal gain and ordinary income by developing, promoting and
implementing unregistered and fraudulent tax shelters.”’>®
One section of KPMG’s DPA was titled “Cooperation” and

required the company to:

+ “[Clompletely and truthfully disclos[e] all information in
its possession” to the DOJ and the Internal Revenue
Service (“IRS”), including “all information about activities
of KPMG, present and former partners, employees, and
agents of KPMG”;

+ Provide the DOJ with “a complete and truthful analysis
and complete detailed description of the design, mar-
keting and implementation” by KPMG of all the at-issue
transactions;

+ Volunteer and provide to the DOJ any relevant docu-
ments that come to KPMG’s attention and cooperate with
future DOJ and IRS document requests pursuant to their

ongoing investigation;

+ Not assert any claim of privilege over documents re-
quested by the DOJ or IRS, subject to limited exceptions;

+ Use ‘reasonable and best efforts to make available
[KPMG's] present and former partners and employees
to provide information and/or testimony as requested
by” the DOJ and IRS;

+ Provide evidence or testimony in any criminal or other
proceeding as requested by the DOJ or IRS; and

« Consent to the admission into evidence of all doc-
uments, disclosures, testimony, records, and other
physical evidence provided by KPMG to the DOJ and/
or IRS in any proceeding as the DOJ or IRS deems
appropriate.'®®

Subsequently, several KPMG employees who were also
charged with crimes relating to the alleged illegal tax shel-
ters filed a motion to obtain discovery of KPMG documents
from the government, on the theory that, according to
the terms of KPMG’s DPA, all of KPMG’s documents were
in the “constructive possession of the government”; the
court agreed.”™ This decision, which essentially found that
the terms of KPMG’s DPA made the company an agent of
the U.S. government, should make companies think twice
about the far-reaching cooperation language contained in
many corporate pleas, DPAs, and NPAs.

trative proceedings.
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A company should also be careful to ensure that any
post-resolution cooperation does not waive the attor-
ney-client privilege or further waive the privilege beyond
any waivers that have already occurred. While the DOJ
can no longer consider waiver of the attorney-client priv-
ilege in assessing a company’s cooperation, waiver is of-
ten an unintended consequence of cooperation. Whether
to waive, and how to limit waiver, is an important consid-
eration when deciding whether to self-disclose and how
to share information with the government, but companies
often forget that additional waivers can occur after a res-
olution has been reached. Post-resolution waiver may not
impact the company’s dealings with the first government
entity that resolved the case and required ongoing co-
operation, but it could impact the resolutions reached
with other government entities investigating the company
and the resolutions of civil lawsuits that are based on the

same set of facts.

These are just a few illustrations of how the cooperation
language in a company’s plea, DPA, or NPA can have un-
intended consequences that cost the company time and
money. Cooperation language must be carefully written to
minimize the risk of turning the company into an agent of
the government and to prevent the company from waiv-
ing privileges beyond those already waived during the
self-disclosure.

CONCLUSION

Once a company walks into the offices of the DOJ, the
SEC, or any other enforcement agency to disclose poten-
tial misconduct, it sets into motion a series of events that
often leads to some combination of fines; attorney-client
privilege waivers; monitorships; admissions of wrongdoing;
threats of debarment, suspension, or exclusion; and other
events that collectively amount to a corporate nightmare.
The process is unpleasant and expensive. The only thing
worse is the thought of what might happen if the govern-
ment found out that the company knew about the wrong-
doing, did not disclose the wrongdoing, and (most often,
negligently) continued to engage in the wrongdoing. Once
a company self-discloses, it places itself at the mercy of
the government by showing that it is a good corporate citi-
zen intent on fixing any historic problems and working with
the government to get past those problems. Well before
the company discloses its misconduct, however, it must
consider the series of events that is certain to transpire af-
ter the disclosure and must know how to influence those
events to maximize the benefits of cooperation and mini-
mize the harm to the company. A thoughtful analysis of the
issues discussed above, both before and after the disclo-
sure, will help the company frame the issues presented to
the government in a manner that is most advantageous to
the company and minimizes the potentially severe direct
and collateral effects of a government resolution.

ethics matters.
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ENDNOTES

1

Complex investigations are iterative processes, and for this
reason, a key witness may need to be interviewed multiple
times. Interviewers should anticipate this possibility and
advise the witness of the same so that she can expect to be
called back for additional questioning as the investigation
progresses. Such a notification can also serve to let the wit-
ness know that her statements will be verified and that she
may be re-questioned on discrepancies between her state-
ments and other evidence subsequently developed.

The documents should be marked or labeled for ease of
identification, and enough copies should be made that each
participant in the interview can refer to her own copy.

Notes may be taken by hand or electronically, but investi-
gators should be sensitive to how a witness may perceive
the use of a computer for note taking. Some witnesses are
chilled if they believe, despite representations to the con-
trary, that their statements are being transcribed verbatim.
Of course, if a complete transcript of the interview is desired,
a court reporter may be used, with the witness’s consent, to
record and transcribe the interview, as in a court-reported
deposition. It is important to note, however, that a verbatim
transcription of an interview is much more easily discover-
able than a summary of the interview derived from attor-
ney notes and containing attorney mental impressions and
thought processes (i.e., attorney work product). See, e.g.,
FED. R. CRIM. P. 26.2.

The apparent reasonableness of such a belief should be
tested against: (i) the possibility that the witness might have
quite the opposite reaction—i.e., being chilled by the pres-
ence of a company colleague—and (i) any concern that the
participation of that corporate representative—or any corpo-
rate representative—will be viewed with skepticism by the
government should the company later disclose the interview.

See generally Upjohn v. United States, 449 U.S. 383 (1981). In
2009, a working group of the American Bar Association pro-
posed the following Upjohn warning as a model:

| am a lawyer for or from Corporation A. | represent only
Corporation A, and | do not represent you personally.

| am conducting this interview to gather facts in order
to provide legal advice for Corporation A. This inter-
view is part of an investigation to determine the facts
and circumstances of X in order to advise Corporation
A how best to proceed.

Your communications with me are protected by the
attorney-client privilege. But the attorney-client priv-
ilege belongs solely to Corporation A, not you. That
means that Corporation A alone may elect to waive the
attorney-client privilege and reveal our discussion to
third parties. Corporation A alone may decide to waive
the privilege and disclose this discussion to such third
parties as federal or state agencies, at its sole discre-
tion, and without notifying you.

In order for this discussion to be subject to the privi-
lege, it must be kept in confidence. In other words, with
the exception of your own attorney, you may not dis-
close the substance of this interview to any third party,
including other employees or anyone outside of the
company. You may discuss the facts of what happened
but you may not discuss this discussion.

Do you have any questions?
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Are you willing to proceed?

Available at http://meetings.abanet.org/webupload/commup
load/CR301000/newsletterpubs/ABAUpjohnTaskForceReport.
pdf (all web sites herein last visited January 4, 2013).

Of course, for an interviewer, good listening skills are abso-
lutely essential. These skills allow the interviewer to mentally
process the witness’s statements, ask appropriate follow-up
questions, and pick up on telling verbal cues. An interviewer
who speaks too much is one who is probably not listening
enough—this is another reason that the use of nonlead-
ing questions is generally preferred. Similarly, interviewers
should avoid cutting witnesses off, thereby not receiving
the information that the witness was about to offer, and also
avoid rushing to fill silence in an interview, which the witness
might fill herself with valuable information.

Investigators should refrain from explicitly or implicitly
encouraging witnesses not to speak with the government.

Interview reports should not be bogged down with extra-
neous, nonpertinent information. And while a report should
also not read like a transcript of the interview, the report
should include any direct quotations from the witness
(words, phrases, or sentences) that may have significance to
the investigation.

To protect the privilege after an interview report is prepared,
the report should be distributed only to persons within the
client group.

William R. McLucas et al., The Decline of the Attorney-Client
Privilege in the Corporate Setting, 96 JOURNAL OF CRIMINAL
LAW & CRIMINOLOGY 621, 622 (20086).

Carol Poindexter, Recent Developments in Corporate “Co-
operation” Credit: Opening Pandora’s Box or Slamming the
Privilege Waiver Lid Shut?, 22 No. 3 HEALTH LAWYER 48, 52
(2010).

Memorandum from Eric H. Holder, Deputy Att'y Gen., U.S.
Dept. of Justice, to All Component Heads and United States
Attorneys (June 16, 1999), available at http://federalevidence.
com/pdf/Corp__Prosec/Holder__Memo__6__16__99.pdf.

Securities and Exchange Commission, Report of Investiga-
tion Pursuant to Section 21(a) of the Securities Exchange Act
of 1934 and Commission Statement on the Relationship of
Cooperation to Agency Enforcement Decisions, Release No.
44969 (Oct. 23, 2001) (the “Seaboard Report”), available at
http://www.sec.govl/litigation/investreport/34-44969.htm.

Memorandum from Larry D. Thompson, Deputy Att’y Gen.,
U.S. Dept. of Justice, to Heads of Department Compo-
nents, United States Attorneys (Jan. 20, 2003), available at
http://federalevidence.com/pdf/Corp__Prosec/Thompson__
Memo__1-20-03.pdf.

Id. (emphasis added). In fact, a 2005 survey of outside
counsel conducted by the National Association of Crim-
inal Defense Lawyers found that approximately 85 percent
of respondents “reported that DOJ and the SEC frequently
require ‘discussions’ of waiver as part of ‘settlement’ negoti-
ations.” Nat’| Assoc. of Criminal Defense Lawyers, Executive
Summary, National Association of Criminal Defense Lawyers
Survey: Attorney-Client Privilege Is Under Attack (July 2005),
available at http://nacdl.org/Champion.aspx?id=14498.


http://meetings.abanet.org/webupload/commupload/CR301000/newsletterpubs/ABAUpjohnTaskForceReport.pdf
http://meetings.abanet.org/webupload/commupload/CR301000/newsletterpubs/ABAUpjohnTaskForceReport.pdf
http://meetings.abanet.org/webupload/commupload/CR301000/newsletterpubs/ABAUpjohnTaskForceReport.pdf
http://federalevidence.com/pdf/Corp_Prosec/Holder_Memo_6_16_99.pdf
http://federalevidence.com/pdf/Corp_Prosec/Holder_Memo_6_16_99.pdf
http://www.sec.gov/litigation/investreport/34-44969.htm
http://federalevidence.com/pdf/Corp_Prosec/Thompson_Memo_1-20-03.pdf
http://federalevidence.com/pdf/Corp_Prosec/Thompson_Memo_1-20-03.pdf
http://nacdl.org/Champion.aspx?id=14498
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Don R. Berthiaume, ‘Just the Facts”: Solving the Corporate
Privilege Waiver Dilemma, 46 No. 1 CRIM. LAW BULLETIN, Art. 1
(2010).

U.S. Sentencing Guidelines Manual, § 8C2.5 App. (2004)
(emphasis added).

Berthiaume, supra n.16.
S. 30, 109th Cong. (2006).

Memorandum from Paul J. McNulty, Deputy Att’'y Gen.,
U.S. Dept. of Justice, to Heads of Department Compo-
nents, United States Attorneys (Dec. 12, 2006), available at
http://federalevidence.com/pdf/Corp__Prosec/McNulty__
Memol2__12__06.pdf (emphasis added).

Id.

Memorandum from Mark Filip, Deputy Att'y Gen., U.S. Dept.
of Justice, to Heads of Department Components, United
States Attorneys (Aug. 28, 2008), available at http://federal
evidence.com/pdf/Corp__Prosec/Filip.Memorandum.2008.
pdf, at 8.

United States Attorneys’ Manual, § 9-28.720(a) (emphasis
added).

SEC Enforcement Manual, available at http://sec.gov/
divisions/enforce/enforcementmanual.pdf.

See, e.g., Letter from American Bar Association to Hon.
Shaun Donovan, Secretary, U.S. Dept. of Housing and Urban
Development (“HUD”) (Feb. 8, 2011) (requesting a change
to HUD’s current guidance, which “urges” public housing
agencies to attach to all contracts with outside counsel for
professional legal services an addendum that restricts the
ability of the lawyers to assert privileges on behalf of pub-
lic housing agency clients); SEC Enforcement Manual, §
6.1.2 (considering factors relevant to corporate cooperation,
including “[clooperation with law enforcement authorities,
including providing the Commission staff with all informa-
tion relevant to the underlying violations and the company’s
remedial efforts”) (emphasis added); the Seaboard Report,
supra n.13 (stating that the SEC is not taking action against
a company because “it did not invoke the attorney-cli-
ent privilege, work product protection or other privileges
or protections with respect to any facts uncovered in the
investigation”).

Mark J. Stein and Joshua A. Levine, The Filip Memorandum:
Does It Go Far Enough?, NYLJ (Sept. 10, 2008).

Poindexter, supra n.11, at 53, quoting Stein and Levine, supra
n.26 (alterations in original).

See, e.g., In re Qwest Communications International, Inc., 450
F.3d 1179, 1192 (10th Cir. 2006) (rejecting selective waiver).

8 Wigmore, Evidence § 2292, at 554 (McNaughton rev. 1961);
United States v. Martin, 278 F.3d 988, 999-1000 (9th Cir.
2002).

Lawyers who engage other professionals to assist them
may share privileged information with the third-party con-
sultants without waiving privilege, so long as the consultants
are assisting the attorney in providing legal advice. United
States v. Kovel, 296 F.2d 918, 921 (2nd. Cir. 1961).

See United States v. Schwimmer, 892 F.2d 237, 243 (2d Cir.
1989).
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Memorandum from Mark Filip, Deputy Att’'y Gen., U.S. Dept.
of Justice, to Heads of Department Components, United
States Attorneys (Aug. 28, 2008), available at http://federal
evidence.com/pdf/Corp__Prosec/Filip.Memorandum.2008.
pdf.

Principles of Federal Prosecution of Business Organiza-
tions, United States Attorneys’ Manual, § 9-28.720. Note
that the Filip Memorandum expressly forbids government
requests for legal advice and attorney work product, except
in extremely limited circumstances. Id. § 9-28.720(b). Despite
the cost, it may be advisable to retain two law firms to con-
duct the internal investigation: one to interview witnesses
and conduct the fact investigation, and the other to apply
the legal analysis to the facts. If the decision is made to
seek cooperation credit by disclosing “relevant facts” to the
government, using separate law firms may reduce the risk
that a court will find waiver of the privilege.

See Securities and Exchange Commission, Report of Inves-
tigation Pursuant to Section 21(a) of the Securities Exchange
Act of 1934 and Commission Statement on the Relationship
of Cooperation to Agency Enforcement Decisions, Release
No. 44969 (Oct. 23, 2001) (the “Seaboard Report”), available
at http://www.sec.gov/litigation/investreport/34-44969.htm,
at 4.

Upjohn Co. v. United States, 449 U.S. 383, 389-97 (1981).
Upjohn Co. v. United States, 449 U.S. 383, 389-97 (1981).

The circuits are split on the showing required to establish
the existence of an attorney-client relationship with a cor-
porate employee. The Fourth Circuit requires the individual
to demonstrate a subjective belief that an attorney-client
relationship was formed and that the belief was reasonable
under the circumstances (In re Grand Jury Subpoena: Under
Seal, 415 F.3d 333, 339 (4th Cir. 2005)). Other circuits apply
a five-part test established in In re Bevill, Bresler & Schul-
man Asset Mgmt Corp., 805 F.2d 120, 123-24 (3d Cir. 1986),
namely, that: (i) the individual approached counsel for the
purpose of obtaining legal advice; (i) the individual made
it clear that he was seeking legal advice in an individual,
rather than representative, capacity; (iii) counsel commu-
nicated with the individual in his individual capacity; (iv)
the conversation was confidential; and (v) the substance of
the conversation did not concern matters pertaining to the
company.

The First Circuit would allow a corporation, without the con-
sent of an executive asserting privilege, to waive the privi-
lege in a dual-representation context where the subject
matter of the waiver concerns matters of interest to the
corporation, so long as the statements were made in the
officer’s corporate capacity. In re Grand Jury Subpoena
(Custodian of Records, Newparent, Inc.), 274 F.3d 563, 572—
74 (1st Cir. 2001).

No. SACR 08-00139, 2009 WL 890633 (C.D. Cal. Apr. 1, 2009).

Under Rule 4.3, Model Rules of Professional Conduct, if the
investigating lawyer knows or reasonably should know that
the interests of the individual “are or have a reasonable
possibility of being in conflict with the interests of the [com-
panyl,” the lawyer should not give the individual any legal
advice other than to seek counsel.

United States v. Ruehle, 583 F.3d 600 (9th Cir. 2009).

See Upjohn at 395 for the formula for a proper “Upjohn warn-
ing.” See also supra n.5.


http://federalevidence.com/pdf/Corp_Prosec/McNulty_Memo12_12_06.pdf
http://federalevidence.com/pdf/Corp_Prosec/McNulty_Memo12_12_06.pdf
http://federalevidence.com/pdf/Corp_Prosec/Filip.Memorandum.2008.pdf
http://federalevidence.com/pdf/Corp_Prosec/Filip.Memorandum.2008.pdf
http://federalevidence.com/pdf/Corp_Prosec/Filip.Memorandum.2008.pdf
http://sec.gov/divisions/enforce/enforcementmanual.pdf
http://sec.gov/divisions/enforce/enforcementmanual.pdf
http://federalevidence.com/pdf/Corp_Prosec/Filip.Memorandum.2008.pdf
http://federalevidence.com/pdf/Corp_Prosec/Filip.Memorandum.2008.pdf
http://federalevidence.com/pdf/Corp_Prosec/Filip.Memorandum.2008.pdf
http://www.sec.gov/litigation/investreport/34-44969.htm

43

44

45

46

a7

48

49

50

51

52

53

54

55

See In re OM Group Sec. Litig., 226 F.R.D. 579, 558-84 and
n.3 (N.D. Ohio 2005).

See id. at 590-94; SEC v. Roberts, 254 F.R.D. 371, 383 (N.D.
Cal. 2008).

In re OM Group Sec. Litig., 226 F.R.D. at 590-94.

See Memorandum from Eric H. Holder, Deputy Att’y Gen.,
U.S. Dept. of Justice, to All Component Heads and United
States Attorneys (June 16, 1999) (stating that whether a
company provides information to employees about a gov-
ernment investigation pursuant to a JDA should be con-
sidered in weighing the extent and value of the company’s
cooperation and thus whether the company appears to be
protecting its culpable employees and agents), available
at http://federalevidence.com/pdf/Corp__Prosec/Holder__
Memo__6__16__99.pdf.

This section is intended to provide general information
related to the use of joint defense agreements, with a
focus on federal law. Courts’ recognition of the existence
and scope of the joint defense privilege varies significantly
across federal and state jurisdictions, so practitioners
should research local law to determine applicability to their
specific circumstances.

See Continental Oil Co. v. United States, 330 F.2d 347, 350
(9th Cir. 1964).

United States v. Stepney, 246 F. Supp. 2d 1069, 1074-75 (N.D.
Cal. 2003).

See In re Bevill, Bresler & Schulman Asset Mgmt. Corp., 805
F.2d 120, 126 (3rd Cir. 1986); United States v. Bay State Ambu-
lance & Hosp. Rental Serv., Inc., 874 F.2d 20, 28 (Ist Cir. 1989).

See, e.g., Continental Oil Co., 330 F.2d at 350.
Holder Memorandum, at 6.

Memorandum from Larry D. Thompson, Deputy Att’y Gen.,
U.S. Dept. of Justice, to Heads of Department Compo-
nents, United States Attorneys (Jan. 20, 2003), available at
http://federalevidence.com/pdf/Corp__Prosec/Thompson__
Memo__1-20-03.pdf.

Memorandum from Paul J. McNulty, Deputy Att'y Gen.,
U.S. Dept. of Justice, to Heads of Department Compo-
nents, United States Attorneys (Dec. 12, 2006), available at
http://federalevidence.com/pdf/Corp__Prosec/McNulty__
Memol2__12__06.pdf.

On November 13, 2007, the U.S. House of Representatives
passed the Attorney-Client Privilege Protection Act of 2007
(H.R. 3013), which would have prohibited government agents
from asking that corporations not enter into JDAs or consid-
ering the participation in JDAs as a factor for evaluating a
corporation’s cooperation. This legislation stalled in the Sen-
ate (S. 186, later reintroduced as S. 3217), likely due at least
in part to the 2008 voluntary policy revisions made by the
DOJ that addressed some of the same concerns. The bill
was later reintroduced as the Attorney-Client Privilege Pro-
tection Act of 2009 (H.R. 4326 and S. 445) because of the
nonmandatory nature and incompleteness of the DOJ’s vol-
untary 2008 policy revisions, as well as to make the princi-
ples applicable to other government agencies, such as the
Securities and Exchange Commission (“SEC”). The 2009 leg-
islation also stalled in committee.
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Principles of Federal Prosecution of Business Organizations,
United States Attorneys’ Manual, § 9-28.730 (hereinafter the
“DOJ Principles of Prosecution”).

Id.
See, e.g., Continental Oil Co., 330 F.2d at 350.

See, e.g., United States v. Almeida, 341 F.3d 1318, 1326 n.21
(11th Cir. 2003); United States v. Stepney, 246 F. Supp. 2d
1069, 1086 (N.D. Cal. 2003).

Some courts have held that JDAs are not privileged and
are subject to production for at least in camera review. See
Stepney, 246 F. Supp. 2d at 1078.

The Eleventh Circuit and the Northern District of Califor-
nia endorsed a form agreement published by the ALI-ABA
in 1999. See Almeida, 341 F.3d at 1326 n.21; Stepney, 246 F.
Supp. 2d at 1084-86 (citing Joint Defense Agreement, Am.
Law Institute-Am. Bar Ass’n, Trial Evidence in the Federal
Courts: Problems and Solutions (1999)). More recently, the
ALI-ABA and Patrick J. Sharkey have published an article
including an updated model JDA. See Patrick J. Sharkey,
Unwrapping the Mystery of Joint Defense Agreements (With
Form), A.L.l., ALI-ABA Course of Study (May 1, 2008).

See Almeida, 341 F.3d at 1325-26 (“It is also an ancient rule
in many jurisdictions that ‘where an accomplice turns state’s
evidence and attempts to convict others by testimony which
also convicts himself, he thereby waives the privilege against
disclosing communications between himself and counsel.’ ”).

See Almeida, 341 F.3d at 1326 n.21; Stepney, 246 F. Supp. 2d
at 1084-86.

Id. at 1323.

District of Columbia Bar Legal Ethics Comm., Op. 349, Sept.
2009, available at http://lwww.dcbar.org/for__lawyers/ethics/
legal__ethics/opinions/opinion349.cfm.

Id. § B.

Id.

Id.

Id. § C(1).

Id. § C(2).

Principles of Federal Prosecution of Business Organizations,
United States Attorneys’ Manual, § 9-28.730.

Id.

See United States v. LeCroy, 348 F. Supp. 2d 375 (E.D. Pa.
2004).

See SEC v. Vitesse Semiconductor Corp., No. 10 Civ.
9239, 2011 WL 2899082 (S.D.N.Y. July 14, 2011) (holding that
work-product protections for attorneys’ handwritten notes
relating to an internal investigation were waived when a
company provided detailed oral summaries of employee
interviews to the SEC, even though disclosed pursuant to a
nonwaiver agreement).

See FED. R. CIv. P. 26 (requiring disclosure of witnesses who
may provide expert testimony, an expert report, and pre-trial


http://federalevidence.com/pdf/Corp_Prosec/Holder_Memo_6_16_99.pdf
http://federalevidence.com/pdf/Corp_Prosec/Holder_Memo_6_16_99.pdf
http://federalevidence.com/pdf/Corp_Prosec/Thompson_Memo_1-20-03.pdf
http://federalevidence.com/pdf/Corp_Prosec/Thompson_Memo_1-20-03.pdf
http://federalevidence.com/pdf/Corp_Prosec/McNulty_Memo12_12_06.pdf
http://federalevidence.com/pdf/Corp_Prosec/McNulty_Memo12_12_06.pdf
http://www.dcbar.org/for_lawyers/ethics/legal_ethics/opinions/opinion349.cfm
http://www.dcbar.org/for_lawyers/ethics/legal_ethics/opinions/opinion349.cfm
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deposition); FED. R. CRIM. P. 16 (parties must, at request of
opposing party, disclose written summary of any potential
expert testimony that describes expert’s opinions, the bases
and reasons for those opinions, and expert’s qualifications);
FED. R. EVID. 705 (expert may be required to disclose under-
lying facts or data on cross-examination).

FED. R. CIV. P. 24(4)(C); see also Rule 24(3)(A) and (B).
FED. R. CIv. P. 26(4)(C).

Daubert v. Merrell Dow Pharmaceuticals, Inc., 509 U.S. 579,
592 (1993); see also FED. R. EvID. 104(a) (court makes pre-
liminary determination whether person is qualified to be an
expert and admissibility of his testimony), 402 (irrelevant
evidence is inadmissible), 403 (relevant evidence may be
excluded if unfairly prejudicial, confusing, or a waste of time),
702 (governing when expert testimony is admissible), and
703 (regarding bases of expert testimony).

Kumho Tire Co. v. Carmichael, 526 U.S. 137, 147—-49 (1999).

The most frequently cited reference for the components
of an effective compliance program is Section 8B2.1 of the
United States Sentencing Guidelines, titled “Effective Com-
pliance and Ethics Program.”

H.R. REP. No. 95-640, at 6 (1977).

Jones Day was one of the first U.S. law firms to expand sig-
nificantly overseas, beginning in 1986 with the Firm’s opening
of offices in London, Paris, and Riyadh. Increasingly, global
Firm clients utilize the resources available in Jones Day’s
37 offices around the world, which provide a home base for
attorneys conducting international investigations and a valu-
able resource for consultation on issues of local law or in
local languages.

Archer Daniels Midland was fined $100 million in 1997, then
the largest antitrust fine in U.S. history.

See, e.g., Rachel G. Jackson, Sting Case Failure Should
Be Lesson To Justice Department, Judge Says, JUST
ANTI-CORRUPTION (Feb. 21, 2012), available at http://lwww.
mainjustice.com/justanticorruption/2012/02/21/sting-case-
failure-should-be-lesson-to-justice-department-judge-says/.

Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the
free movement of such data.

The EU Directive defines regulated “processing” as “any
operation or set of operations which is performed upon
personal data, whether or not by automatic means, such as
collection, recording, organization, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmis-
sion, dissemination or otherwise making available, alignment
or combination, blocking, erasure or destruction.” (EU Direc-
tive, Art. 2(b).)

For example, health information and financial information
are regulated at the federal level by the Health Insurance
Portability and Accountability Act (“‘HIPAA”) and the Gramm-
Leach-Bliley Act (“GLB”), respectively, and certain defined
types of personal data (generally consisting of name in
combination with Social Security number, driver’s license
number, or financial account number and access code) are
subject to data breach notification laws at the state level.
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In the European Union, “personal data” is defined as “any
information relating to an identified or identifiable natural
person (‘data subject’); an identifiable person is one who
can be identified, directly or indirectly, in particular by ref-
erence to an identification number or to one or more factors
specific to his physical, physiological, mental, economic, cul-
tural or social identity.” (EU Directive, Art. 2(a).) Similarly, the
Mexican Federal Law for Protection of Personal Data held by
Private Persons defines “personal data” as any information
concerning an identified or identifiable physical person. (Ley
Federal de Proteccion de Datos Personales en Posesion de
los Particulares, Art. 3, subsection V.)

The required registration or notification with the local data
protection authority regarding the processing of personal
data is one point of difference among the Member States.
For example, subject to certain exceptions, data controllers
in the United Kingdom must notify the Information Commis-
sioner’s Office of any processing of personal data, and fail-
ure to do so is a criminal offense. (See U.K. Data Protection
Act 1998, Part lll, § 17 et seq.; see also Information Commis-
sioner’s Office guidance re notification, available at http://
www.ico.gov.uk/for__organisations/guidance__index//media/
documents/library/Data__Protection/Detailed__specialist__
guides/notification__handbook__final.ashx.) In Italy, by con-
trast, data controllers are required only to notify the Garante
per la protezione dei dati personali of certain types of pro-
cessing of personal data (see Legislative Decree no. 196 of
30 June 2003, Title VI, § 37 et seq.), and in Germany, noti-
fication is generally not required if the data controller has
appointed an internal data protection officer. (See Federal
Data Protection Act (“‘BDSG”), Part 1, § 4d et seq.)

Such registration or notification requirement is less common
outside the European Union. For example, Australia, Canada,
India, and Mexico do not impose such notification or regis-
tration requirements.

Examples include the Office of the Australian Information
Commissioner in Australia; the Federal Service for Supervi-
sion over Telecommunications, Informational Technologies
and Mass Communications (Roskomnadzor) in Russia; and
the Office of the Privacy Commissioner in Canada, as well
as their provincial counterparts. India, by contrast, does not
have a national regulator charged with enforcing the provi-
sions of the Information Technology Act, 2000 (the “IT Act”),
and although the Secretary of the Ministry of Information
Technology in each state is appointed as an adjudicating
officer charged with adjudicating certain sections of the IT
Act, there has been little enforcement of the IT Act, violations
of which are generally subject to penalties or damages pay-
able to the person(s) affected by the violation.

United States Attorneys’ Manual, § 9-27.300 (2011).
15 U.S.C. § 78dd-1 et seq. (201).

See 48 C.F.R. § 9.406-2(a)(3) (2010) (stating that a criminal
conviction or civil judgment arising from “embezzlement,
theft, forgery, bribery, falsification or destruction of records,
making false statements, tax evasion, or receiving stolen
property” is cause for debarment); 48 C.F.R. § 9.406-2(a)(5)
(2010) (providing that the “[clommission of any other offense
indicating a lack of business integrity or business honesty
that seriously and directly affects the present responsibility
of a Government contractor or subcontractor” is grounds for
debarment).


http://www.mainjustice.com/justanticorruption/2012/02/21/sting-case-failure-should-be-lesson-to-justice-department-judge-says/
http://www.mainjustice.com/justanticorruption/2012/02/21/sting-case-failure-should-be-lesson-to-justice-department-judge-says/
http://www.mainjustice.com/justanticorruption/2012/02/21/sting-case-failure-should-be-lesson-to-justice-department-judge-says/
http://www.ico.gov.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/notification_handbook_final.ashx
http://www.ico.gov.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/notification_handbook_final.ashx
http://www.ico.gov.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/notification_handbook_final.ashx
http://www.ico.gov.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist_guides/notification_handbook_final.ashx
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See, e.g., Directive 2004/18/EC of the European Parliament
and of the Council of 31 March 2004 on the coordination of
procedures for the award of public works contracts, public
supply contracts, and public service contracts, Article 45
(stating that natural or legal persons convicted of corruption,
participation in organized crime, fraud, money laundering,
or terrorism are automatically excluded from participation in
public contracts).

See, e.g., Brian Glaser, News Corp. GC Zweifach Put in
Charge of Anticorruption Review, CORPORATE COUNSEL
(Aug. 17, 2012), available at http://lwww.law.com/jsp/cc/
PubArticleCC.jsp?id=1202567754389&News__Corp__GC__
Zweifach__Put__in__Charge__of__Anticorruption__Review
(noting the “intense scrutiny” of News Corp. following a brib-
ery scandal and quoting News Corp.’s Rupert Murdoch: “We
recognise that strengthening our compliance programmes
will take time and resources, but the costs of non-compli-
ance—in terms of reputational harm, investigations, lawsuits,
and distraction from our mission to deliver on our promise to
consumers—are far more serious.”).

U.S. v. Siemens Aktiengesellschaft, 08-CR-367-RJL (D.D.C.
Dec. 12, 2008) (DOJ Sentencing Memorandum at 13), avail-
able at http://www.justice.gov/opa/documents/siemens-
sentencing-memo.pdf.

Press Release, U.S. Dept. of Justice, Siemens AG and Three
Subsidiaries Plead Guilty to Foreign Corrupt Practices Act
Violations and Agree to Pay $450 Million in Combined Crimi-
nal Fines (Dec. 15, 2008), available at http://lwww.justice.gov/
opalpr/2008/December/08-crm-1105.html.

U.S. v. Siemens Aktiengesellschaft, 08-CR-367-RJL (D.D.C.
Dec. 12, 2008) (Statement of Offense at 7-8).

Siemens Press Release, supra n.97.

While the Siemens corporate parent avoided a bribery pros-
ecution, three of its subsidiaries—Siemens Argentina, Sie-
mens Bangladesh, and Siemens Venezuela—pled guilty to
the offense. See U.S. v. Siemens S.A. (Argentina), 08-CR-368-
RJL (D.D.C. Dec. 12, 2008) (Plea Agreement); U.S. v. Siemens
Bangladesh Ltd., 08-CR-369-RJL (D.D.C. Dec. 12, 2008) (Plea
Agreement); U.S. v. Siemens S.A. (Venezuela), 08-CR-370-
RJL (D.D.C. Dec. 12, 2008) (Plea Agreement).

Siemens Sentencing Memorandum, supra n.96, at 15 (“The
Department believes the above-proposed penalties are
appropriate based on Siemens’ substantial assistance to
the Department in the investigation of other persons and
entities, its extraordinary efforts to uncover evidence of
prior corrupt activities, and in its extensive commitment to
restructure and remediate its operations to make it a world-
wide leader in transparent and responsible corporate prac-
tices going forward.”).

U.S. v. BAE Sys. plc, 1:10-cr-00035-JDB (D.D.C. Feb. 22, 2010)
(Plea Agreement, Appendix B, Statement of Offense at 7).
While BAE negotiated a criminal resolution that did not actu-
ally mention the word “bribe,” the nature of BAE’s conduct
was clear. For example, in one portion of the Statement of
Offense, BAE admitted that “[alfter May and November 2001,
BAES made payments to certain advisors through offshore
shell companies even though in certain situations there was
a high probability that part of the payments would be used
in order to ensure that BAES was favored in the foreign gov-
ernment decisions regarding the sales of defense articles.”
Id.

Id. at 3—4.
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Id. at 9-13.

U.S. v. BAE Sys. plc, 1:10-CR-00035-JDB (D.D.C. Mar. 1,
2010) (Plea Agreement). The charging decision in BAE
was also likely influenced by a bizarre series of events
that took place in the United Kingdom’s parallel investi-
gation into BAE’s alleged bribery scheme. Approximately
one year before the DOJ and SEC resolved their cases,
the U.K. dropped its foreign bribery investigation into BAE
due to purported “national security” concerns. See James
Lumley, BAE Probe Was Halted on Security Concerns,
U.K. Says, BLOOMBERG (July 7, 2008), available at http://
www.bloomberg.com/apps/news?pid=newsarchive&sid=
aPVjiYMZoMQo&refer=uk; Jackie Bennion, BAE Will Pay
$450 Million to Settle Long-Running Bribery Case, FRONTLINE
(Feb. 5, 2010), available at http://www.pbs.org/frontlineworld/
stories/bribe/2010/02/bae-to-pay-more-than-400-million-in-
us-and-uk-fines.html (“As allegations mounted against BAE,
Britain’s Serious Fraud Office began investigating the arms
deal in September 2003 but dropped the case in late 2006
after then prime minister Tony Blair directly intervened. Blair
defended his decision to shut down the inquiry for national
security reasons on the grounds that the Saudis could stop
cooperating with Britain on vital terrorism intelligence.”).

See, e.g., U.S. Dept. of Justice, Strategic Plan, Fiscal Years
2012-2016, at 27 (2012), available at http://www.justice.
gov/jmd/strategic2012-2016/DOJ-Strategic-Plan-2-9-12.pdf
(“Health care fraud is one of the most urgent, destructive,
and widespread national challenges facing our country. Bil-
lions of dollars in public and private health care spending
[are] lost each year to health care fraud. In addition to the
losses to the federal health benefit programs Medicare and
Medicaid, private insurance programs lose billions of dollars
each year to blatant fraud schemes in every sector of the
health care industry. The Department has responded, and
will continue to fight this battle by aggressively investigating
and litigating matters involving a variety of health care fraud
schemes utilizing Department-wide task forces.”).

U.S. v. GlaxoSmithKline LLC, 12-CR-842 (D. Mass. July 2, 2012)
(Criminal Information). GSK was charged with distributing
misbranded drugs and failing to report data to the Food and
Drug Administration in violation of 21 U.S.C. §§ 331(a), 331(e),
333(a)(1), 352, and 355(k)(1). /d. Under the terms of the plea
agreement, GSK agreed to pay a total of $1 billion, including
a criminal fine of $956,814,400 and forfeiture in the amount
of $43,185,600. GSK paid another $2 billion to resolve civil lia-
bilities under the False Claims Act. See Press Release, U.S.
Dept. of Justice, GlaxoSmithKline to Plead Guilty and Pay
$3 Billion to Resolve Fraud Allegations and Failure to Report
Safety Data—Largest Health Care Fraud Settlement in U.S.
History (July 2, 2012), available at http:/lwww.justice.gov/opa/
pr/2012/July/12-civ-842.html.

The FDCA prohibits, among other things: (i) the introduction
or delivery for introduction into interstate commerce of any
food, drug, device, or cosmetic that is adulterated or mis-
branded:; (ii) the adulteration or misbranding of any food,
drug, device, or cosmetic in interstate commerce; (iii) the
receipt in interstate commerce of any food, drug, device, or
cosmetic that is adulterated or misbranded and the deliv-
ery or proffered delivery thereof for pay or otherwise; and
(iv) the introduction or delivery for introduction into interstate
commerce of any article in violation of Section 344 or 355
of this title. 21 U.S.C. § 331 (2011). Where there are multiple
violations of the FDCA or where there is an intent to defraud,
violations of the FDCA are felonies. 21 U.S.C. § 333 (2011).

See Social Security Act, § 1128, 42 U.S.C. 1320a-7 (2011)
(“Exclusion of Certain Individuals from Participation in


http://www.law.com/jsp/cc/PubArticleCC.jsp?id=1202567754389&News_Corp_GC_Zweifach_Put_in_Charge_of_Anticorruption_Review
http://www.law.com/jsp/cc/PubArticleCC.jsp?id=1202567754389&News_Corp_GC_Zweifach_Put_in_Charge_of_Anticorruption_Review
http://www.law.com/jsp/cc/PubArticleCC.jsp?id=1202567754389&News_Corp_GC_Zweifach_Put_in_Charge_of_Anticorruption_Review
http://www.justice.gov/opa/documents/siemens-sentencing-memo.pdf
http://www.justice.gov/opa/documents/siemens-sentencing-memo.pdf
http://www.justice.gov/opa/pr/2008/December/08-crm-1105.html
http://www.justice.gov/opa/pr/2008/December/08-crm-1105.html
http://www.bloomberg.com/apps/news?pid=newsarchive&sid=aPVjiYMZoMQo&refer=Duk
http://www.bloomberg.com/apps/news?pid=newsarchive&sid=aPVjiYMZoMQo&refer=Duk
http://www.bloomberg.com/apps/news?pid=newsarchive&sid=aPVjiYMZoMQo&refer=Duk
http://www.pbs.org/frontlineworld/stories/bribe/2010/02/bae-to-pay-more-than-400-million-in-us-and-uk-fines.html
http://www.pbs.org/frontlineworld/stories/bribe/2010/02/bae-to-pay-more-than-400-million-in-us-and-uk-fines.html
http://www.pbs.org/frontlineworld/stories/bribe/2010/02/bae-to-pay-more-than-400-million-in-us-and-uk-fines.html
http://www.justice.gov/jmd/strategic2012-2016/DOJ-Strategic-Plan-2-9-12.pdf
http://www.justice.gov/jmd/strategic2012-2016/DOJ-Strategic-Plan-2-9-12.pdf
http://www.justice.gov/opa/pr/2012/July/12-civ-842.html
http://www.justice.gov/opa/pr/2012/July/12-civ-842.html
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Medicare and State Health Care Programs”). At least two
observers have calculated that federal-government health-
care spending accounts for 45 to 56 percent of the entire
U.S. health-care market. Thomas M. Selden and Merrile Sing,
The Distribution Of Public Spending For Health Care In The
United States, 2002, HEALTH AFF. (July 29, 2008), w349—
w359, available at http://content.healthaffairs.org/content/
early/2008/07/29/hlthaff.27.5.w349.full.pdf. Exclusion from the
Medicare and Medicaid programs would prevent a health-
care company from selling its goods and services to the
largest health-care customer in the world: the federal gov-
ernment of the United States of America.

United States Attorneys’ Manual, § 9-28.300 (2011).

United States Government Accountability Office, GAO-10-
110, Corporate Crime: DOJ Has Taken Steps to Better Track
Its Use of Deferred and Non-Prosecution Agreements, but
Should Evaluate Effectiveness, at 10 (Dec. 2009), available
at http://www.gao.gov/new.items/d10110.pdf (the “2009 GAO
Report”) (footnotes omitted).

The collateral consequences of a plea are discussed in
“Collateral Consequences” herein.

See 2009 GAO Report at 1 (stating that the prosecution
and conviction of the accounting firm Arthur Andersen for
obstruction of justice and the firm’'s subsequent high-profile
collapse caused the DOJ to recognize the “potentially harm-
ful effects that criminally prosecuting a company can have
on investors, employees, pensioners, and customers who
were uninvolved in the company’s criminal behavior”).

A “criminal information” is “an accusation exhibited against a
person for some criminal offense, without an indictment. An
accusation in the nature of an indictment, from which it dif-
fers only in being presented by a competent public officer
on his oath of office, instead of a grand jury on their oath.
A written accusation made by a public prosecutor, without
the intervention of a grand jury.” BLACK’S LAW DICTIONARY 772
(6th ed. 1990).

See, e.g., Wollman v. Coleman, No. 11-CV-02511 (D.N.J. May
2, 2011) (Complaint) (citing admissions made by Johnson &
Johnson in its criminal and civil resolutions with the DOJ and
SEC in alleging that Johnson & Johnson’s board of directors
failed to implement appropriate procedures to ensure FCPA
compliance and wrongfully concealed FCPA violations from
shareholders); see also “Collateral Consequences: Loss of
Investor and Customer Confidence and Exposure to Civil
Lawsuits” on p. 55 herein.

See, e.g., Michael Freedman, Trust Us, FORBES (Dec.
25, 2006), available at http://www.forbes.com/free__
forbes/2006/1225/132.html (“Cases like [Schnitzer Steel,
whose negotiated resolution of corruption allegations
included an independent compliance monitor] are prompt-
ing corporate defense lawyers to question the strategy of
voluntary confessions. No one is condoning bribery, but
companies are finding that by turning themselves in they are
opening themselves up to years of negative publicity, fines,
criminal investigations, indictments and highly intrusive com-
pliance monitors that have billed companies for as many as
40,000 hours, at rates up to $700 an hour.”); David Kocie-
niewski, Usually on Attack, U.S. Attorney in Newark Finds
Himself on the Defensive, N.Y. TIMES (Feb. 13, 2008), available
at http://www.nytimes.com/2008/02/13/nyregion/13christie.
html?__r=1 (stating that then-U.S. Attorney Chris Christie had
“dr[awn] the attention of the Justice Department’s criminal
division and Congress after awarding tens of millions of dol-
lars in no-bid contracts to his friends and political allies”
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and that Christie “may face more scrutiny if the Govern-
ment Accountability Office, as requested, investigates one
of those contracts, worth at least $28 million, awarded to his
previous boss, John Ashcroft, the former United States attor-
ney general, to monitor a medical-prosthetics company after
it acknowledged defrauding consumers.”).

Corporate Crime: Prosecutors Adhered to Guidance in
Selecting Monitors for Deferred Prosecution and Non-Pros-
ecution Agreements, but DOJ Could Better Communicate Its
Role in Resolving Conflicts: Hearing Before the Subcomm.
on Commercial and Admin. Law of the H. Comm. on the
Judiciary, 111th Cong. 11 (2009) (Statement of Eileen R. Lar-
ence, Director, Homeland Security and Justice, Government
Accountability Office), available at http://judiciary.house.gov/
hearings/pdf/Larence091119.pdf.

F. Joseph Warin, Brian Bladrate, and Trent Benishek, The
Expanding Role of Deferred and Nonprosecution Agree-
ments: The New Normal for Handling Corporate Misconduct,
Bureau of Nat'l Affairs, 6 WCR 121 (Feb. 11, 201).

F. Joseph Warin, Michael S. Diamant, and Veronica S. Root,
Somebody’s Watching Me: FCPA Monitorships and How They
Can Work Better, 13 U. PA. J. OF Bus. L. REV., 321, 322 (Winter
2011).

Press Release, U.S. Dept. of Justice, Oil Services Companies
and a Freight Forwarding Company Agree to Resolve For-
eign Bribery Investigations and to Pay More Than $156 Million
in Criminal Penalties (Nov. 4, 2010), available at http://www.
justice.gov/opal/pr/2010/November/10-crm-1251.html.

U.S. v. Pride Int’l, 410-CR-00766 (S.D. Tex. Nov. 4, 2010)
(Deferred Prosecution Agreement at 13-14); U.S. v. Tidewa-
ter Marine Int’l, Inc., 410-CR-00770 (S.D. Tex. Nov. 4, 2010)
(Deferred Prosecution Agreement at 14).

Press Release, U.S. Dept. of Justice, Johnson & Johnson
Agrees to Pay $21.4 Million Criminal Penalty to Resolve For-
eign Corrupt Practices Act and Oil for Food Investigations;
Company to Pay Total Penalties of $70 Million in Reso-
lutions with Justice Department and U.S. Securities and
Exchange Commission (Apr. 8, 2011), available at http://www.
justice.gov/opalpr/2011/April/11-crm-446.html; U.S. v. DePuy,
1:11-CR-00099-JDB (D.D.C. Apr. 8, 2011) (Deferred Prosecution
Agreement, Attachment A (Statement of Facts), at 16—28),
available at http://lwww.justice.gov/criminal/fraud/fcpal/cases/
depuy-inc/04-08-11depuy-dpa.pdf.

See DePuy DPA, supra n.122, Attachment A (Statement of
Facts), at 7.

United States v. Pfizer H.C.P. Corp., No. 1:12-CR-169 (D.D.C.
Aug. 7, 2012) (DPA, Attachment A (Statement of Facts)), at
AB-A15.

Id., Attachment C-3 (Corporate Compliance Reporting).

U.S. v. Data Sys. & Solutions LLC, 12-CR-00262-LO (E.D. Va.
June 18, 2012) (Deferred Prosecution Agreement), at 9.

See Press Release, U.S. Dept. of Justice, Former Morgan
Stanley Managing Director Pleads Guilty for Role in Evad-
ing Internal Controls Required by FCPA (Apr. 25, 2012), avail-
able at http://www.justice.gov/opalpr/2012/April/12-crm-534.
html. Another recent example is the DOJ’s decision not to
prosecute Goldman Sachs for allegedly engaging in finan-
cial fraud in connection with the sale of collateral debt
obligations. See Reed Albergotti and Elizabeth Rappaport,
U.S. Not Seeking Goldman Charges, WALL ST. J. (Aug. 9,


http://content.healthaffairs.org/content/early/2008/07/29/hlthaff.27.5.w349.full.pdf
http://content.healthaffairs.org/content/early/2008/07/29/hlthaff.27.5.w349.full.pdf
http://www.gao.gov/new.items/d10110.pdf
http://www.forbes.com/free_forbes/2006/1225/132.html
http://www.forbes.com/free_forbes/2006/1225/132.html
http://www.nytimes.com/2008/02/13/nyregion/13christie.html?_r=1
http://www.nytimes.com/2008/02/13/nyregion/13christie.html?_r=1
http://judiciary.house.gov/hearings/pdf/Larence091119.pdf
http://judiciary.house.gov/hearings/pdf/Larence091119.pdf
http://www.justice.gov/opa/pr/2010/November/10-crm-1251.html
http://www.justice.gov/opa/pr/2010/November/10-crm-1251.html
http://www.justice.gov/opa/pr/2011/April/11-crm-446.html
http://www.justice.gov/opa/pr/2011/April/11-crm-446.html
http://www.justice.gov/criminal/fraud/fcpa/cases/depuy-inc/04-08-11depuy-dpa.pdf
http://www.justice.gov/criminal/fraud/fcpa/cases/depuy-inc/04-08-11depuy-dpa.pdf
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2012), available at http:/lonline.wsj.com/article/SB10000872
396390443537404577579840698144490.html (reporting that
“[alfter a yearlong investigation, the Justice Department said
Thursday that it won’t bring charges against Goldman Sachs
Group Inc. or any of its employees for financial fraud related
to the mortgage crisis”).

U.S. v. Peterson, 12-CR-224 (JBW) (E.D.N.Y. Apr. 25, 2012)
(Criminal Information).

Morgan Stanley Press Release, supra n.127.
Id.

Peterson Information, supra n.128, at 5-9; see also Morgan
Stanley Press Release, supra n.127. These are the types of
facts companies can use to persuade the government to
decline prosecution, even when there is no question that
criminal misconduct occurred.

Companies are always prohibited from violating the law,
but when this prohibition is included as a term of the NPA,
a subsequent violation of the law may form the basis for the
government’s prosecution of the company for the conduct
that led to the NPA.

This section is based on the assumption that a self-disclo-
sure has already occurred, so it does not address the ques-
tion of whether the benefits of self-disclosure outweigh the
risks. Persuasive arguments can and have been made that
the fines companies are forced to pay after self-disclosure
and cooperation are not significantly lower than the fines
they would face without self-disclosure or cooperation and
that in some instances, self-disclosure is not the best course
of action.

United States Attorneys’ Manual, § 9-28.300(A)(4).

See, e.g., Samuel Rubenfeld, Study Says Voluntary Disclo-
sure Doesn’t Change FCPA Penalties, CORRUPTION CUR-
RENTS, WALL ST. J. (Sept. 6, 2012), available at http://blogs.ws;j.
com/corruption-currents/2012/09/06/study-says-voluntary-
disclosure-doesnt-change-fcpa-penalties/.

See, e.g., Melissa Aguilar, DPA-NPA Tally Marks Decade’s
Second Highest, COMPLIANCE WEEK (Jan. 10, 2011) (stating
“[rloughly half of the NPAs entered into in 2010 involved
self-disclosure, versus 35 percent of DPAs”); Lauren Giudice,
Regulating Corruption: Analyzing Uncertainty in Current For-
eign Corrupt Practices Act Enforcement, 91 B.U. L. REV. 347,
373 (2011) (“NPAs are gaining in popularity: in 2008, only thir-
ty-two percent of the pre-trial diversion agreements were
NPAs, while in 2009 that number increased to fifty percent.
One potential explanation is that more corporations are
self-reporting alleged violations of the FCPA, because Assis-
tant Attorney General Lanny A. Breuer indicated that the
DOJ will give the company ‘meaningful credit for that disclo-
sure and that cooperation.’ ”) (citations omitted).

Since 2005, the Federal Sentencing Guidelines have been
merely advisory, and neither the government nor the courts
are required to follow them. U.S. v. Booker, 543 U.S. 220 (2005).
In practice, however, the Guidelines are an important met-
ric used by the DOJ and the courts to determine a range of
potentially appropriate punishments. “In fiscal year 2010, the
courts imposed sentences within the applicable advisory
guideline range or below the range at the request of the
government in 80.4 percent of all cases: 55.0 percent of all
cases were sentenced within the applicable guideline range,
25.4 percent received a government sponsored below range
sentence. In fiscal year 2010, the non-government sponsored
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below-range rate was 17.8 percent, and the rate of sentences
imposed above the guidelines range was 1.8 percent.” Uncer-
tain Justice: The Status of Federal Sentencing and the U.S.
Sentencing Commission Six Years After U.S. v. Booker, Hearing
before the H. S. Comm. on Crime, Terrorism, and Homeland
Security, 112th Cong. 20 (2011) (prepared statement of the Hon.
Patti B. Saris, Chair, U.S. Sentencing Commission), available at
http://judiciary.house.gov/hearings/pdf/Saris%2010122011.pdf.

See U.S. Sentencing Guidelines Manual (2011).

Id. § 8C2.5(g)(1)-(3).

Siemens Statement of Offense, supra n.98, at 22.
Siemens Press Release, supra n.97.

Siemens Sentencing Memorandum, supra n.96, at 12. The
DOJ calculated that the amount of Siemens’ loss or gain was
at least $843.5 million ($805.5 million in bribes and at least
$38 million in illicit profits), which led to a total offense level
of 44, and that Siemens had a total culpability score of 8. Id.
Multiplying the improper payments by 1.6-3.2, as required by
a culpability score of 8, yielded a Guidelines criminal fine of
$1.35 billion to $2.7 billion. Id. This Guidelines fine range, as
calculated by the DOJ, may have underestimated Siemens’
true exposure because according to the DOJ’s Sentencing
Memorandum, calculating the appropriate fine under the
Guidelines “would be overly burdensome, if not impossible,”
given the “literally thousands of contracts over many years.”
Id. at 13.

Id. at12.

Press Release, U.S. Dept. of Justice, The Nordam Group
Inc. Resolves Foreign Corrupt Practices Act Violations and
Agrees to Pay $2 Million Penalty (July 17, 2012), available at
http://www.justice.gov/iopal/pr/2012/July/12-crm-881.html.

21 C.F.R. § 1404.800 (2012).
42 U.S.C. § 1320a-7(a) (2010).

See United States Government Accountability Office, GAO-
09-174, Excluded Parties List System: Suspended and
Debarred Businesses and Individuals Improperly Receive
Federal Funds (Feb. 2009), at 1.

Id. The database of Parties Excluded is publicly available at
https://www.sam.gov/portal/public/SAM/.

See, e.g., Texas Governor’s Office of Budget and Planning,
Uniform Grant Management Standards (June 2004).

For example, the Texas Uniform Grant Management Stan-
dards reference the federal Lists of Parties Excluded. See
id. at 80 (“Grantees and subgrantees must not make any
award or permit any award (subgrant or contract) at any tier
to any party which is debarred or suspended or is otherwise
excluded from or ineligible for participation in federal assis-
tance programs under Executive Order 12549, ‘Debarment
and Suspension.’”).

The World Bank, Guidelines: Procurement of Goods,
Works, and Non-Consulting Services under IBRD Loans
and IDA Credits & Grants by World Bank Borrowers
(Jan. 2011), at § 1.16, available at http://web.worldbank.
org/WBSITE/EXTERNAL/PROJECTS/PROCUREMENT/O,,
contentMDK:20060840~-menuPK:84282~-pagePK:84269~
piPK:60001558~theSitePK:84266,00.html.

See supra n.94.
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See “Potential Charges” herein.
Siemens Sentencing Memorandum, supra n.96, at 11.

See, e.g., Strong, derivatively on behalf of Tidewater, Inc. v.
Taylor, 2:11-CV-392 (E.D. La. July 2, 2012) (Order Dismissing
Complaint) (dismissing derivative action seeking to recover
damages against the defendant officers and directors
for breaches of fiduciary duties, abuse of control, gross
mismanagement, waste of corporate assets, and unjust
enrichment and to enjoin Tidewater’s implementation and
administration of a system of internal controls and account-
ing systems sufficient to satisfy the requirements of the
FCPA).

Under the Federal Rules of Evidence, a guilty plea would
be admissible evidence in a subsequent civil proceeding.
See F.R.E. 803(22) (providing a hearsay exception for facts
admitted pursuant to a guilty plea); F.R.E. 803(8)(A)(iii) (pro-
viding a hearsay exception in civil litigation for factual find-
ings of a legally authorized government investigation); F.R.E.
801(d)(2)(A) (stating that statements and admissions made
by a party or a party’s representative are not hearsay).
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See Wollman v. Coleman, No. 11-CV-02511 (D.N.J. May 2,
2011) (Complaint) (alleging that the board failed to imple-
ment appropriate procedures to ensure FCPA compliance
and wrongful concealment of FCPA violations from the
shareholders).

Id.

U.S. v. KPMG LLP, 5-CR-903(LAP) (S.D.N.Y. Aug. 29, 2005)
(Statement of Facts), at 1.

U.S. v. KPMG LLP, 5-CR-903(LAP) (S.D.N.Y. filed Aug. 29,
2005) (Deferred Prosecution Agreement), at 9—12.

U.S. v. Stein, 488 F. Supp. 2d 350, 362-64 (S.D.N.Y. 2007)
(holding that the broad terms of the KPMG DPA render
KPMG documents within the possession, custody, or control
of the DOJ and ordering the production of those documents
to the individual defendants).
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