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TEN QUESTIONS EVERY DIRECTOR SHOULD ASK
ABOUT FCPA COMPLIANCE

On August 8, 2010, the chairman of China North East
Petroleum’s audit committee, Robert Bruce, tendered
his “noisy resignation” from the company’s board of
directors. Mr. Bruce resigned because the board’s
chairman, Edward Rule, had days earlier declined
Mr. Bruce’s request that the company investigate
potential violations of the Foreign Corrupt Practices
Act (“FCPA"). In denying Mr. Bruce’s request, Mr. Rule
reasoned that, among other things, such an investi-
gation “could last as long as a full year and cost the
Company as much as several millions of dollars” and
could even lead to the delisting of the company from
the stock exchanges. Mr. Rule ended his letter by
noting that “the course of action you recommend that
the Board pursue seems at odds with the prudent
discharge of duties to the shareholders.”” Chairman

Rule’s refusal to investigate possible FCPA violations,

1 See SEC Form 8-K filed by China North East
Petroleum, dated August 16, 2010, avail-
able at http://sec.gov/Archives/edgar/
data/787251/000121465910002181/0001214659-10-
002181-index.htm.

whether or not warranted under the circumstances,
squarely raises the issue of an independent director’s

role in FCPA compliance.

There is no doubt that a board has a role to play—in
fact, a duty under law and critical government poli-
cies to discharge—with respect to FCPA compliance.
The Federal Sentencing Guidelines, for example, state
that a board must be knowledgeable about the con-
tent and operation of the company’s compliance pro-
gram and must “exercise reasonable oversight with
respect to the implementation and effectiveness of
the compliance and ethics program.”? Likewise, the
Department of Justice’s prosecution guidelines con-
sider whether the board exercises independent review
of the compliance program and whether the board is
provided with information sufficient to enable the exer-

cise of independent judgment.? Directors have similar

2 U.S. Sentencing Guidelines Manual § 8B2.1(b)(2)
(2009).

3 U.S. Dept. of Justice, U.S. Attorney’s Manual: Princi-
ples of Fed. Prosecution of Bus. Orgs. § 9-28.800(B).
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oversight “Caremark” duties arising under case law, 4 and var-
ious other sources, such as stock exchange rules, Sarbanes-

Oxley, and audit committee charters.®

To be sure, although not in the context of the FCPA, the
SEC has recently sued an independent director for failing
to adequately discharge oversight responsibilities.® And
directors of companies with FCPA problems frequently find
themselves named as defendants in shareholder derivative
actions.” Finally, if the worst happens, the FCPA prohibits
companies from indemnifying directors for fines assessed
for violations of the FCPA 8 and insurance will not usually be
available to cover such fines. In short, there is no doubt that
directors are well-advised to closely oversee FCPA compli-
ance. To that end, what follows below are 10 key questions

that every director should ask about FCPA compliance.

1. DO WE SET AND COMMUNICATE THE RIGHT
“TONE AT THE TOP™?

The Guidelines provide that, as part of an effective compli-
ance program, an organization “shall ... otherwise promote
an organizational culture that encourages ethical conduct
and a commitment to compliance with the law.”® Indeed, “[t]
he effectiveness of internal controls cannot rise above the

integrity and ethical values of the people who create, admin-

4 Inre Caremark Int’l. Inc. Deriv. Litig., 698 A.2d 959, 967-70
(Del. Ch. 1996). See also Stone v. Ritter, 911 A.2d 362, 370
(Del. 20086).

5  Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204, § 301, 116
Stat. 745, 775-77 (providing that audit committees must
establish procedures for receiving complaints regard-
ing accounting matters); New York Stock Exchange Listed
Company Manual § 303A.07 (vesting audit committee with
responsibility for assisting with board oversight of compli-
ance with legal and regulatory requirements).

6 Complaint at 5-8, SEC v. Raval, No. 8:10-cv-00101 (D. Neb.
Mar. 15, 2010), ECF No. 1.

7  See, e.g., Complaint, Hawaii Structural Ironworkers’ Pension
Trust Fund, derivatively on behalf of Alcoa, Inc. v. Belda,
08-cv-00614 (W.D. Pa. May 6, 2008); ECF No. 1; Parker
Drilling Company, Notes to the Unaudited Consolidated
Financial Statements, in Form 10-Q 15-16 (Aug. 6, 2010) (dis-
closing that the company is facing two derivatives suits in
Harris Co., Tex. related to alleged FCPA violations).

8  Section 32(c)(3) of the Securities Exchange Act of 1934,
15 U.S.C. § 78ff(c)(3).

9  U.S. Sentencing Guidelines Manual § 8B2.1(a)(1)-(2).

ister and monitor them.”® Consequently, at a minimum, the
health of a company’s compliance culture is judged by
(a) whether the organization explicitly encourages ethical
conduct and compliance with the law; (b) whether manage-
ment “buys in” to the requirement of ethical conduct, thus
creating an appropriate “corporate culture”; and (c) whether
management reinforces the company’s proper corporate
culture by enforcing compliance with appropriate standards

of behavior."

Minimally, directors should not tolerate upper management
who fail to themselves act ethically—whether in the context
of the FCPA or otherwise. Directors should thoroughly under-
stand senior management’s efforts to frequently discuss
company values and ethics; discuss, guide, and empower
middle management to resolve ethical dilemmas; and make
clear to all levels of management that ethical performance is

being watched as closely as financial performance.

2. DO WE EFFECTIVELY ASSESS OUR
FCPA RISK?

A primary component of any effective compliance program is
risk assessment. Generally, an appropriate risk assessment
consists of setting objectives, identifying risks, and analyzing
those risks and the performance of related controls.'”> FCPA
risk assessment in particular requires that a company, at a

minimum, give thought to several specific questions.

First, the company must consider where it does business.
A company that is pursuing business in Nigeria or Afghani-
stan, for example, must view compliance through a different
lens than a company pursuing business in a country with a

lower corruption risk. Second, the company must consider

10 Committee of Sponsoring Organizations of the Treadway
Commission, Guidance on Monitoring Internal Control Sys-
tems 24 (2009) [hereinafter COSO (2009)].

11§ 8B2.1(a)(1)-(2); Committee of Sponsoring Organizations
of the Treadway Commission, Internal Control—Integrated
Framework 5 (1992) [hereinafter COSO (1992)]; COSO
(2009), supra note 9, at 24; Alexandra Wrage, “How to Kill
a Code of Conduct,” Ethisphere (Jan. 8, 2008), http://ethis-
phere.com/how-to-kill-a-code-of-conduct/.

12 See generally COSO (1992), supra note 10. See also
National Center for Preventive Law, Corporate Compliance
Principles 6-9.
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with whom it does business. A company that seeks business
from a foreign government, or an entity in which a foreign
government has some interest, triggers increased FCPA
concerns. Third, a company must consider how it does busi-
ness. A company that uses sales agents or other third par-
ties, for example, introduces an additional level of risk that it
must be prepared to address. Directors should understand
how the company adequately addresses and documents

these issues as part of its FCPA compliance program.

3. DO WE HAVE EFFECTIVE STANDARDS,
POLICIES, AND PROCESSES TO ADDRESS
THOSE RISKS?

It is crucial to have written standards, policies, and proce-
dures to guide employees and agents. In the context of the
FCPA, this usually means, at a minimum, that a company
have a written code of conduct that reinforces the core ethi-
cal values of the company. Most companies also benefit from
having a specific FCPA policy that is clearly written, regularly
updated, and tailored to actual operating risks. A sound FCPA
policy explains the law (including applicable local laws) and
generally provides guidance on permissible behavior. Such
a policy will also provide guidelines for other sensitive FCPA
areas, such as facilitating payments, gift giving, travel and

entertainment, and charitable and political contributions.

Furthermore, although receiving less publicity than the
anti-bribery provisions, the FCPA also contains account-
ing provisions that require companies to maintain accu-
rate books and records and implement internal controls.
A company must implement specific anti-corruption con-
trols and cannot merely rely on its existing Sarbanes-Oxley
§ 404 controls because, unlike § 404, the FCPA does not
have a materiality threshold. A focus only on material dol-
lar amounts can easily overlook potential FCPA issues.
Even small bribes can result in the award of large amounts
of business and potentially huge penalties.’”® Further-
more, typical Sarbanes-Oxley § 404 controls simply may
not catch many types of even material corrupt payments.

For example, a corrupt charitable contribution or political

13  For example, in recent years Monsanto paid a $1.5 million
penalty for a $50,000 bribe.

donation may be duly processed through accounts pay-
able with the required documentation and authorizations.

Companies need specific anti-corruption controls.

4. DO WE ADEQUATELY COMMUNICATE AND
TRAIN ON FCPA STANDARDS, POLICIES,
AND PROCESSES?

The Principles of Federal Prosecution of Business Organiza-
tions expressly contemplate that prosecutors should “attempt
to determine whether a corporation’s compliance program
is merely a ‘paper program’ or whether it was designed and
implemented in an effective manner.”!* To illustrate that prin-
ciple, one need only to look to the Siemens case where, even
though Siemens had FCPA and other anti-corruption policies,
the government charged it with having only a “paper pro-
gram” that it failed to implement. Siemens has, as a result,

paid $1.6 billion in FCPA penalties to various authorities.'s

Accordingly, directors should inquire as to which persons
receive training with an eye toward the risk assessment. A
sound compliance training program will inevitably recognize
that many areas of the company besides just the sales force
have a role in FCPA compliance; for example, employees
involved in the accounts payable function. The risk assess-
ment may likewise compel that the company train some
third parties, agents, or consultants. It is also important that
the “trainers” are qualified, and that the content of the train-
ing is appropriately tailored to the job function and the risks
specific to the particular audience being trained. One size
may not fit all. The goal of any FCPA training program is not
to create an army of FCPA experts, but to ensure that each
employee has sufficient background to be able to identify

and report “red flags” within their areas of responsibility.

14 Memorandum re: Principles of Federal Prosecution of Busi-
ness Organizations, Larry D. Thompson, Deputy Attorney
General, at Point VII.B. (Jan. 20, 2003).

15 Siemens is also a good example of how robust compli-
ance and good business are not mutually exclusive. Since
the time of its FCPA problems, Siemens has dramatically
increased its compliance staff and trained more than
200,000 employees on FCPA issues. Yet, the company
recently announced one of its best quarters ever.



9. HOW DO WE KNOW THAT OUR TRAINING
IS EFFECTIVE?

Part and parcel of adequately communicating and train-
ing on company policies and processes is assessing the
effectiveness of the training. At a minimum, a meaningful
training assessment includes a “quiz” during or at the end
of the training that is “graded” to ensure that the employee
has learned at the least the required concepts. The results
of such grades also provide important feedback regarding
the content of the training materials and where the training
needs to be clarified or improved. Many vendors are avail-

able to assist in FCPA training and assessment.

6. WHAT INCENTIVES DO WE PROVIDE FOR
COMPLIANCE AND DISINCENTIVES FOR
NONCOMPLIANCE?

To create a proper corporate culture, management must take
appropriate remedial action in response to departures from
approved policies and procedures.'® Likewise, employees
should be given incentives to perform in accordance with the
compliance and ethics program. In short, good enforcement

of compliance requires both the “carrot” and the “stick.”

Companies should create explicit links between good behav-
ior and compensation. Compliance with corporate poli-
cies and ethical behavior should, at a minimum, factor into
employee performance evaluations. Although it raises tricky
questions of corporate culture, companies may consider
offering incentives to employees who report unethical behav-
ior—especially now that new “whistleblower” provisions in the
Dodd-Frank Wall Street Reform and Consumer Protection Act
incentivize employees to report compliance issues externally

to the government.

16 COSO (1992), supra note 10, at 6; COSO (2009), supra note
9, at 24 (“Corporate culture includes ethical and behavior
standards, how they are communicated, and how they are
reinforced in practice.”).

On the other side of the coin, the Federal Sentencing
Guidelines reinforce that “[aldequate discipline of individu-
als responsible for an offense is a necessary component
of enforcement.”'” More to the point, however the message
gets delivered, employees must believe that if caught violat-

ing behavioral standards, they will suffer consequences.

. HOW DO WE MONITOR AND AUDIT TO
DETECT IMPROPER CONDUCT?

The Guidelines state that a company shall take reasonable
steps “to ensure that the organization’s compliance and eth-
ics program is followed, including monitoring and auditing
to detect criminal conduct.”'® Monitoring and auditing is also
critical to the Board’s discharge of its duties under Delaware
law to oversee the implementation of an effective compli-

ance program.'®

It is helpful to appreciate the difference between “monitor-
ing” and “auditing.” Monitoring is a different type of control
process than auditing. Monitoring is an ongoing activity fre-
quently embedded directly into controls or systems. Moni-
toring can include regular management and supervisory
activities such as worksite and document inspections, and
supervisor and employee interviews. Audit-style testing can
be included in monitoring. Auditing in general, however,
is much less frequent and more focused on back-testing
of compliance with requirements remote in time from the
actual operation of the underlying control process.2° Both

are key aspects of an effective compliance program.

17§ 8B2.1 cmt. n.5 (2009).

18 §8B2.1 (b)(5)(A) (2009).

19 Stone v. Ritter, 911 A.2d 362, 370 (Del. 2006); In re Caremark
Int’l Inc. Deriv. Litig., 698 A.2d 959, 970 (Del. Ch. 1996).

20 Effective program monitoring should be: (1) consistent with
the organization’s size and complexity; (2) independent,
to the extent possible, from the areas of the organization
being monitored; (3) planned in writing including the sub-
ject, method, and frequency of audits; (4) reported to the
Board and senior management for major findings; (5) the
basis for corrective action plans from adverse findings; (6)
responsive to the organization’s history of problems and
misconduct; and (7) disseminated to appropriate groups
for corrective actions. COSO (2009), supra note 9, at 75.



8. DOES THE COMPLIANCE OFFICER HAVE
ADEQUATE “CLOUT,” RESOURCES, AND
INDEPENDENCE?

The 2010 amendments to the Guidelines provide that the
compliance officer must be given “direct access to the gov-
erning authority or an appropriate subgroup of the govern-
ing authority.”?' There is some debate surrounding whether
this provision of the Guidelines requires the compliance
officer to report directly to the board or whether the com-
pliance officer must merely have access to the board. In all
events, the compliance officer should meet with the board
at least annually and also annually meet with the indepen-

dent directors in executive sessions.

Less controversial, the compliance officer must be given
“adequate resources” and “appropriate authority” to perform
his compliance duties. This means that the compliance func-
tion must have personnel and financial resources commensu-
rate with the company’s size and risk profile. If portions of the
compliance function are delegated to other areas of the com-
pany (often Legal or Human Resources), the company should
formally memorialize that delegation of authority in writing to
avoid miscommunication about who is responsible for what.
Likewise, it is beneficial for the compliance officer to have
a written job description that expressly states the officer’s

authority with respect to compliance at the company.

9. HOW DO WE REVIEW THE EFFECTIVENESS
OF OUR COMPLIANCE PROGRAM?

What can be measured can be controlled. Regular evalu-
ations of program effectiveness are essential to ensuring
the completeness and success of a compliance program.
Thus, the Sentencing Guidelines state that an “organiza-
tion shall take reasonable steps ... to evaluate periodically
the effectiveness of the organization’s compliance and eth-
ics program.”®? Corporate compliance evaluation mecha-
nisms can take many forms, including monitoring, auditing,

self-assessments, independent assessments and other

21  Amendments to the Sentencing Guidelines, submitted to
Congress Apr. 29, 2010, §8B2.1(b)(2)(C) (effective Nov. 2010).
22 U.S. Sentencing Guidelines Manual § 8B2.1(b)(5)(B).

systems to periodically “measure results and understand
what is happening in the organization.”?® The characteristics
of an organization’s evaluation efforts should be linked to a
company’s risk assessment, as well as the size and breadth

of the organization.

Some of the relevant effectiveness indicators that can be
tracked include: the number of policies promulgated or
revised; the number of third parties that have passed or
failed the FCPA vetting process; “tone at the top” information
such as the number of “town hall” meetings conducted on
compliance issues; the tracking of implementation of audit
recommendations; employee discipline statistics; employee
complaints and questions related to compliance; or the
amount of compliance-related training conducted. Directors
should understand the effectiveness measures—not just

“activity measures”—of the program.

10. WHEN WE FIND A PROBLEM, DO WE ENSURE
THAT AN INDEPENDENT AND THOROUGH
INVESTIGATION IS DONE?

The amendments to the Federal Sentencing Guidelines pro-
vide that a meaningful compliance program requires, among
other things, that when criminal conduct is detected, the
company implement “reasonable steps to respond appro-
priately ... to prevent further similar criminal conduct.”?
Further, Sarbanes-Oxley § 301 requires that the audit com-
mittee be notified of complaints related to accounting, inter-
nal accounting controls, or auditing matters.2® As such, when
confronted with a potential FCPA problem, it is imperative
that a company appropriately investigate the complaint and

consider whether to report to the audit committee.

It remains to be seen whether China North East Petroleum
will be able to convince the authorities that it acted properly

in refusing to investigate potential FCPA violations. Certainly,

23 National Center for Preventive Law, supra note 12, at 102
(Principle 11: Enforce Internally).

24 Amendments to the Sentencing Guidelines, submitted to
Congress Apr. 29, 2010, §8B2.1(b)(7) cmt. n.6 (effective Nov.
2010).

25 Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204, § 301, 116
Stat. 745, 775-77.



Siemens and countless other companies have been burned
by their failure to investigate red flags.?® Furthermore, the DOJ
and the SEC have both recently put senior executives person-
ally in the crosshairs for failing to investigate FCPA red flags.?”
And, as mentioned above, the SEC has recently shown a will-
ingness to target independent directors for failing to ade-
quately discharge their duties as a board member. In short,
directors should satisfy themselves that when potential FCPA
issues surface, an independent and adequate investigation is

conducted and problems are thoroughly addressed.

CONCLUSION

FCPA-related prosecutions, enforcement actions, and private
lawsuits are increasingly in the headlines. By some projec-
tions, by the end of 2010, the SEC and DOJ will levy $3 billion
in fines and penalties and prosecute dozens of individuals.
Companies need to minimize the risk associated with the
FCPA by implementing strong compliance programs, and the
board of directors is a key player in that process. To minimize
the risk to their companies and themselves, directors need to
exercise reasonable oversight with respect to the implemen-
tation and effectiveness of their company’s FCPA compliance

program, including asking the “right” questions.

26 Complaint at 7-9, SEC v. Siemens AG, No. 08-cv-2167 (D.D.C.
Dec. 12, 2008), ECF No. 1 (charging that company ignored
and failed to adequately investigate “red flags and failed to
take disciplinary action against known wrongdoers”).

27 Judgment, U.S. v. Kozeny, Case No. 05-cr-00518-SAS-2
(S.D.N.Y. Nov. 12, 2009), ECF No. 253; Complaint at 12-13,
SEC v. Nature’s Sunshine Products, Inc., Case No. 09-cv-
672 (D. Utah July 31, 2009), ECF No. 2. See also Bourke
Convicted, FCPA Blog (July 10, 2009, 4:55 PM), http://www.
fcpablog.com/blog/2009/7/10/bourke-convicted.html.
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