BNA International
World

Data Protection

Report

International Information for International Businesses

Monthly news and analysis of data protection and privacy issues from around the world

Volume 16, Number 1

By Jorg Rehder, Counsel, and Mauricio I Paez, Partner,
Jones Day.

In July 2009, the German legislature passed various
controversial amendments to the Bundesdatenschutzge-
setz (BDSG), Germany’s Federal Data Protection Act!
While these amendments were not as extensive as
many had initially hoped or feared, a few will undoubt-
edly have an immediate impact on companies doing
business in Germany.

The amendments cover a range of privacy and business
issues, including marketing use of data lists, adminis-
tration of employee data, and contractual provisions in
data transfer agreements. They also increase the maxi-
mum fines for violating data protection laws and grant
greater powers to data protection authorities (DPAs).
The most significant change, however, is a new require-
ment to provide notification for data breaches, a ge-
neric term encompassing any event that results in the
compromise of the security or integrity of personal
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Germany strengthens its Data Protection Act and
introduces data breach notification requirement

data. This requirement is similar in scope to state stat-
utes in the United States, where 45 states, the District
of Columbia, Puerto Rico and the Virgin Islands have
enacted legislation requiring notification of security
breaches involving personal information, although the
triggers for and the recipients of any notification vary
on a state-by-state basis.”

The BDSG

The BDSG prohibits the collection (the acquisition of
data on the data subject)®, processing (the storage,
modification, transfer, blocking and erasure of per-
sonal data)*, and use (any utilisation of personal data
other than processing)® of “personal data”, unless the
affected individual (the data subject) expressly con-
sents to the activity, or German law specifically autho-
rises it.° Under the BDSG, “personal data” is broadly
defined as any information concerning the personal or
material circumstances of a natural person.

By contrast, California (like many other US states)
more narrowly defines “personal information” as a pre-
scribed combination of specific categories of data. Un-
der the California Computer Security Breach Notification
Act, “personal information” means an individual’s first
name or first initial and last name in combination with
any one or more of the following data elements, when
either the name or the data elements are not en-

crypted:

B Social Security number;
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B driver’s license number or California Identification
Card number;

B account number, credit or debit card number, in com-
bination with any required security code, access code
or password that would permit access to an individu-
al’s financial account;

® medical information; and

B health insurance information.”

The “‘list privilege’’ exception

One of the widely disputed activities permitted by the
BDSG is the “list privilege” exception. Under the previ-
ous “list privilege” exception, personal data such as a
person’s name, address, job title and year of birth may
be used for a company’s own advertising and marketing
purposes and transferred to third parties (such as direct
marketing companies) for similar purposes without the
prior consent of the data subject, provided that such
data is pooled in a list covering a group of people.

Under Section 28, paragraph 3, it is legal to transfer or
use personal data for purposes of marketing and adver-
tisement if the data, compiled in lists or otherwise com-
bined, concern members of a group of persons and are
restricted to:

B the data subject’s membership of this group of per-
sons;

B occupation or type of business;
B name;

u title;

B academic degrees;

® address;

B year of birth; and

B if there is no reason to assume that the data subject
has a legitimate interest in his data being excluded
from transfer.

Data subjects are entitled to object to such activities (un-
der Section 6, paragraph 1 and Section 28, paragraph
4), but they rarely do. Many privacy advocates believe
that this exception allows for large volumes of personal
data to be sold at relatively low prices, particularly over
the internet.® Accordingly, the amended BDSG requires
the individual or legal person who is collecting, process-
ing or using personal data (the “data controller”)? to
obtain consent from data subjects when engaging in any
of these activities for the purpose of marketing or sell-
ing personal data (Section 28, paragraph 3), unless cer-
tain relatively simple conditions are met.

Consent is not required if the data is necessary for:

B marketing the data controller’s own goods and ser-
vices;

B advertising in a business context, eg for professional
services; and

B advertising for charitable donations.

Aggregated personal data, eg data lists, can also be trans-
ferred without consent if:

B both the sender and the recipient keep records of the
transfer for two years; and

B the advertisement clearly identifies the original collec-
tor of the data (BDSG Section 28 paragraph 3 and Sec-
tion 34 paragraph la).

In recent years, Germany experienced a dramatic in-
crease in data breaches and scandals involving the ille-
gal trade of address lists and bank account information.
For example, Deutsche Telekom lost personal data for
about 17 million T-Mobile Germany customers in the
spring of 2006 when thieves got their hands on a storage
device containing personal data, such as names, ad-
dresses, cell phone numbers, birth dates and email ad-
dresses (including some for high-profile German citi-
zens). T-Mobile Germany said it has taken multiple steps
to shore up its security since the breach, including
tighter restrictions on who has access to information,
more complex passwords, and increased monitoring of
security systems.'’

In addition, some of the largest German companies in
key industries, including transportation, finance, auto-
motive, retail and healthcare, have been accused of en-
croaching on employees’ constitutional rights to pri-
vacy,'! eg by monitoring the personal data and activities
of their employees. Some of these activities include:

B screening the workforce for corruption and automatic
filtering, deletion and control of private emails of em-
ployees;

B spying on employees by compliance teams; and

B illegal storage and transfer of medical data of employ-
12
ees.

Media coverage of these developments sparked wide-
spread public interest among politicians, trade unions,
and consumers on the mishandling of personal data.
Consequently, a number of legislative proposals earlier
this year centred on a complete abolition of the “list
privilege.”

However, in the face of looming German federal elec-
tions (held on September 27, 2009), many lawmakers
were hesitant to institute any major legislative changes.
Certain interest groups also claimed that data protection
limitations on direct marketing would seriously harm
entire industry sectors and lead to a higher unemploy-
ment rate, which was politically unacceptable. As a com-
promise, the German legislature passed the amend-
ments to impose tighter restrictions on the commercial
use of personal data while keeping the “list privilege”
mostly intact. Most noteworthy among the amendments
is the introduction of a data breach notification require-
ment.
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Data breach notification

Under the amendments, data controllers must notify
data subjects and DPAs of any unauthorised access or
unlawful transfer of personal data, if the incident
“threatens significant harm” to the rights and protected
interests of the data subject (BDSG, Section 42a). The
Act does not specifically define “significant harm,”
which means that companies are given a certain amount
of leeway to determine whether an unauthorised or un-
lawful activity meets this threshold.

Nonetheless, if significant harm is threatened, then no-
tification must be provided “immediately” after mea-
sures have been taken to secure the data and ensure that
criminal investigations will not be adversely affected.
This notice requirement is limited to a breach of certain
kinds of data or data elements, such as bank or credit
card information, “sensitive information,” or informa-
tion that is subject to professional or official confidenti-
ality protections. The Act defines “sensitive informa-
tion” as any information concerning an individual’s
race, ethnic origin, political opinions, religious or philo-
sophical beliefs, membership in a trade union, health or
sex life (BDSG, Section 3, paragraph 9).

By contrast, in the United States, notification is typically
triggered by unauthorised access or use of a data sub-
ject’s name along with another identifying element,
such as government-issued Social Security number, cer-
tain banking information, personal health information
or other personal information that can be used to com-
mit identity theft.'® Thus, the German amendments re-
quire only a single trigger for notification while most US
state statutes require two.

The amendments also provide guidelines for delivery of
data breach notifications. For example, in cases where
individual notification of an incident that affects a large
number of data subjects is too burdensome, notice must
be made via at least a half-page advertisement in at least
two daily national newspapers or by other means that
would provide similar exposure (BDSG, Section 42a).
This requirement is similar to the substitute notice re-
quirements under many US state statutes. Companies
should carefully consider the reputational and public re-
lations impact of making such a notification via newspa-
per or other media before doing so.

The costs of data breach notification

Although public disclosure of data breaches in Germany
will probably bring to light many objectionable activities
that may otherwise go unreported, the new notification
requirement will add costs to companies operating in
Germany or maintaining data that falls under German
jurisdiction. In 2008, the average cost of a data breach
in Germany was more than €2.41 million (approximately
$3.5 million) per breach and €112 (approximately $165)
per compromised record, which includes the average
cost of notifications at €80,000 per breach or €4 per
record. Data breaches with mobile devices are more ex-
pensive: lost or stolen laptop costs averaged €123.63 per
data record compared with €106.85 for other data
breaches.

The average cost is a composite of cost factors, which in-
clude:

B outlays for breach detection, escalation, notification,
and response;

m fees for legal, investigative, and administrative ser-
vices;

B Josses due to customer defections, opportunity cost,
and reputation management; and

B expenses associated with customer support, such as in-
formation hotlines and credit monitoring subscrip-
tions.'*

These figures are low relative to data breach costs in the
United States because the previous BDSG did not re-
quire notification to data subjects or publication of data
breaches. In the United States, where the majority of
states require some form of data breach notification, the
average cost of a data breach in 2008 was more than $6.6
million (approximately €4.5 million) per breach and
$202 (approximately €137) per compromised record.'”
These costs are expected to grow in future years, particu-
larly in connection with the anticipated increase in data
protection or privacy litigation. Since 2005, the cost of a
data breach has grown by nearly 40 per cent or more
than $64 on a per-victim basis. In general, the US legal
obligations and industry best practices related to a data
breach — eg notification to individuals and state agen-
cies, legal and reputational risk containment, and tech-
nical remediation — have proven to be more costly to
businesses than other data protection and privacy safe-
guards required by US law. Such differences between
the two countries suggest that the costs associated with a
data breach in Germany, at least those related to provid-
ing notification, are likely to rise under the new BDSG.

A Europe-wide movement?

Further, it is important to note the possibility of a
domino effect that Germany’s data breach notification
requirement may have on the European Union and its
member states. The history of data breach notification
requirements in the United States began when one
state, California, enacted a data breach notification law
in 2003.'® Since then, a majority of US states have fol-
lowed suit, and the U.S. Congress is now considering a
national breach notification statute.'”

While the implementation of the EU Directive on Data
Protection'® by individual member states has made the
European Union one of the most highly regulated juris-
dictions in the world with respect to protecting personal
data, the European Union still has no general data
breach notification requirement. There is evidence,
however, that the European data protection landscape
may be changing. The EU Council is in the process of
amending its telecommunications directives to include
an industry-specific data breach notification obligation
for communication services providers.'” Some neigh-
bouring non-EU jurisdictions, such as Norway, already
have laws requiring notice to DPAs of data breaches.*’

The United Kingdom has a de facto notification law im-
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posed through the UK independent data protection
agency’s recommendation that companies notify it of
“serious” breaches. The Information Commissioner’s
Office does not specifically define what constitutes a “se-
rious” breach but provides general guidelines and ex-
amples for making such an assessment; important fac-
tors for determining a “serious” breach include poten-
tial of harm to individuals and the volume and sensitivity
of compromised data.”’ This may explain why there is
ongoing debate on whether to adopt legislation® and
the UK Parliament has considered such laws but de-
clined to pass them.*?

These conditions, along with Germany’s recent amend-
ments to its BDSG, suggest that EU member states, or the
European Union as a whole, may be moving toward a
more comprehensive data breach notification regime.

Other amendments to the BDSG

Protection of employee data

Any processing of employee data is permissible only if
the processing is necessary for the administration, ie es-
tablishment, maintenance or termination of the employ-
ment relationship (BDSG, Section 32). For the purposes
of investigating employee offenses, employee data can
be collected only where:

B the data substantiates the suspicion that the employee
has committed an offense in the context of employ-
ment;

B the collection, processing, and use of the data is nec-
essary for the investigation; and

B the type and scope of the collection, processing and
use of the data is proportional to the employee’s pro-
tected rights and the circumstances of the investiga-
tion.

Contractual requirements for outsourcing

If a company outsources its direct marketing to a third
party, the contracting entities must enter into a written
agreement concerning the processing of the personal
data. This agreement must meet ten new conditions to
be valid and legally enforceable (BDSG, Section 11, para-
graph 2). These conditions include, for example, scope,
purpose, security measures, obligations, subcontracting
rights, return or disposal of data and the requirement to
audit the third party. Failure to conclude such a contract
exposes each of the parties to a potential fine (BDSG
Section 43, paragraph 1).

Practitioners believe that DPAs are likely to enforce this
provision quite vigilantly because:

B the German public consistently expresses concern
about direct marketing activities in Germany; and

B DPAs can quickly determine whether parties are in
compliance with this requirement.

Protection of the data protection officer

A company’s internal data protection officer (DPO),
who ensures the company’s compliance with Germany’s
data protection laws and acts as a contact person for em-
ployees on privacy matters, may be dismissed only for
cause (BDSG, Section 4f, paragraph 3). The Act requires
the following companies to appoint DPOs:

® all companies that have more than nine individuals
regularly involved with automatic data processing;

® all companies involved in the commercial transfer of
personal data; and

B companies involved with the commercial transfer of
personal data for market research or opinion research
purposes.

Special protection for the DPO extends until one year
after the end of employee’s term as the company’s DPO,
unless management has “important grounds” for termi-
nating the DPO. Companies must also permit and fi-
nance the continued education and training of their
DPOs on data protection matters. A natural, though
probably unintended, consequence of this new provi-
sion is that many companies will invariably prefer an ex-
ternal DPO over an internal DPO. External DPOs are
specifically permitted under the Act (BDSG, Section 4f,
paragraph 2) and are less cumbersome to remove.

Increased power of DPAs

DPAs can order companies to remediate compliance,
technical or organisational failures relating to the collec-
tion, processing and use of personal data (BDSG, Section
38, paragraph 5). Depending on the circumstances of
the violation, they can also implement special data pro-
cessing procedures or prohibit companies from collect-
ing, processing or using personal data.

Stricter punishments

The maximum fine for failure to comply with data pro-
tection laws is now:

= €50,000 (previously €25,000): for ordinary offenses,
eg failing to appoint a DPO, encrypt a data transfer or
ensure that a third-party service provider meets the
technical or organisational measures prescribed by
the Act (BDSG, Section 43, paragraph 1); and

= €300,000 (previously €250,000): for serious of-
fenses, eg accessing, collecting or processing data that
is not publicly available, processing or using data be-
yond the scope of their authorised purpose, or failing
to inform data subjects of a breach that may cause
them “significant harm” (BDSG, Section 43, para-
graph 2).

Moreover, if the data controller made profits that ex-
ceed €50,000 or €300,000, respectively, by violating data
protection rules, then the authorities may raise the fine
proportionally.

These revisions became effective September 1, 2009, al-
though data collected prior to this date for marketing
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purposes will be subject to a transition period under
which the previous rules are effective until August 31,
2012,

Conclusion

Europe, like the United States and other countries
around the world,”* may be developing a trend for
adopting data protection laws that include a general ob-
ligation to notify government agencies, individuals, or
both of the unauthorised access or use of personal data.
The amendments reflect a growing awareness of data
protection issues among the European public and the
potential for increased enforcement of data protection
laws by European DPAs. For example, in September
2009, nearly 25,000 people took to the streets of Berlin
to demand better protection of personal data,” and
Germany’s new coalition government has declared that
it intends to pass legislation specifically concerning data
protection for employees and in the workplace. These
activities suggest that any infringement of data protec-
tion rules will become riskier.

To ensure compliance with the amendments and likely
future legislation in the European Union, companies
should at minimum:

B establish standard policies and operating procedures
for data breach investigations, remediations and noti-
fications related to personal data, which include data
beyond that which would trigger notification under
US law;

B assess and restructure the use or transfer of data lists
and other personal data; and

B review and consider renegotiating service, employ-
ment and other data-related contracts.

In making these changes, companies may want to take
advantage of the opportunity to evaluate their overall
data protection practices and consider implementing a
more holistic approach to data protection compliance
that anticipates subsequent legislation in this area. To
avoid business risks, including fines, audits and reputa-
tional damage associated with legal noncompliance,
companies must properly focus their compliance efforts.
Companies should consult with legal counsel for assis-
tance in handling these matters.
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