In 2003, the California law requiring the reporting of data
security breaches went into effect, and over the next four
years, more than 300 million records were lost or stolen;
34 million were expected to be stolen in 2008.! Protecting
data privacy has evolved into one of the biggest chal-
lenges, financial expenditures, and possible sources of legal
exposure for companies operating in this new digital world.
Companies routinely keep and store data about their cus-
tomers. Often this information includes sensitive details that
customers want and expect the company to
safeguard and keep private. Chances
are that your credit card informa-
tion, medical records, Social
Security number, and bank
account numbers are already
in the possession of sev-
eral hundred companies,

government agencies, and

nonprofit organizations.

In the right hands, this per-
sonal information is a resource
that enables efficient and effort-
less transactions and permits com-
panies and government agencies to
provide desired products and services. The

same information, however, can spell personal
and financial disaster in the wrong hands. Identity theft has
claimed an ever-growing list of victims and by one estimate
has now struck one in five Americans.2 The Federal Trade
Commission (“FTC”) estimates that each year as many as
9 million Americans become identity-theft victims.3 A sur-
vey conducted by the FTC showed that identity-theft losses
to businesses and financial institutions totaled nearly
$48 billion in a single year.4 Security breaches at companies
that store personal data have contributed to the growth of

identity theft.

Several of these security breaches in recent years have
made headlines, perhaps none more so than the massive
security breach involving T.J. Maxx. The incident involving

T.J. Maxx has been described as the largest data breach in
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U.S. corporate history.5 The total cost of the T.J. Maxx secu-
rity breach has been staggering: The TUX Companies, the
parent company of T.J. Maxx, told The Boston Globe that “its
costs from the largest computer data breach in corporate
history, in which thieves stole more than 45 million customer
credit and debit card numbers, have ballooned to $256 mil-
lion.”6 Those costs stem from, among other things, repairing
the company’s computer system, conducting investigations,
and defending the lawsuits and other claims arising from the
theft. However, “[sleveral analysts have esti-
mated TJX’s costs could run as high as
$1 billion, including legal settlements

and lost sales.””

While it is often difficult to
catch the perpetrators of
identity theft, the Justice
Department recently
announced the indictment
of 11 individuals in connec-
tion with the T.J. Maxx data
security breach.8 According
to the indictment, the thieves
gained access to the credit and
debit card data of millions of custom-
ers in part by simply driving around in a
car with a laptop computer, looking for acces-
sible wireless networks, and then installing special software
that captured the credit and debit card information from the

unsecured networks.?

A web site that tracks data privacy breaches lists hundreds
of data security breaches that have occurred in the United
States since 2005.10 While not every security breach results
in identity theft, the exposure of personal information and the
risk of identity theft have forced businesses and consumers
alike to commit substantial time and resources. Businesses
are constantly updating their technology in a race with iden-
tity thieves, and they incur substantial costs if personal data
in their possession is ever exposed. Consumers have taken
time-consuming and burdensome steps to shield their identi-
ties and financial resources from identity theft or, even worse,

to remedy the harm caused by identity theft.
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With the threat of identity theft on the rise, state governments
have taken an active role in regulating the steps a company
must take after a security breach. At least 44 states, as well
as the District of Columbia and Puerto Rico, have enacted
legislation requiring notification for security breaches involv-
ing personal information.!! Typically, these laws require a
company whose data has been breached to notify the per-
sons whose identity and personal information have been put
at risk. While the laws requiring notification give consumers
a chance to quickly take steps to re-shield their identity (i.e.,
cancel credit cards, review credit reports, place a credit hold,
etc.), they have done little or nothing to stop the spread of
identity theft.12

Threats to data privacy have also inspired a response from
the federal government. Most notably, the Federal Trade
Commission has promulgated rules to govern data privacy in
the financial and consumer credit industries.!3 Also, to imple-
ment the Fair and Accurate Credit Transactions Act (‘FACTA"),
the FTC and the federal banking agencies have jointly issued
new rules for financial institutions and creditors governing

identity theft.!4

Now the threat of litigation is making data security breaches
even more costly and adding extra incentives for busi-
nesses to secure their data. Plaintiffs have begun filing suit
against companies that suffer data breaches. The T.J. Maxx
data breach, for example, spawned at least a half-dozen
class actions. As one commentator noted, what makes
the T.J. Maxx case so compelling for class actions is that:
(1) “unlike the majority of reported security breaches, the TUX
intrusion has been demonstratively linked to subsequent
fraudulent transactions”; and (2) “early media reports implied
that the company was negligent in safeguarding its data,”

including the suggested absence of a firewall.1d

Class actions were also filed this year against the Hannaford
Bros. supermarket chain for a data breach involving customer
credit card numbers. Hannaford had previously notified its
customers that a breach of its computer system between
December 2007 and March 2008 potentially exposed
4.2 million credit and debit card numbers and resulted in 1,800
fraud cases to date.!6 Only a couple days after the announce-
ment, Hannaford was sued.'” These suits allege, among

other things, that Hannaford was negligent in protecting
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customer data and failing to promptly disclose the breach of

that data to the public.'®

TD Ameritrade also became the target of a class action after
hackers in late 2007 stole the identities of at least 6.3 million
TD Ameritrade customers. The parties attempted to settle the
suit when they reached agreement for TD Ameritrade to pro-
vide spam-blocking software to the class and $1.87 million in
fees to the plaintiffs’ attorneys,!® but the judge overseeing the
case rejected the proposed settlement as potentially unfair

to the class.20

Not every data security breach starts with a thief. Unlike
the T.J. Maxx and TD Ameritrade cases, where an organized
group successfully pirated company data, many data secu-
rity breaches have more mundane origins. In the summer of
2008, a number of customers with Wagner Resource Group,
among them Supreme Court Justice Stephen Breyer, had
their personal data exposed, including names, birth dates,
and Social Security numbers. The exposure took place when
an employee of Wagner Resource Group accessed a file-
sharing network called LimeWire.2! When the employee tried
to “trade some music, or maybe a movie,” he “inadvertently

opened the private files of his firm.”22

In another example of inadvertent data exposure, two banks
recently made news after an unencrypted backup tape full of
personal data was lost in transit on February 23, 2008. After
the data of approximately 4.5 million people went missing, it
did not take long for the first lawsuit to be filed. A group of
bank customers filed a civil suit in Bridgeport, Connecticut,
seeking class action status and charging those banks with
negligence, invasion of privacy, and breach of fiduciary
duty.23 The exposure of personal data, regardless of its
source, presents a tempting target for identity thieves and

has the potential to embroil a company in litigation.

The cases filed against companies that suffered data security
breaches have yielded mixed results, with a number of com-
panies reaching settlements and others successfully defend-
ing. TUX, whose data security breach made major headlines,
reportedly settled a number of the lawsuits filed against it,

including one for an amount in excess of $40 million.24



However, not every data security breach leads to liabil-
ity. Instead, case law has held that identity exposure alone,
absent evidence of actual identity theft caused by that
exposure, is insufficient to support a claim for damages.
Such cases include, for example, Pisciotta v. Old National
Bancorp; Kahle v. Litton Loan Serv. LP; Randolph v. ING Life
Ins. and Annuity Co.; Giordano v. Wachovia Sec., LLC; Forbes
v. Wells Fargo Bank, N.A.; Guin v. Brazos Higher Educ. Serv.
Corp.; Hendricks v. DSW Shoe Warehouse; and Stollenwerk v.
Tri-West Healthcare Alliance.2® While most cases frame the
absence of damages as a failure to prove all the elements
of a claim, in some instances, the cases hold that the federal
courts lack jurisdiction because plaintiffs whose data has
been compromised but not yet misused have not suffered
an injury-in-fact necessary for Article Ill standing.2® Several
common factual threads unite these cases. In almost every
instance, the typical plaintiff has not suffered from identity
theft. Instead, the plaintiff is alleged to have incurred costs
from the increased risk of identity theft. Those costs include
the time and expense necessary to purchase credit card
monitoring and protection services. Almost invariably, the
cases are centered around a claim for common-law negli-
gence and rely upon the argument that the defendant failed
to meet its duty of care to safeguard and protect the plain-
tiff's data.

The courts in the above cases have rejected these
negligence-based claims and have not held the compa-
nies liable for the mere exposure of data. The central fault of
these causes of action is that the plaintiff, who has not suf-

fered from identity theft, cannot prove actual damages.27

The courts, in addition to noting the absence of actual dam-
ages, have often found support for rejecting liability from
diverse sources. First, some courts have looked to the analo-
gous field of toxic tort litigation to explain why the speculative
injury of a future identity theft is not compensable.28 Some
courts also point to the absence of any private right of action
for a data breach in state law to support the noncompens-

able nature of the claim.29

Finally, in Guin,30 the court noted in exculpatory fashion that
the defendant, despite the data breach, had demonstrated
good data protection practices, commenting that the defen-

dant “had policies in place to protect the personal informa-

tion, trained [its employee] concerning those policies, and

transmitted and used data in accordance with those policies.”

Several broad lessons can be gleaned from the divergent
outcomes of cases where some companies have been
forced into settlement while others have defended success-
fully. First, the exposure of data alone does not necessarily
lead to liability. The cases demonstrate that the occurrence
of identity theft poses a much greater risk to companies than
the mere exposure of data. The degree of that risk can be
mitigated by a company that adopts and diligently follows
the best policies and practices to safeguard its data. It is no
coincidence that companies like T.J. Maxx have paid signifi-
cant sums to settle cases that have alleged lax data protec-
tion practices resulting in identity theft. In the event of a data
security breach, time is of the essence. By promptly seeking
counsel and complying with all applicable laws (including
the many state notification statutes), a company can reduce
its risks and limit the likelihood that any data breach can be

successfully exploited.

The Federal Trade Commission has put together a list of five
steps that businesses can take to minimize their exposure to
data theft.3! These are relatively simple steps that may seem

intuitive but are all too often overlooked.

First, every business that stores personal data should take
stock of what data exists and where it is kept. Businesses
should: (1) take inventory of all computers, laptops, flash
drives, and other storage equipment to find out where data is
kept throughout the company; (2) track the personal informa-
tion used and relied upon by each department; and (3) pay
special attention to the types of personal information com-
monly sought by identity thieves, such as Social Security

numbers and credit card information.

Second, keeping personal data on file carries a risk.
Businesses should therefore scale down their storage of any

information that does not support legitimate business needs.

Third, businesses must safeguard the information they keep.
Personal data should not be something that is open to every-
one in the company. Employee access should be a matter of

business necessity, and any unauthorized access from within

continued on page 40
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PROTECTING YOUR DATA PROTECTS THE BOTTOM LINE
continued from page 27

or outside the company should be blocked. For physical doc-
uments, this can be a matter of keeping them under lock and
key. For electronic data, businesses have a number of impor-
tant tools that they should put to good use: firewalls, pass-
word protection, and up-to-date anti-virus and anti-spyware
programs are a must. Businesses that transmit personal data
over a wireless network or store data on a computer with
internet access should recognize the threat posed by hack-

ers and take steps to secure their networks.

Fourth, when a business no longer needs the personal data
that it keeps on file, that data should be destroyed consis-
tent with the company’s document-retention policy. Old credit
card numbers and outdated customer records pose an
attractive target to identity thieves. Oftentimes this older data
is not as well secured by the company keeping it. Paper or
other physical records can be shredded, burned, or pulver-
ized. Electronic records can be overwritten or wiped clean

through available software solutions.

Fifth, any business that stores personal data must have a
plan to respond to data security threats. That plan should
include steps for stopping, investigating, and reporting any
attempted or successful data security breach. Once a breach
has occurred, the business should promptly seek coun-
sel and take steps to remedy the breach. Those steps can
include: (1) curing the source of the data breach; (2) identify-
ing what, if any, data was compromised; and (3) complying
with all applicable customer-natification laws. A fast response
to a data breach makes it more difficult for identity thieves to

successfully use any information they might obtain.

While this may seem like easy advice to follow, far too many
businesses have no plan in place or refuse to seek advice
following a data breach. In a survey of business executives
and IT security officers in U.S. companies conducted by the
Ponemon Institute, only 43 percent of respondents said their
companies had incident response plans in place for data
security breaches, and 82 percent failed to consult with legal

counsel before responding to an incident.32

In many ways, companies that store personal data are in a

never-ending race with identity thieves. As companies come
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up with better ways to safeguard information, identity thieves
find more clever ways to obtain it. A company that follows the
best practices to safeguard its data is ultimately safeguarding
its bottom line. In 2007, the estimated cost of a data security
breach amounted to $197 per compromised record and $6.3
million per incident.33 By taking steps now to safeguard per-

sonal data, a company can also safeguard its financial future. B
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