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BALABIT UNKNOWN NETWORK SURVEY - RESEARCH OVERVIEW

Number of employees

10,000+
employees
21%

1,000 -
5,000 - 9,999 4,999
employees employees
30% 49%
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Main business activity

IT / telecoms 18%
Manufacturing

Retail

Professional services (accounting, legal)
Finance

Government / public sector

Healthcare / pharmaceutical

Transport / logistics

Utilities / energy

Media / broadcast / publishing

Other
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SURVEY PARTICIPANTS’ ROLES AND RESPONSIBILITIES

Network Security Responsibility

36% Visibility
8%

IT Operations Manager

Network administrator

IT Security Manager
Infrastructure Manager
Senior Security Engineer

Security Operations Manager

Sole
Responsibility
64%

IAM Architect / Engineer

Security Architect

Group Technology Security
Manager

System Architect
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I THE SCALE OF THE CHALLENGE
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4 in 5 companies were hit by a security breach in 2017
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I INSIDER VS. OUTSIDER THREAT
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I SOURCE OF DATABREACH

External

Employee unintentional
Employee intentional
Third-party

Unknown
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I PRIVILEGED ACCOUNT BREACH

44%
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I IDENTIFYING DATA BREACHES

Identify the data that an intruder has had
access to

Detect security breaches

Identify the source of a data breach

= Very confident m Fairly Confident
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I SECURITY STRATEGY

Educating staff is more important than
technology

Technology is also effective in preventing

Technology struggles to keep up security
threats
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3:15 pm Roundtable 2

Confidentiality in the Digital World: Legal Strategies and Best Practices
With Privileged Access and Identity Management Tools

Live demo all day at Balabit booth
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