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INTRODUCTION

The government agrees that the circuits are split
four ways on “the level and nature of the suspicion (if
any) that is necessary to conduct a warrantless border
search of an electronic device.” Opp. 11. It does not
contest that travelers arriving from abroad through
Seattle, Dulles, Denver, and Miami receive different
constitutional protections based solely on geographic
accident. Nor does it advocate percolation—after all,
in twelve majority and separate opinions, circuit
judges have detailed every conceivable answer to the
question presented. What’s more, the government
doesn’t dispute that the question presented is ex-
tremely important. Nor does it bother defending the
holding below that reasonable suspicion of any crimi-
nal activity—even of no particular crime at all, much
less one with a nexus to the government’s interests at
the border—permits agents to rifle through a trav-
eler’s electronic devices.

Instead, the government invents vehicle concerns:
Mr. Williams should have presented the Ninth Cir-
cuit’s most recent decision to the Tenth Circuit earlier
(he couldn’t have); the Tenth Circuit did not reject the
Ninth Circuit’s rule (it did); Mr. Williams might have
lost in the Fourth Circuit (he wouldn’t have); and the
Tenth Circuit did not decide whether the search here
was “forensic” or “manual” (it doesn’t matter). The
first two arguments misrepresent the record. The lat-
ter two, at most, present remand questions. None
would prevent the Court from deciding the question
presented.

This Court’s guidance is urgently needed. The Pe-
tition should be granted.



ARGUMENT

I. The government agrees that the circuit
courts are divided four ways

A. Asthe Petition explained (at 2, 12—-26), the cir-
cuits are divided four ways on the suspicion required
for warrantless border searches of digital devices.

A traveler arriving in Los Angeles can rest as-
sured, for border agents may search her electronic de-
vices only on reasonable suspicion that the devices
contain digital contraband. United States v. Cano, 934
F.3d 1002, 1007, 1020 (9th Cir. 2019) (Bybee, J.);
United States v. Cotterman, 709 F.3d 952, 967—68 (9th
Cir. 2013) (en banc).

A traveler arriving through Dulles receives a little
less protection. Agents there need individualized sus-
picion that a device contains evidence of a particular
offense with a “nexus to the border search exception’s
purposes of protecting national security, collecting du-
ties, blocking the entry of unwanted persons, or dis-
rupting efforts to export or import contraband.”
United States v. Aigbekaen, 943 F.3d 713, 721 (4th Cir.
2019); see United States v. Kolsuz, 890 F.3d 133, 143—
44 (4th Cir. 2018).

But if the traveler lands in Denver, agents may
search her devices on reasonable suspicion of any
criminal activity. App. 8a—9a.

And if a traveler returns through Miami, agents
may rummage through her devices with no suspicion
whatsoever. United States v. Touset, 890 F.3d 1227,
1229, 1233—-34 (11th Cir. 2018).

The split is outcome-determinative.



B. The government agrees that the circuit courts
“have articulated different approaches.” Opp. 11; see
Opp. 14, 24-25 (acknowledging the approaches). It
nonetheless wrongly urges this Court to abstain be-
cause the Ninth Circuit might go en banc in Cano.

First, the Ninth Circuit cannot resolve a four-way
split. Even if it sides with another circuit, three differ-
ent approaches will remain, including the Fourth Cir-
cuit’s, under which Mr. Williams would have prevailed.
See infra p. 10. Notably, the Fourth Circuit recently
denied rehearing in Aigbekaen. Order, No. 17-4109
(Feb. 24, 2020).

This Court has granted review in comparable cir-
cumstances. In Niz-Chavez v. Barr, No. 19-863 (cert.
granted June 8, 2020), for example, the Ninth Circuit
had granted rehearing and a rehearing petition was
pending before the Third Circuit. Cert was nonethe-
less warranted because the split would remain what-
ever either circuit did. Cert. Reply 4, Niz-Chavez.

If anything, the rehearing petition in Cano rein-
forces the need for this Court’s review. Whatever ef-
forts the Ninth Circuit might expend on Cano, the
Fourth Circuit will still require reasonable suspicion
of a border-related offense, while agents in the Elev-
enth Circuit will remain able to explore troves of data
without any suspicion at all. Until this Court inter-
venes, geography will dictate constitutional rights,
and further circuit-court efforts will be wasteful.

Second, the Ninth Circuit is unlikely to grant re-
hearing anyway. Not only is Judge Bybee’s opinion
correct, but 1t “clariffied] Cotterman,” Cano, 934 F.3d
at 1007, itself an en banc decision. The Ninth Circuit
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has already considered—and rejected—the govern-
ment’s arguments.

Finally, what more could the en banc Ninth Cir-
cuit (or a separate opinion) add to the discussion? Cir-
cuit judges have advocated every possible approach to
the question presented, from a warrant requirement
to no suspicion at all. Pet. 13, 26. And regardless of
any rehearing vote, Cano exposes serious concerns
with other circuits’ approaches. This Court is not
bound by those approaches or the circuit scorecard.
But it cannot ignore the urgent need for its guidance.

This Court’s decisions in Riley v. California, 573
U.S. 373 (2014), and Carpenter v. United States, 138
S. Ct. 2206 (2018), are instructive. In Riley, the Court
adopted the approach of the divided First Circuit,
United States v. Wurie, 728 F.3d 1, 13 (1st Cir. 2013),
aff’d sub nom. Riley—the lone circuit holding that the
warrant exception for searches incident to arrest does
not apply to cell phones, see id. at 16 (Howard, J., dis-
senting). In Carpenter, the Court again disagreed with
the majority approach, instead holding, consistent
with just one circuit court, that individuals may have
reasonable expectations of privacy in their cell-site lo-
cation information. See 138 S. Ct. at 2219; United
States v. Graham, 824 F.3d 421, 428 (4th Cir. 2016)
(en banc), abrogated by Carpenter. The Court had the
benefit of multiple judges’ views in “majority, concur-
ring, and dissenting opinions, highlighting the need
for this Court to act.” Pet. 13, Carpenter, No. 16-402.
Same here.



II. The government does not contest that the
question presented is exceptionally
important

A. As the Petition explained (at 26-31), the an-
swer to the question presented will have “a profound
impact on law enforcement practices at our ports of
entry and on the individuals subjected to those prac-
tices.” United States v. Vergara, 884 F.3d 1309, 1318
(11th Cir. 2018) (J. Pryor, J., dissenting). Many—
likely most—people would reasonably expect their
digital data to be private. So the millions of people
crossing our borders every day deserve to know what
protection (if any) the Fourth Amendment affords
them. And the government needs to know what it may
do to safeguard our borders. The circuit conflict is in-
tolerable.

B. The government does not contest that the
question presented is important and urgently requires
this Court’s attention. The closest the government
comes 1s to equate “bypassing ... password protection”
on a digital device with “using a tool to open a locked
briefcase,” Opp. 19, and to highlight its “authority to
conduct suspicionless inspections” of “a vehicle’s fuel
tank,” Opp. 12 (quoting United States v. Flores-Mon-
tano, 541 U.S. 149, 155 (2004)).

Those responses don’t wash. Riley rejected the ar-
gument that “a search of all data stored on a cell
phone is ‘materially indistinguishable’ from searches
of ... physical items,” such as baggies, wallets, and
purses. 573 U.S. at 392-93. Digital devices hold vast
amounts of data that can reveal “nearly every aspect
of” a person’s life. Id. at 393, 395. Equating the search
of a digital device with the search of a briefcase or gas



tank 1s “like saying a ride on horseback is materially
indistinguishable from a flight to the moon.” Id. at 393.

II1. The Tenth Circuit’s decision is wrong, and
the government does not defend it

A. The Petition explained (at 31-34) that the
Tenth Circuit wrongly concluded that reasonable sus-
picion of any criminal activity permits officers to
search a traveler’s laptop. Riley confirms that excep-
tions to the warrant requirement extend only so far as
their rationales, 573 U.S. at 385-91, and the govern-
ment has pointed to no need to search travelers’ digi-
tal devices without reasonable suspicion tied to its
border interests, much less any reason to think that
requiring specific reasonable suspicion would
threaten border security.

Most Americans would be shocked to learn that
agents may copy their hard drives on a mere claim of
suspicious circumstances with no connection to the
government’s border interests. Rightly—and reasona-
bly—so.

B. Tellingly, the government neither defends the
Tenth Circuit’s approach nor attacks the Fourth Cir-
cuit’s approach, under which Mr. Williams would have
prevailed. See infra p. 10.

Instead, the government offers (at 23—24) a one-
sentence argument that the Ninth Circuit erred in re-
lying on Boyd v. United States, 116 U.S. 616, 623
(1886), to explain “the distinction between seizing
goods at the border because their importation is pro-
hibited and seizing goods at the border because they
may be useful in prosecuting crimes.” Cano, 934 F.3d
at 1018. In the government’s view, Boyd was overruled
by Warden v. Hayden, 387 U.S. 294 (1967). Not so.



“Hayden rejects the ‘mere evidence’ rule that had long
prevented the government from using warrants to ob-
tain evidence that was not itself the instrumentality
of a crime or contraband.” United States v. Molina-Is-
idoro, 884 F.3d 287, 297 n.7 (5th Cir. 2018) (Costa, J.,
specially concurring). But “there are reasons to be-
lieve the distinction still matters when it comes to bor-
der searches”—among them, this Court’s continued
“rel[1ance] on the detection-of-contraband rationale in
supporting the government’s broad border-search au-
thority.” Id.; see also, e.g., Aigbekaen, 943 F.3d at 727
(Richardson, J., concurring in the judgment) (Boyd
“purports to reflect the border-search doctrine’s his-
torical scope”).

At best, the Ninth Circuit’s reliance on Boyd rein-
forces the need for this Court’s review: it reflects the
circuits’ vigorous disagreement about this Court’s
precedents. Just as this Court intervened in Carpen-
ter to provide guidance on the application of Fourth
Amendment principles to “the[] novel circumstances”
presented by cell-site location information, 138 S. Ct.
at 2217, it should intervene here to provide guidance
on the Fourth Amendment’s application to digital de-
vices in the border-search context.

IV. This case is an excellent vehicle

A. This case 1s an excellent vehicle. It presents a
clear legal question on undisputed facts. Mr. Williams
would have prevailed in the Fourth and Ninth Cir-
cuits because agents did not have reasonable suspi-
cion of a border-related crime (Fourth Circuit) or con-
traband (Ninth Circuit). Pet. 34.



B. Given the split, the government focuses prin-
cipally on supposed vehicle problems. But all are illu-
sory. And the government notably does not contend
that any actually prevents this Court’s review.

1. The government claims that “it is unclear that
the [Tenth Circuit] understood petitioner to be ad-
vancing the specific reasonable-suspicion standard he
now proposes.” Opp. 16. It adds that Mr. Williams “did
not properly preserve” a contraband-only argument
based on the Ninth Circuit’s standard. Opp. 22. Those
claims misrepresent the proceedings below.

For starters, the Tenth Circuit rejected—and
therefore “passed upon,” United States v. Williams,
504 U.S. 36, 41 (1992)—both the Fourth and Ninth
Circuits’ standards. The Fourth Circuit requires indi-
vidualized suspicion of a border-related offense.
Aigbekaen, 943 F.3d at 721. The Ninth Circuit re-
quires reasonable suspicion that a device contains dig-
1ital contraband. Cano, 934 F.3d at 1007, 1020. Here,
the Tenth Circuit expressly rejected Mr. Williams’ ar-
gument that reasonable suspicion must be limited to
violations of the laws “that border agents are tasked
exclusively with upholding”—*“customs laws and [laws
against] the importation of contraband.” App. 8a. It
instead held that any form of reasonable suspicion
suffices, because agents need not “close their eyes to
suspicious circumstances.” App. 8a—9a. That approach
1s now the law of the circuit and conflicts with the
Fourth and Ninth Circuits’ standards.

In addition, Mr. Williams did advocate both the
Fourth Circuit’s and Ninth Circuit’s standards. See
Petr’s 10th Cir. Br. 10 n.2, 21-22, 25, 29-30, 39—40, 56
(citing Kolsuz (4th Cir.)); id. at 22, 40, 44-45, 55-57
(citing Cotterman (9th Cir.)); Petr’s 10th Cir. Reply 4—



5, 15-16, 19-20 (citing Kolsuz); Petr’s 10th Cir. Reply
6, 15 & n.7, 16 (citing Cotterman). In fact, the govern-
ment even quotes Mr. Williams’ opening brief as argu-
ing that a search is valid only on reasonable suspicion
of “a ‘violation of one of the Government’s border in-
terests,” i.e., “that [petitioner] wasn’t entitled to enter
the country, that he was carrying contraband, or that
he was evading customs duties.” Opp. 18 (quoting
Petr’s 10th Cir. Br. 27). That is precisely what the
Fourth Circuit holds. Aigbekaen, 943 F.3d at 721.
Nothing was “unclear” to the Tenth Circuit, Opp. 16,
as oral argument confirms. https://www.calO.
uscourts.gov/oralarguments/18/18-1299.MP3.

To be sure, Mr. Williams cited Cano in a 28(j) let-
ter. Opp. 22-23. But the government misleadingly
omits that Mr. Williams filed that letter the day Cano
issued (Aug. 16, 2019)—over a month before oral ar-
gument (Sept. 24, 2019); that the government re-
sponded on the merits, contending that “the Ninth
Circuit gets it wrong” (without raising any procedural
objection), Gov’t 10th Cir. 28() Resp. (Aug. 29, 2019);
and that the Fourth and Ninth Circuits’ standards
were a focus of oral argument, with judges asking
questions about the type of suspicion required. Unsur-
prisingly, the Tenth Circuit said nothing about forfei-
ture.”

“ The government’s reliance (Opp. 23) on United States v.
Kimler, 335 F.3d 1132, 1138 n.6 (10th Cir. 2003), is misplaced for
the additional reason that it centers on failure to timely raise
issues rather than arguments and whether “the arguments are
based on authority that was readily available at the time of brief-
ing.” Id. Mr. Williams raised the reasonable suspicion issue in
his opening brief, and cited Cano the day it issued.
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2. The government next contends (at 21) that
Mr. Williams would have lost in the Fourth Circuit.
(Notably, it does not say that about the Ninth Circuit.)
Whether Mr. Williams would have prevailed under
the Fourth Circuit’s rule is at most a remand question.
But, in any event, the Tenth Circuit did not suggest,
and the government has not shown, that Mr. Williams
would have lost in the Fourth Circuit. The Tenth Cir-
cuit did not find reasonable suspicion of any particu-
lar crime, much less a border-related offense.

The government has never identified any offense
“bear[ing] some nexus to the border search exception’s
purposes” either. Aigbekaen, 943 F.3d at 721; see Petr’s
10th Cir. Reply 19-23. Mr. Williams’ past crimes, eva-
sions about overseas travels, and listing a different
address for return of his devices do not establish rea-
sonable suspicion of any border-related offense. The
generic crime of lying to a federal official, 18 U.S.C.
§ 1001, is not such an offense, and the Tenth Circuit
did not so hold. Mr. Williams, as a U.S. citizen, was
admissible. And there was no suspicion that he was
smuggling contraband.

3. Finally, the government argues that no court
has decided whether the search here was “forensic” or
“manual,” and that “a reasonable-suspicion standard
should apply [only] to a ‘forensic’ search.” Opp. 14-15,
19-20. Those arguments are meritless.

First, whether the search was “forensic” is at most
a remand question. There is nothing logically “ante-
cedent” (Opp. 20) about it. If this Court were to decide
that agents must have reasonable suspicion only for a
“forensic” search, it could remand for further proceed-
ings about the kind of search. The Ninth Circuit did
just that in Cano. 934 F.3d at 1021 & n.12.
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Second, Mr. Williams has consistently maintained
that the Fourth Amendment’s protections do not turn
on whether a search is “forensic” or “manual.” Petr’s
10th Cir. Reply 1-13. This Court drew no such distinc-
tion in Riley, and, contrary to the government (Opp.
19), the Fourth Circuit has noted that Riley may
“call[] into question the permissibility of suspicionless
manual searches.” Kolsuz, 890 F.3d at 146 n.5.

Third, the search here was “forensic.” “Manual”
searches “are examinations of an electronic device
that do not entail the use of external equipment or
software.” Id. at 146 n.6. “Forensic” searches, by con-
trast, “involve the connection of external equipment to
a device ... in order to review, copy, or analyze its con-
tents.” Id.

The government necessarily concedes that the
search was “forensic” under that rubric: “[T]wo HSI
computer forensic agents” carrying “forensic equip-
ment’ to attempt to bypass passwords” could not un-
lock Mr. Williams’ laptop. Opp. 4—6. Only after making
“a copy of the laptop’s hard drive” at “an HSI office”
“[u]sing more advanced software”—EnCase, App. 5a,
which “exhibit[s] the distinctive features of computer
forensic examination,” Cotterman, 709 F.3d at 963
n.9—could an agent “bypass the laptop’s password
and generate a list of the hard drive’s contents, includ-
ing deleted folders.” Opp. 6. That doesn’t sound like an
ordinary user’s “accessing the hard drive through the
laptop.” Opp. 7 (quoting App. 20a); infra p. 12.

The government also contends, citing two un-
published district court cases (at 20), that using soft-
ware to bypass a password doesn’t make a search “fo-
rensic.” But agents didn’t circumvent a password in
United States v. Smasal, No. 15-cr-85, 2015 WL
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4622246, at *8 (D. Minn. June 19, 2015), and did not
use technology to guess the defendant’s password in
United States v. Lopez, No. 13-cr-2092, 2016 WL
7370030, at *1, *4, *6 (S.D. Cal. Dec. 20, 2016). The
government’s other case, United States v. Saboonchi,
990 F. Supp. 2d 536 (D. Md. 2014), doesn’t help either.
In finding the search there “forensic,” the court fo-
cused on whether the officer went beyond the “way
that a typical user would use” her device, id. at 547,
noting that agents used specialized software to make
a “bitstream copy” that they could retain to “peruse|]
at a later date,” id. at 564—66. That’s what happened
here too. App. 5a, 15a, 19a; see also Petr’s 10th Cir. Br.
9-10.

* * *

The government agrees there is a four-way split
on an issue of indisputably great importance. Its only
arguments against cert are manufactured vehicle con-
cerns. This case 1s an excellent vehicle, and both trav-
elers and the government urgently need this Court’s
guidance.
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CONCLUSION
The Petition should be granted.
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