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A Guide to Navigating Cybersecurity, Privacy, and 
Employment Law Issues with COVID-19 Contact 
Tracing in the Private Sector

As the United States and other countries gradually ease stay-at-home orders and man-
datory lockdowns, data-driven technologies have become increasingly discussed as a 
potential strategy for tracing and mitigating the further spread of the COVID-19 virus. While 
these emerging technologies can serve a variety of pandemic response purposes, one 
use is to automate contact tracing through mobile applications, wearable devices, and 
other tracking technologies to complement other efforts to safely reopen the economy.

The use of digital contact tracing solutions within business enterprises raises a variety of 
privacy, cybersecurity, and employment law issues organizations cannot afford to overlook. 
This White Paper provides a practical, high-level overview of the digital technologies pro-
posed for contact tracing in the private sector, identifies potential cybersecurity, privacy, 
and employment law concerns that may arise in connection with deploying these tech-
nologies, and summarizes some of the legislative proposals to address these concerns.
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DIGITAL CONTACT-TRACING TECHNOLOGIES

Technology Overview: How Does It Work?

At a high level, digital contact-tracing technologies automate 

the process of manually identifying and informing individuals 

who have come into contact with others testing positive for 

the COVID-19 virus. The goal of contact tracing is to suppress 

transmission of the virus by getting ahead of its spread. To this 

end, digital contact-tracing technologies can promote rapid 

identification of the individuals who must self-isolate and seek 

priority testing after coming into contact with a positively diag-

nosed person during the incubation period.

While much attention has been devoted to contact-tracing tech-

nologies developed by major technology companies for use by 

public health authorities, companies are developing their own 

solutions and repurposing existing technologies for use in the 

private sector. These solutions generally rely on mobile applica-

tions installed on smart phones, wearable technologies, or other 

tracking mechanisms, such as Bluetooth beacons.

Digital contact-tracing solutions vary and are rapidly evolving. 

Current contact-tracing technologies generally rely on the collec-

tion of either proximity data or more precise geolocation data, or 

a combination of both. Contact-tracing solutions available for use 

in the private sector also may link proximity or geolocation data 

with other categories of personally identifiable information such 

as names and contact information, identification numbers (e.g., 

employee ID), data related to a COVID-19 diagnosis or symptoms, 

and information about third parties with whom the individual has 

come into contact. Understanding the nature of the data col-

lected by a particular device is critical to assessing the legal 

issues that will arise when deploying a given technology.

Proximity Data. Proximity data generally refers to information 

that identifies the distance between two individuals and the 

duration of their interaction, as opposed to the individual’s pre-

cise location in space and time. Bluetooth signals are a popu-

lar technology for measuring proximity. Using this technology:

•	 Person A downloads a mobile application or uses a wear-

able device, each of which can broadcast a unique identifier 

via Bluetooth on a rolling basis. Other compatible applica-

tions or devices in close proximity detect this identifier.

•	 When devices approach one another, the technology esti-

mates the distance using the Bluetooth signal strength. If 

the technology measures a distance of approximately six 

feet or less for a sufficient period of time (as determined 

by either the administrator of the technology or its manu-

facturer), the devices record the interaction.

•	 If Person A learns she is infected with COVID-19 and uploads 

her diagnosis or otherwise communicates it to her employer, 

other individuals who came into contact with her for a suffi-

cient period of time (according to the technology’s risk calcu-

lation algorithm) can be notified so they can take appropriate 

self-isolation and testing measures. If the employer uses 

Bluetooth beacons on premises that interface with a mobile 

application or wearable device, proximity data also can be 

used to identify areas that require disinfection.

Geolocation Data. Geolocation data generally refers to infor-

mation capable of determining the physical location of an indi-

vidual at a specific point in time using location data generated, 

for example, by a global positioning system (“GPS”), WiFi, or 

cellular site location information (“CSLI”) stored by telecom-

munication operators. Technologies that rely on “geolocation 

data” can: 

•	 Create “heat maps” to visually track the spread of COVID-

19 in a particular area and to communicate zones of ele-

vated infection in the population;

•	 Log an individual’s location data in order to notify other 

individuals who test positive of encounters they may have 

had while contagious or aid contact-tracing efforts by 

reminding the individual of his or her location history and 

potential encounters with others; or

•	 Measure proximity between individuals and notify those 

who come into contact with infected individuals of a poten-

tial exposure.

Depending on the design, technologies being deployed in 

the private sector may grant the company centralized access 

to detailed logs of employee interactions within the organi-

zation and even health information about personnel using 

the technologies.
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Digital contact tracing is new and developing and may prove 

an imperfect solution to automating contact-tracing efforts. For 

example, to the extent it relies on users to self-report diagno-

ses, that may yield either over-reporting (e.g., individuals indi-

cate they have COVID-19 based on symptoms even without 

testing) or under-reporting (e.g., individuals fail to update their 

status on a digital contact application).

How Companies Are Using Contact-Tracing Technology

Companies are rapidly ramping up use of contact-tracing 

solutions for a variety of business purposes. Some uses of this 

technology in the private sector include:

Employers. Mobile applications and wearable devices can aid 

employers’ internal contact-tracing efforts and help verify that 

employees abide by social distancing guidelines in the work-

place. Some employers are requiring employees to wear and 

activate such devices. If an employee reports symptoms or a 

positive diagnosis, companies using this technology can identify 

and inform other employees who may have been exposed and, 

depending on the data collected, identify physical locations 

in the workplace that may require disinfection and cleaning. 

In addition, employers can potentially use data from contact-

tracing applications to quickly identify locations or contexts in 

which appropriate social distancing is not being observed.

Universities and Schools. Much like employers, universities 

and schools are contemplating using contact-tracing applica-

tions to inform students and staff if they have been exposed 

to an individual who has tested positive and to monitor adher-

ence to social distancing guidelines. We have written about 

specific considerations for education institutions in light of the 

COVID-19 pandemic in our White Paper, “A Guide to Navigating 

the COVID-19 Crisis for Institutions of Higher Education.”

Cooperation with Public Health Authorities. Private-sector 

companies have also considered requiring employees, stu-

dents, or customers to use a contact-tracing technology man-

aged or mediated by a federal, state, or local public health 

authority as a means of contributing to community control 

of COVID-19. Indeed, some companies developing contact-

tracing solutions for internal use are considering ways to 

leverage the technology to collaborate with external public 

health sources. In the European Union, France and Italy have 

already released their own contact-tracing applications, while 

Germany and the United Kingdom are about to do so. 

CYBERSECURITY, DATA PRIVACY, AND 
EMPLOYMENT LAW RISKS

Before deploying a contact-tracing solution, companies 

should carefully evaluate the security features of the technol-

ogy; understand the types of data that will be collected; and 

consider where, how, and by whom that data will be stored, 

accessed, used, and disclosed and how long the data will be 

retained. Using that information, companies can assess the 

cybersecurity and legal risks, develop appropriate policies 

and procedures, and properly train stakeholders.

Cybersecurity

Digital contact tracing presents potential security risks. 

Applications, devices, and centralized databases may collect 

sensitive information (e.g., an individual’s COVID-19 health sta-

tus and geolocation data) and may be vulnerable to malicious 

attacks from bad actors looking to exfiltrate such information. 

U.S. law enforcement and national security officials are issuing 

increasingly stark warnings about a surge of attempted cyber 

intrusions and other malicious cyber activity seeking to exploit 

weaknesses due to, for example, reduced IT staffing or use of 

insecure networks. 

A data security incident could give rise to a variety of harms. 

Companies suffering a significant data security incident may 

incur large incident response and remediation expenses 

and face an array of legal challenges, including regulatory 

investigations and litigation. Their reputations and relation-

ships with employees and business partners also may be 

negatively impacted.

Cyberattacks also could interfere with the operational effec-

tiveness of digital contact-tracing technologies. For example, 

denial of service or ransomware attacks may prevent logging of 

contacts and/or reporting of infections or may otherwise corrupt 

the integrity of the data. Organizations should consider security 

measures that are appropriate in light of the risk involved in the 

data processing activity. Such measures could include:

•	 Developing technical and policy controls that limit who 

has access to sensitive data generated by digital contact 

tracing;

•	 Implementing technical measures to improve security (e.g., 

encryption and patch maintenance);

https://www.jonesday.com/en/insights/2020/05/a-guide-to-navigating-the-covid19-crisis-for-institutions-of-higher-education
https://www.jonesday.com/en/insights/2020/05/a-guide-to-navigating-the-covid19-crisis-for-institutions-of-higher-education
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•	 Systematically monitoring the environment to detect 

anomalous activity (e.g., proactive review of logs);

•	 Conducting appropriate due diligence and oversight of 

third-party vendors that an organization uses to develop, 

operate, or manage digital contact-tracing technology;

•	 Executing written agreements with the third-party provid-

ers of the contact-tracing technologies that require main-

tenance of appropriate security measures (e.g., encryption 

controls), and contemplate data breach incident response 

requirements and indemnification in the event of an inci-

dent; and

•	 Reviewing incident response plan protocols, including 

updating contact information for incident response team 

members, establishing secure communications chan-

nels, and confirming incident reporting protocols for those 

employees who may still be working remotely.

Data Privacy

Use of digital contact-tracing solutions also requires careful 

consideration of data privacy issues. To this end, the Federal 

Trade Commission (“FTC”) has offered guidance for companies 

seeking to leverage consumer data to facilitate contact tracing 

and other pandemic response efforts. The FTC underscored 

the importance of deleting data when the crisis subsides and 

limiting the purposes for which data is used to those address-

ing pandemic-related issues. The guidance also cautions 

companies to consider privacy and security issues throughout 

the lifecycle of developing their products and services. While 

the FTC’s guidance echoes longstanding privacy tenets and 

positions the Commission has taken in previous enforcement 

actions, companies should bear in mind this advice and con-

sider various data privacy issues, including the following.

Consent or Other Legal Basis for Collection and Processing. 

Organizations contemplating the use of contact-tracing tech-

nology should identify the legal basis for collecting and pro-

cessing data under laws such as the General Data Protection 

Regulation (“GDPR”) and the California Consumer Privacy Act 

(“CCPA”). For example, under the GDPR, potential legal bases 

could include consent of the data subject or the legitimate 

interest of the data controller, if specific requirements are met. 

Under both the GDPR and the CCPA, organizations must pro-

vide notice prior to collecting personal information that informs 

individuals of the key features of the processing of their data, 

such as categories of data that will be collected and the pur-

poses of the collection. 

Data Minimization. Contact-tracing technologies may allow 

organizations to access and collect more data than necessary 

for achieving workplace safety, and, therefore, organizations 

should assess exactly what data is needed. For example, orga-

nizations should consider whether to collect proximity data 

instead of geolocation data and whether to obtain data that 

identifies the users or only random identifiers processed in a 

way that prevents re-identification of the individuals.

Sensitive Data. Contact-tracing technologies may allow com-

panies to collect information that raises privacy concerns as a 

matter of law and/or perception, such as health and geoloca-

tion data. Device location data, for example, may be subject to 

heightened privacy protections in certain circumstances by, for 

example, the FTC and state privacy laws. The GDPR imposes 

specific requirements for processing special categories of 

data, such as health data, including that the processing be for 

health care purposes, necessary for the public interest in the 

area of public health, or based on the explicit consent of the 

data subject. These types of sensitive data are higher risk and 

require special consideration.

Secondary Use of Data and Purpose Limitations. Companies 

using contact-tracing technology should consider whether to 

strictly limit collection, use, and disclosure of any data to con-

tact tracing or whether to permit secondary uses of such data. 

Any such secondary uses could implicate additional legal 

considerations. For example, the GDPR generally requires a 

clear definition of the purpose(s) of the data processing and 

prohibits uses outside those defined purposes. Similarly, the 

final proposed regulations to the CCPA prohibit the use of a 

consumer’s personal information for purposes “materially dif-

ferent than those disclosed in the notice at collection” unless 

the business directly notifies the consumer of the new use and 

obtains “explicit consent from the consumer to use it for this 

new purpose.” 

Biometric Privacy Laws. As new contact-tracing solutions 

emerge, developers may introduce new functionalities that 

implicate data privacy laws, such as the integration of facial 

recognition software to identify, for example, the user of a con-

tact-tracing application. The collection of biometric data could 

https://www.ftc.gov/news-events/blogs/business-blog/2020/06/privacy-during-coronavirus?utm_source=govdelivery
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trigger obligations under state biometric privacy laws, such as 

those in Illinois, Texas, and Washington. 

Data Retention and Disposal. Companies also will need to 

determine how long to retain the data processed by con-

tact-tracing technologies. The GDPR, for example, generally 

provides that data should be retained only for the period nec-

essary to achieve the processing purpose defined by the data 

controller. For contact tracing in the context of COVID-19, com-

panies may consider whether 14 days is an appropriate reten-

tion period since that is the currently understood incubation 

period for the virus, or whether a longer period may be jus-

tified. Relatedly, companies should take steps to dispose of 

data in compliance with specific laws that govern destruction 

of certain types of sensitive data.

Sharing Data with the Government. Any cooperation with the 

government that gives public health authorities or other agen-

cies access to data collected through contact-tracing tech-

nologies may give rise to additional privacy issues. 

Interoperability. If companies envisage making their contact-

tracing apps interoperable with other contact-tracing apps, 

this may require factoring additional elements into the data 

protection compliance analysis. Under the GDPR, adding 

interoperability in the context of contact-tracing apps will typi-

cally require making sure the data subjects keep sufficient 

control over their data and have sufficient transparency on 

the additional recipients of the data, as well as who the addi-

tional data controllers will be, if any. In addition, interoperabil-

ity may trigger questions about the respective accuracy of 

the data sets of interoperable apps—interoperability should 

not be detrimental to the accuracy of the data processed by 

either of the apps.

HIPAA. Organizations contemplating the use of contact-trac-

ing technology need to determine if the Health Insurance 

Portability and Accountability Act of 1996 (“HIPAA”) will be 

implicated. HIPAA applies to only “covered entities” (e.g., health 

plans, health care clearinghouses, and certain health care pro-

viders) and their “business associates,” which process pro-

tected health information on behalf of covered entities. If the 

organization is not a covered entity or a business associate 

under HIPAA, the HIPAA analysis ends there. If the organiza-

tion is subject to HIPAA’s requirements: (i) HIPAA could subject 

companies and the data derived from their contact-tracing 

apps to stringent privacy and security requirements that may 

restrict the collection and sharing of individuals’ health-related 

information without the individuals’ prior written authorization; 

and (ii) the organization would need to treat contact-tracing 

data that meets HIPAA’s definition of “protected health infor-

mation” in the same manner that the organization handles its 

other protected health information. In some cases, covered 

entities may have functions or components that are not sub-

ject to HIPAA (e.g., when operating in their capacity as employ-

ers or in the case of “hybrid entities” that have covered and 

non-covered components for purposes of HIPAA). Those orga-

nizations may want to operate the contact-tracing process 

through the non-covered entity function or component.

Labor and Employment Law Risks

Use of contact-tracing technologies also implicates various 

labor and employment laws. The precise legal considerations 

will vary depending on the type of information collected, the 

way in which the information is used, and the jurisdiction in 

which the business operates. The labor and employment laws 

implicated include the following. 

Disabilities Law. The Americans with Disabilities Act (“ADA”) 

prohibits employers from requiring employees to submit to 

medical examinations or tests unless they are job-related and 

consistent with business necessity. In most cases, employees 

testing positive for COVID-19 would pose a direct threat to their 

coworkers. Therefore, to the extent the technology functions 

as a medical test, it would likely be considered job-related 

and consistent with business necessity, at least insofar as the 

data is used to help track and mitigate the spread of COVID-

19 in the workplace. If, however, the data is also used for other 

purposes—such as tracking worker productivity or gathering 

information for a disciplinary investigation—an employer would 

have a more difficult time defending itself against possible 

ADA claims.

Employers will also need to be mindful of how employee 

health information collected through the technology is stored 

and shared. The ADA requires employee medical information 

to be maintained in separate files and kept confidential. This 

provision and other laws limit the amount of information that 

can be shared with employees regarding coworkers who have 

tested positive for COVID-19.



5
Jones Day White Paper

Health and Safety Laws. The Occupational Safety and Health 

Act imposes a duty on employers to provide a workplace free 

of serious known hazards. Similarly, some U.S. states impose 

duties on employers to take reasonable measures to minimize 

work-related injuries, including the spread of infectious dis-

eases. The deployment and use of contact-tracing technology 

may be relevant to whether these duties were met. 

The Occupational Safety and Health Administration (“OSHA”) 

requires COVID-19 cases to be reported when they are work-

related and meet other criteria. The reporting determination in 

COVID-19 cases typically turns on whether the illness is work-

related. Contact-tracing technology should make it easier to 

determine the likelihood that an employee contracted COVID-

19 in the workplace, and this information must be taken into 

account in deciding whether to report the illness to OSHA.

OSHA also has standards governing access to and retention 

of certain medical records and workplace exposure records. 

Such records must be maintained for the duration of employ-

ment plus 30 years, and they must be provided to certain indi-

viduals upon request. Careful consideration must be given to 

whether data collected through contact-tracing technology is 

subject to these requirements, and to the interplay between 

these requirements and other laws that may mandate a shorter 

retention period. 

Labor Law. Unionized employers must consider whether exist-

ing collective bargaining agreements and federal labor law 

allow contact-tracing technologies to be deployed, with or with-

out first bargaining with the union. The answer to these ques-

tions could depend on the way in which the data is used. If, 

for example, the data is used strictly for health and safety pur-

poses, the employer may be able to implement the technology 

unilaterally, but if the data is also used for other unrelated pur-

poses, the employer may either be prohibited from implement-

ing it or able to do so only after first bargaining with the union.

 

Unionized and non-unionized employers must also take care to 

avoid using the technology in a way that might infringe on an 

employee’s rights to join a union or engage in other concerted 

activities. For example, employers subject to a labor organizing 

campaign would not be allowed to use data collected through 

contact-tracing technology to determine whether and where 

employees were meeting with union officials. Even creating 

the impression that such meetings or other union activities are 

being watched is unlawful.

Other Considerations. Employers should also be mindful of 

the potential that information gathered through contact-tracing 

technologies could be used against them in subsequent litiga-

tion. Several employers have already been sued by employ-

ees who claim they contracted COVID-19 on the job or were 

not provided a safe place to work. Employers have a number 

of possible defenses to these claims. If the lawsuit is not dis-

missed upfront, however, information gleaned through contact-

tracing technology could be used to argue negligence or to 

substantiate health and safety complaints. This could be the 

case, for example, if numerous employees were in contact with 

someone who contracted COVID-19 but the employer failed 

to warn those employees or follow proper cleaning protocols. 

Before implementing the technology, therefore, employers 

should adopt a policy or plan for responding to health and 

safety risks sure to be uncovered.

POTENTIAL LEGISLATIVE RESPONSES

In the United States, lawmakers are considering privacy and 

cybersecurity issues in response to the rush to develop and 

adopt contact-tracing technologies. 

Congress has introduced three legislative proposals aimed 

at providing consumers with greater transparency, choice, 

protection, and control over the collection and use of their 

data for managing the spread of COVID-19. Notably, each 

framework requires affirmative, express consent from users 

of contact-tracing technologies and identifies the FTC and 

state attorneys general as relevant enforcement authorities. 

However, each differs in critical respects, including the scope 

of protected data, categories of entities covered, availability of 

a private right of action, and use of a state preemption clause.

•	 On May 7, 2020, a group of Republican Senators intro-

duced the “COVID-19 Consumer Data Protection Act.” The 

Act would require a wide range of businesses to obtain 

affirmative, express consent from individuals to collect, 

process, or transfer health, proximity, or geolocation data 

for contact tracing related to COVID-19, impose transpar-

ency and data minimization requirements, and require 

https://www.commerce.senate.gov/services/files/A377AEEB-464E-4D5E-BFB8-11003149B6E0
https://www.commerce.senate.gov/services/files/A377AEEB-464E-4D5E-BFB8-11003149B6E0
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covered entities to implement administrative, technical, 

and physical data security policies and practices. The bill 

does not allow for a private right of action and has a pre-

emption clause under which states are prohibited from 

adopting, enforcing, or maintaining any law “related to the 

collection, processing, or transfer of covered data.”

•	 On May 14, 2020, a group of Democratic lawmakers intro-

duced the “Public Health Emergency Privacy Act.” The Act 

would prohibit the use of certain health-related informa-

tion for discriminatory or commercial purposes (i.e., adver-

tising or e-commerce), impose various civil rights-related 

requirements, and allow states to adopt their own stronger 

privacy protections. It would also provide a private right 

of action, requiring proof of a concrete and particularized 

injury in fact, with tiered remedies based on the nature of 

the violation in addition to a public enforcement frame-

work. In addition to the data elements covered by the 

“COVID-19 Consumer Data Protection Act,” the Democrats’ 

proposal also covers, for example, certain types of medical 

testing data and contact information. 

•	 On June 1, 2020, lawmakers introduced a bipartisan bill, 

the “Exposure Notification Privacy Act,” which would place 

obligations on an narrower set of entities than the two bills 

described above. The entities are defined as “automated 

exposure notification service[s]” (e.g., operators of any 

website, online service, online application, mobile applica-

tion, or mobile operating system that is “designed, in part 

or in full, specifically to be used for, or marketed for, the 

purpose of digitally notifying, in an automated manner, an 

individual who may have become exposed to an infectious 

disease”). The bill contains various privacy protections, 

including an affirmative, express consent requirement, a 

right to deletion, data transfer restrictions except for spe-

cifically enumerated purposes, a prohibition on processing 

covered data for “any commercial purpose,” data security 

requirements, and obligations to notify affected individu-

als and the FTC in the event of a security breach. The FTC 

and state attorneys general would enforce the law, and 

individuals would still be able to bring actions under vari-

ous federal or state common law or state statutes. 

States also are introducing legislative proposals to protect user 

privacy as contact-tracing technologies are developed and 

deployed as part of state reopening strategies. For example:

•	 On May 11, 2020, New York lawmakers introduced a bill 

that would require that an individual voluntarily opt in to 

any contact-tracing program. The opt-in disclosure would 

require provision of a “conspicuous, plain language expla-

nation of the application, the application’s functions and 

any information that the application will collect prior to the 

user being able to give consent.” Any information stored 

or transmitted by an application would be required to be 

encrypted. Individuals would be able to withdraw consent 

at any time, and the bill would establish a cause of action 

enabling individuals to sue entities responsible for a viola-

tion of their privacy rights in connection with contact trac-

ing and to seek damages or declaratory or injunctive relief. 

•	 Also on May 11, 2020, Minnesota lawmakers introduced a 

bill that would prohibit an employer from mandating the 

installation of a contact-tracing application on its employ-

ees’ mobile phone and from requiring employees to share 

their location information as part of contact-tracing efforts.

•	 On May 28, 2020, New Jersey lawmakers introduced a bill 

that would restrict the use of data collected for purposes 

of contact tracing related to the COVID-19 pandemic, 

including “digital data from Bluetooth devices or global 

positioning systems.” The bill would require a public health 

entity that shares contact-tracing data with a third party to 

name the third party entity on its internet website or on the 

internet website of the Department of Health, and it would 

require that the third party use the data only for purposes 

of completing contact tracing related to the pandemic. 

The third party would be required to delete the data by the 

same date the public health entity was required to delete 

the data (e.g., 30 days). A third party that misuses or dis-

closes COVID-19 contact-tracing data or retains it beyond 

the permissible date would be liable for a civil penalty up 

to $10,000.

Although it is unclear whether these U.S. proposals or others 

will become law, they highlight some of the privacy and secu-

rity concerns that use of contact-tracing technologies may 

raise and that companies should consider as they decide 

whether to deploy contact-tracing technologies. U.S. legis-

lators, at least, appear keen to: (i) limit companies’ ability to 

make the use of contact-tracing applications mandatory; (ii) 

require notice and clear opt-in consent of the individual prior 

to download or use of the technology; (iii) limit companies’ 

https://www.bennet.senate.gov/public/_cache/files/2/9/29dd99fc-e287-4e36-a4f1-9ccc7d3b8d6b/4B247577F7A4FABC2A2644E2C8C34CE5.public-health-emergency-privacy-act---as-introduced.pdf
https://www.bennet.senate.gov/public/_cache/files/2/9/29dd99fc-e287-4e36-a4f1-9ccc7d3b8d6b/4B247577F7A4FABC2A2644E2C8C34CE5.public-health-emergency-privacy-act---as-introduced.pdf
https://www.cantwell.senate.gov/imo/media/doc/Exposure%20Notification%20Privacy%20Bill%20Text.pdf
https://legislation.nysenate.gov/pdf/bills/2019/s8327
https://www.revisor.mn.gov/bills/text.php?number=HF4665&type=bill&version=0&session=ls91&session_year=2020&session_number=0
https://www.njleg.state.nj.us/2020/Bills/A4500/4170_I1.PDF


© 2020 Jones Day. All rights reserved. Printed in the U.S.A.

Jones Day publications should not be construed as legal advice on any specific facts or circumstances. The contents are intended for general 
information purposes only and may not be quoted or referred to in any other publication or proceeding without the prior written consent of the 
Firm, to be given or withheld at our discretion. To request reprint permission for any of our publications, please use our “Contact Us” form, which 
can be found on our website at www.jonesday.com. The mailing of this publication is not intended to create, and receipt of it does not constitute, 
an attorney-client relationship. The views set forth herein are the personal views of the authors and do not necessarily reflect those of the Firm.

ability to use the data collected from contact-tracing appli-

cations beyond the COVID-19 pandemic; (iv) impose data 

minimization and retention requirements; and (v) develop 

administrative, technical, and physical data security policies 

and practices to safeguard the data collected in connection 

with such technologies. International organizations should 

also be mindful of guidance issued by applicable supervisory 

authorities on the collection and use of personal data with 

these technologies to avoid noncompliance with the GDPR.

As digital contact-tracing solutions evolve, companies should 

continue to monitor developments. Jones Day can assist 

companies as they consider leveraging contact-tracing 

applications.
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Special thanks to Clinton P. Oxford, an associate in the 

Washington Office, for his contributions in preparing this 

White Paper.
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